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In this paper we present an interdisciplinary framework for the effective management of multimedia data stores, or alternatively multimedia data files scattered around a geographically distributed set of devices. Prior to enabling distribution, we apply a security policy based framework, in order to achieve a flexible and scalable method for the management of resources. We also present the architecture of a visualization tool that facilitates distributed multimedia file distribution as well as online provision of multimedia content. 
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1. INTRODUCTION 
The abundance of information in cooperative and ubiquitous environments poses significant problems as far as user access to information is concerned. Flexible, context enabled authentication emerges as a promising solution relative to the provision of heterogeneous (multimedia and text) content, to a diverse and geographically dispersed set of users within the borders of an IT-enabled collaborating organizational framework. In addition, the maintenance of distributed and large information data stores is extremely complicated and user-friendly solutions should be considered. Current distributed file systems treat all files identically. We propose the establishment of a distributed tool to represent in a semantically rich way multimedia data stores. The term multimedia data stores, refers to the notion of collection of multimedia files scattered around a geographically diffused set of devices communicating over network links. 

This paper addresses the issue of managing multimedia data stores across geographically dispersed environments with the use of Geographical Information Systems (GIS) techniques. We propose a semantic overlay network that assigns semantic notion on the multimedia files and categorizes it accordingly to a predefined ontology. A GIS-based visualization interface is used to display the distributed multimedia data store in two dimensions, the geographical or virtual locations of the individual multimedia files and their category according to the ontology. 

A prototype implementation of our proposed system is presented, as well as design and implementation considerations. Interoperability and efficiency are the driving forces behind our architectural design. The system is implemented entirely by using Java and can thus be considered as highly interoperable with many diverse platforms.

The rest of the paper is organized as follows: Section 2 presents the main technological challenges that constitute the driving forces of our approach, while it refers to the ontology based choices in order to enable semantically enhanced multimedia files management. In section 3 we present in brief the applicability and the basic concepts relative to security policies. Section 4 presents the architecture of our prototype while section 5 concludes the paper. 

2. CHALLENGES IN MULTIMEDIA AND GIS TECHNOLOGY INTEGRATION 

2.1 Motivation

GIS technology integrates a number of advanced operations together with the unique visualization and geographical analysis benefits used by maps [1] [2]. The capability of GIS to perform various types of analysis enables them to perform as support tools to basic organizational tasks. In our approach a GIS module is introduced as part of the overall implementation architecture, with main support as a visualization tool where the domains consisting parts of the distributed architecture are simulated as instances on the GIS map.  Another challenge is related with the fact of applying semantically enabled search upon multimedia files, on a distributed environment. Multimedia files cannot be treated as traditional text files, and performing queries based on the semantics related with the author or the title or the basic concepts related with the file, require the application of innovative solutions. Towards the alleviation of this problem, the use of ontology seems to be more prominent. We have utilised an ontology based approach, enabling the correspondence of semantics to multimedia files. For the creation and representation of the ontology, the RDF [3] ontology framework has been utilised. Furthermore, prior to file distribution we need to apply a flexible and scalable access control framework, which will be described in later section. 

2.2 Related work 

Several applications consider the integration of GIS in order to exploit its spatial analysis capabilities. Mainly we can distinguish the integration of knowledge retrieval capabilities based on the provision of intelligent maps. In [13] a conceptual navigation towards the identification of knowledge assets is directed through a selection of geo-objects on the map, with main criteria the geographical relationship between the objects; more concisely, there is an implied preference for knowledge media based on the criteria of the location. The second step in order to perform a more advanced identification is to query upon the returned objects for the most suitable by utilizing a textual query. This approach has the disadvantage of introducing a mixture of querying methods, based on the utilization of both textual and visual interfaces. 

Multimedia and GIS applicability are also described in [4]. The multimedia character of this application is mainly on providing 2-D or 3D map representations, making the GIS component more sophisticated and providing at the same time advanced indexing and classification methods. Therefore the presence of multimedia components is introduced from a different perspective. 

GIS technologies, attract commercial interest, due to their applicability to military, meteorological, civil engineering domains. Some of the developed tools, are characterized by the presence of extended GIS functionalities [5], still they lack support for multimedia data-stores, while they also lack the presence for a flexible access control framework that enables access control support for different organizational domains. 

In [6] [7] an integration of multimedia features with GIS is provided, utilized for knowledge management purposes. We extend this framework by providing support for multimedia data stores, while we apply security policies for automated enforcement of access rights and in order to automate the security management, maintaining at the same time the scalable character of the applications.  
3. SECURITY FRAMEWORK FOR MULTIMEDIA DATA STORES

The rapid growth of Information Systems (IS) and the emergence of high performance networked systems did not come without its drawbacks. Security breaches are a daily phenomenon, caused by outside intruders as well as insiders. Managing the resources of a framework is a big challenge that requires a lot of effort on both the design as well as the implementation of countermeasures. Security policies are adopted to a high extent towards this direction. A policy can be considered to consist of a set of authoritative statements that determine the set of acceptable options in future selection processes [8]. Relative to security, a policy can determine the set of acceptable actions, prohibitions and rights that are defined within the borders of an organization. A part of a security policy is determining the access control rights for each individual. Several challenges arise on this field, due to the very large number of subjects (resources) that need to be administered and due to the very large number of users. The Role Based Access Control (RBAC) [14] [15] model seems to be dominant and widely accepted both in academic as commercial environments. The main principle of RBAC is related with the fact that usually users with similar roles, need to be accredited for the same actions, and need to have the same access rights. By classifying users to roles and accordingly by relating individuals with a role, the security management is simplified dramatically. For example, each time somebody enters the organization, we simply classify her to one of the predefined roles. Accordingly, when somebody leaves the organization, we do not need to manually withdraw all the access rights for every resource she was assigned to have access rights. 

Security policies, provide a flexible means to automate the security management procedures as well as to enable the enforcement of access control decisions on distributed systems. Security policies can be codified in several special purpose languages, some of which provide codification in XML [11] format, which makes them preferable, as they provide support for various platforms, and also makes them highly interoperable. The use of policies can simplify the management of distributed systems, which contain a large number of objects which often span across organizational boundaries. A more challenging option arises when it comes to adapting to this framework resources from different domains which cooperate on the grounds of a common basis. 
We adopt the XACML [9] policy management framework in our application. XACML is standardized and allows extensions in order to become applicable to several types of networked environments, such as those incorporating Web-services. An overview of the XACML operational model is provided in the following: Among the key concepts we can distinguish these of the Policy Enforcement Point (PEP) and Policy Decision Point (PDP). Now the overall philosophy of XACML can be described in the following: First, the administrator is responsible for editing the security policy and encoding it in the appropriate format. Accordingly, she makes it available to the PEP. When a request is made, it is directed to the PEP. The PEP is requesting additive context related information, through another module, the context handler, responsible for constructing the messages in XACML format and collecting additive information, such as subject, action, resource and environment related attributes.  Then, this XACML message is transmitted to the PDP which decides upon providing authorization. Accordingly, the PDP returns the response to the context handler in XACML native format and at the end the message is directed to the PEP, which fulfils its obligations, authorizing or not the requester to perform the requested action over the resource. 
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Fig 1 The XACML framework

4. PROTOTYPE ARCHITECTURE

4.1 System components

Our prototype consists of several distributed components that are dispersed across different organizational domains. 

· One module consists of an application that codifies in semi-structured form information that each domain is willing to share with others. It is implemented in Oracle 9i and java for the database access interface, and supports storage and retrieval of texts in two languages for the moment-English and Greek- supporting a feature of major importance to our research, the cross lingual Information Retrieval capability. 

· GIS module. We can identify two sub-modules to this module: the GIS interface and the service module that handles all network connection and discovery issues required for the communication between the various domains.  When a user wants to utilize knowledge sources in text or multimedia form, our platform provides transparent access to her which has just to select the appropriate choices from submenus, embedded in the GIS interface. For the GIS interface the open source libraries have been utilized [12]. 
· Multimedia module. This module supports the concurrent support for online transmission. The communication details for opening streaming between different domains are kept in XML format. The multimedia module is built with the JMF plug-in [10].   For data streaming the JMF implements the Real Time Protocol (RTP) over UDP sockets. 

· Ontology management module. On each domain, an RDF ontology is maintained with respect to the resources maintained, enabling semantically enhanced querying for the locally maintained resources. As it concerns to knowledge discovery process, with the assistance of the RDF-based ontology we can query for appropriate resources and by the use of identify the URL (Unified Resource Locator) while on the several other descriptive tags –such as the resource creator or a more detailed description of its content- provided on the ontology files, the user is provided with a number of choices concerning the most suitable knowledge assets. 
· Policy based authorization module. Prior to distribution of text or multimedia files, the authorization process is activated, where the user according to his role and by providing on the access request message domain specific information, is being authorized by the PEP or in opposite case is getting a negative response that shows that his request is not compatible with the policy as recorded in XML format. 
4.2 System use-case scenario 

The user is able to click on one of the available locations, and a a popup menu appears that allows the user to either acquire information about the resources of this domain, either to activate the module that transmits online RTP-streaming media. In the first case, with the assistance of the local ontology the appropriate resources are identified, and accordingly a request is being made that will be direted to the policy enforcement module awhich will decide upon the validity of the request and its compliance with the security policy. In the latter case, the system in the background translates the expert’s geographic location into an IP location using a custom directory service and then informs the expert that a user is attempting to communicate with her. The next step is for both parties of the upcoming communication to configure the sound and video devices that they will be using.
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Fig 2 Screenshot of the GIS map, where the available locations are obvious as well as user choices in the form of a pop-up menu. 

5. CONCLUSIONS – FURTHER WORK

We presented a flexible framework for secure management of multimedia data-stores. The framework is supported by a prototype architecture, consisting such of several diverse components, such as a GIS component, a security policy component, an ontology based component that enables semantic categorization of knowledge assets and a cross lingual codification and retrieval component. We therefore enable the concurrent utilization of heterogeneous files, as well as we provide a flexible and at the same time scalable framework for access control relative to these files. 

We plan to expand our framework by enabling agent-based user support and by extending the policy framework so as to include negotiation between domains with distinct security policies. 
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