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Abstract At the 2011 Eurocrypt, Kiltz et al., in their best
paper price awarded paper, proposed an ultra-lightweight
authentication protocol, called AU T H . While the new pro-
tocol is supported by a delicate security proof based on the
conjectured hardness of the learning parity with noise prob-
lem, this security proof does not include man-in-the-middle
attacks. In this paper, we show that AU T H is weak against
MIM adversaries by introducing a very efficient key recovery
MIM attack that has only linear complexity with respect to
the length of the secret key.

Keywords Authentication protocol · Key recovery attack ·
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1 Introduction

Low-cost radio frequency identification (RFID) technology
uses radio frequency signals for the communication, through
a reader, between an electronic tag, called RFID tag, attached
to a physical object, and a back-end system that stores infor-
mation related to this object. RFID tags is expected to be the
most pervasive device in history and constitutes a fundamen-
tal part of what is known as the Internet of Things (IoT). In
the IoT vision, the Internet extends into our everyday lives
through a wireless network of uniquely identifiable objects
or “things.” Using RFID tags, each object is related to both
current and historical information on that object’s physical
properties, origin, ownership.

Applications like supply-chain management, smart-home
devices and tele-medicine are already taking advantage of the
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RFID technology. However, this rapid proliferation of RFID
tags raises several security and privacy concerns. Together,
in order to sustain the cost of the tag as low as possible, the
resources that are available for security purposes are very
limited. Thus, it was identified early on that new lightweight
cryptographic protocols have to be designed, and several new
schemes have been proposed in the last few years [1].

Authentication has been recognized as one of the most
important cryptographic tasks, and the design of lightweight
protocols supported by a security proof has gained a lot of
attention by the cryptographic research community. In the
context of RFID technology, the most promising proposals
are based on the hardness of the so-called learning parity with
noise (LPN) problem.

Definition 1 (LPN Problem) Let A be a random (q × k)-
binary matrix, let x be a random k-bit vector, let η ∈ (0, 1/2)
be a noise parameter, and let ν be a random q-bit vector such
thatwt (ν) ≤ ηq. Given A, η, and z = A ·xt + νt , find a k-bit
vector yt such that wt (A · yt + z) ≤ ηq.

Starting with the HB protocol [7], a work of Hopper
and Blum, and mainly its extension HB+ [8], several LPN-
based authentication protocols have been proposed. HB∗ [4],
HB# [6], HB++ [2], HB-MAC [15], modified-HB++ [14],
Trusted-HB [3], HB-MP [11], HB-MP+ [10], HB-MP++ [16]
are only a few of them. All these protocols are symmetric,
that is, the tag and the back-end system share a common
secret key, and most of them are ultra-lightweight perform-
ing just a few dot product and bit exclusive or computations
between the secret key and randomly selected and publicly
known binary vectors.

Among the LPN-based authentication protocols, the most
interesting ones are those that are supported by a security
proof, that is, a concrete reduction in the LPN problem to the
security of the corresponding protocol. Three attack models
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Fig. 1 The AUTH protocol

have been mainly considered, namely passive, active, and
man-in-the-middle (MIM) attacks. In the first model, the
attacker can only eavesdrop the communication between
legitimate tag and reader, while in the second model, she
can also interrogate a legitimate tag. The strongest security
notion is against MIM attacks where the adversary can inter-
act with both the tag and the reader and learn the reader’s
accept or reject decision.

The HB+ protocol was proved to be secure against passive
and active attacks. However, the security proof did not cover
MIM attacks. Thus, it came as no surprise that soon after
the introduction of the HB+, it was shown [5] that there is
a MIM attack that can easily reveal the secret key. Almost
all the variants of HB+, that have a security proof, can resist
passive and active attacks; however, these schemes have also
been shown to be weak against a MIM attacker. The only
exception constitutes the HB# protocol that partially resists
against MIM attacks. In more detail, the protocol is secure
when the adversary is able to modify only the messages that
the reader sends to the tag.

In 2011, Kiltz et al. [9], in their paper that was awarded
with the Eurocrypt best paper price, introduced AUTH , the
most recently proposed LPN-based authentication protocol
and proved that given the hardness of the subspace LPN prob-
lem, a variant of the LPN problem [13], AUTH is secure
against both passive and active attackers. However, the secu-
rity proof does not include MIM adversaries. In this paper,
we will show that AUTH , like practically all the variants of
the HB+ protocol, is weak against MIM attackers, by intro-
ducing an efficient MIM attack that reveals the secret key
with linear computational and data complexity with respect
to the size of the secret key. Recently, the protocol’s weakness
against a full MIM attack was demonstrated [12].

The paper is organized as follows. In Sect. 2, we briefly
present the AUTH authentication protocol, and in Sect. 3,
we introduce the proposed attack, and we evaluate its com-
putational and data complexity. Finally, conclusions can be
found in Sect. 4.

2 The AUTH protocol

First, we establish some notation. We use b ∈R F2
k to denote

a random binary vector b with length k, M ∈R F2
k×n to

denote a random k × n binary matrix M, and wt (b) is the
Hamming weight of b, that is, the number of nonzero ele-
ments b(i), for 1 ≤ i ≤ k. Also, Ber(η) stands for the
Bernoulli distribution with parameter η, meaning that a bit
ν ∈ Ber(η), when Pr [ν = 1] = η and Pr [ν = 0] = 1 − η.
A vector ν randomly chosen among all the vectors with
length m, such that ν(i) ∈ Ber(η) and η ∈ (0, 1/2), for
0 ≤ i ≤ m − 1, is denoted by ν ∈R Ber(m, η). Finally,
let a and b be two binary vectors with length l. We use a↓b

to denote the subvector of a obtained by deleting all bits
of a where b equals 0 (for instance for a = 10101000 and
b = 00011010, we have a↓b = 010).

The AU T H protocol is a symmetric key authentication
protocol supported by a security proof under the hardness
of the subspace LPN problem [9]. After some initializa-
tion phase, the reader R and the tag T share a secret key x
with length 2l. The basic steps of the protocol go as follows
(Fig. 1):

1. The reader R generates a random bit-string a with length
2l and sends it to tag T. The Hamming weight of the a
must be l.

2. The tag T verifies that the Hamming weight of a is l
and generates a full rank l × n random binary matrix R
and a bit-string ν ∈ Ber(n, η). Then, it computes z =
RT ·x↓a ⊕ν and sends to the reader both z and the matrix
R. If a �= l, it aborts the execution of the protocol.

3. The reader first verifies that matrix R has rank n, and then
it accepts the tag as authentic if wt (z ⊕ RT · x↓a) ≤ τ ,
where nη ≤ τ ≤ n

2 and RT is the transpose of R. If the
rank is not correct or the condition is not satisfied, the tag
is rejected.

It is assumed that the reader communicates with the back-
end server over a secure channel, while the tag and the reader
communicate over an insecure channel.

Typically, the false rejection rate PF R of the protocol;
that is, the probability to reject a legitimate tag, equals the
probability wt (ν) > τ , and it is given by

PF R =
n∑

i=τ+1

(
n
i

)
ηi (1 − η)n−i .

Finally, the false acceptance rate PF A; that is, the probability
to accept a randomly selected response z, can be computed
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Fig. 2 The attack against
AUTH protocol

as follows:

PF A =
τ∑

i=0

(
n
i

)
2−n;

that is, it is equal to the number of binary vectors with length
n and Hamming weight at most τ .

3 Security analysis

In [9], the authors prove that the protocol is secure against
passive and active attacks based on the hardness of the
recently introduced subspace LPN problem [13]. However,
the main problem that it was identified to practically all LPN-
based authentication protocols is the vulnerability against
MIM attacks. Next, we demonstrate that the AU T H proto-
col does not constitute an exception.

3.1 Attack steps

In a MIM attack, the adversary is able to modify all commu-
nication between a legitimate tag and the reader. In our case,
we will show that it suffices to alter only one message, the
challenge send by the reader (Fig. 2). The attack consists of
two phases. In the first phase, the attacker discloses two ele-
ments of the secret key x that are equal to zero. In the second
phase, she uses this information to reveal the whole key. We
use δ j1, j2 to denote the vector with length 2l that is all zeros
except elements δ( j1) = δ( j2) = 1, 1 ≤ j1 < j2 ≤ 2l.

Phase I Choose a pair of element indexes ( j1, j2) of the
key x, 1 ≤ j1 < j2 ≤ 2l.

1. Observe the value of a. When a( j1) �= a( j2) complement
the two bits of a and replace the vector by the produced
vector â = a ⊕ δ j1, j2 .

2. Observe the result of the authentication.
3. Repeat the previous steps for the same pair ( j1, j2). If the

tag is rejected with probability higher than the false reject
rate PF R , then choose a new pair of indexes ( j1, j2) and
repeat the procedure. Otherwise, assume that x( j1) =
x( j2) = 0 and exit Phase I.

Thus, from Phase I, we have x( j1) = x( j2) = 0 for some
1 ≤ j1 < j2 ≤ 2l. Next, we compute the rest 2l −2 bits of x.

Phase II For each 1 ≤ j ≤ 2l and j �= j1, j2 do,

1. Observe the value of a. When a( j1) �= a( j) complement
the two bits of a and replace the vector by the produced
vector â = a ⊕ δ j1, j2 .

2. Observe the result of the authentication.
3. Repeat the previous steps for the same pair ( j1, j). If

the tag is rejected with probability higher than the false
reject rate PF R , then x( j) = 1. Otherwise, assume that
x( j) = 0.

Note 1 Phase I delivers more information that we actually
use in the described attack. In detail, when the tag is rejected
with probability higher than the false reject rate PF R , then
it holds that at least one of x( j1) and x( j2) is non-zero. In
other words, it holds that 1+x( j1)+x( j2)+x( j1)x( j2) = 0.
Hence, by repeating the Phase I, each time with a different
pair of indexes ( j1, j2), we derive either the values of these
elements, when both are zero, or a quadratic equation. In this
way, we can build a system of quadratic equations and solve
it, for instance with the linearization method, and reveal the
secret key.

3.2 Proof of correctness

The attack is based on the following observation. When two
bits a( j1) and a( j2) of a, with a( j1) �= a( j2), are comple-
mented, then the Hamming weight of the bit-sting remains
the same; that is, wt (a) = wt (â), where â = a ⊕ δ j1, j2 .
Thus, when an attacker replaces the vector a, the modified
message â is accepted by the tag.

Using â, the tag computes ẑ = RT · x↓â ⊕ ν and sends it
together with R to the reader. Then, the reader calculates

ω j1, j2 = ẑ ⊕ RT · x↓a = RT · x↓â ⊕ ν ⊕ RT · x↓a

= x( j1)R
T
j1 ⊕ x( j2)R

T
j2 ⊕ ν.

where Ri is the i th row of the random matrix R.
If x( j1) = x( j2) = 0, then ω j1, j2 = ν, and the tag is

rejected with probability equal to the false reject rate PF R .
Otherwise, ω j1, j2 equals the sum of ν with one or two random
vectors RT

j1
, RT

j2
, and the tag is rejected with high probability

equal to 1 − PF A.
Similarly, in Phase II, since x( j1) = 0, for each element

j �= j1, j2, the reader computes ω j1, j = x( j2)RT
j2

⊕ ν.
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If x( j2) = 0, it is rejected with very small probability PF R ,
and if x( j2) = 0, it is rejected with high probability 1− PF A.

3.3 Complexity issues

The first phase of the attack is repeated until a pair of bits
x( j1), x( j2) of the secret key is found that both elements are
zero. Since the secret key has been randomly selected, the
probability such a pair of elements to exist p0 = 1

4 . At
the same time, in step 1, approximately half of the times, the
challenge vector a is inappropriate, that is, a( j1) = a( j2),
and the current protocol execution is discarded with prob-
ability p1 = 1

2 . Finally, by observing ψ times the reader’s
decision in step 2 , the probability of correctly guessing the
value of the two elements is 1− (PF R)

ψ . Since, for practical
values of the protocol parameters, the false rejection rate PF R

is extremely small, close to zero (around 2−80), the overall
success probability of Phase I can be considered constant
and approximately equal to 1

8 .
In Phase II, following the same argumentation, the suc-

cess probability for each one of the other 2l−2 secret key bits
is again constant. Thus, the overall required modified execu-
tions of the protocol are just O(2l), that is, the complexity
of the attack is linear with respect to the length of the secret
key.

4 Remarks

The design of a lightweight authentication protocol that is
based on the LPN problem and that can provably resist MIM
attackers is an extremely difficult task, and it is out of the
scope of this paper. Thus, enhancing in a provable way, the
security of AU T H is left as a future work. However, from our
experience in studying the LPN-based lightweight protocols,
we can derive some first guidelines.

In [9], in the second part of the paper, the authors present
a LPN-based Message Authentication Code (MAC) that is
provably secure against MIM attacks. Then, they propose the
adaption of the MAC for the secure authentication of the tag.
The protocol requires the presence of a secure hash function,
that must be kept secret, as part of the secret key, and, clearly,
such a construction a little “heavier” than lightweight. How-
ever, it gives us valuable lessons. More precisely, we believe
that the main reason that practically all LPN-based authen-
tication protocols, at least the ones supported by a security
proof, fail to resist against MIM attacks is the absence of non-
linearity, a conscious decision that all the designers made in
order to keep the protocols as lightweight as possible. Thus,
our current work is in the direction of using low cost nonlin-
earity to enhance the security of LPN-based protocols.
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