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Abstract. Social Network Sites have doubtless become part of our lives, facil‐
itating communication and interaction between social actors. Within this frame
users disclose personal information for several reasons while at the same time
they express privacy concerns. “Privacy Paradox” reveals that despite privacy
concerns, users, most of the times, fail to protect their privacy within SNSs,
putting thus themselves and other users to risk. In this respect, several researches
have shown that users’ privacy awareness increase is of major importance,
focusing on the crucial role of education towards this. This research aims to
explore the effects of a long-term University-based educational intervention for
enhancing students’ digital knowledge and skills in order to protect their privacy
in SNSs efficiently. The educational intervention centered on a semester course
of a Greek University, provides encouraging findings regarding students’ privacy
awareness enhancement.
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1 Introduction

Social Network Sites (SNSs) are currently the most dynamically developing personal
networking tool [1]. Their descriptive nature creates intimate feelings, which encourage
information flow within them [2]. In this frame, users voluntarily provide personal
information and/ or carelessly consent to its collection, while at the same time they raise
anxieties about their privacy and the security of their information. The interrelation
between privacy on SNSs and information disclosure “is characterized by a constant
tension between confidentiality and transparency” [3] (p. 642). The Privacy Paradox [4]
eventually results from a conflict situation between people’s fear and anxiety of being
observable, supervised and vulnerable because of personal information disclosed and
their disclosure behavior in SNSs. To address that, beyond legislation and providers’
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techniques for privacy protection, users’ privacy awareness increase and protective
behavior adoption has been underlined of major importance. Privacy literacy is thus
crucial in order for online privacy to be strengthened [5]. In this frame, educational
interventions providing knowledge and skills on privacy management are expected to
have a positive effect on users’ behavior, altering existing disclosure practices.

This paper refers to an innovative educational intervention to enhance Greek Univer‐
sity students’ awareness providing insight to possible alteration of their privacy concerns
and privacy management in Facebook. The intervention took place during the semester
course entitled “Social Media: Identity, Communities and Application Fields”, offered
by the Department of Cultural Technology and Communication of the University of the
Aegean. The paper is organized as follows. In Sect. 2, related work which focuses on
digital literacy and educational interventions for enhancing users’ knowledge and skills
is presented. Section 3 refers to methodology applied, presenting research question and
explicating study’s design and the research stages followed. Section 4 presents the
results of the research and discusses findings, while Sect. 5 concludes the paper and
raises future research directions.

2 Related Work on Previous Educational Interventions

Researchers trying to interpret human behavior in SNSs investigate the factors that affect
users to disclose personal information despite their stated privacy concerns. In this
frame, information control, awareness level and risk perception are important to under‐
stand people’s failure to transform their concerns into privacy protective behavior [6].
Digital literacy has been shown to have a positive effect on the protection of online
privacy [7] aiming to enhance users’ awareness about the extent of their knowledge [8]
and to help them to accurately assess online risks [9] especially those arising from
information disclosure. Trepte et al. [10] argue that online privacy literacy may be
defined as a combination of declarative knowledge (knowledge about technical aspects
of information protection, related with laws and directives) and procedural knowledge
(ability to use strategies for individual privacy regulation and information protection).
In this frame, educational campaigns are of major importance since they are expected
to improve users’ knowledge and provide skills to combat cyber threats and conse‐
quently reduce the possibilities of being attacked [11].

Digital literacy is indicated as basic life –skill that should be included in the education
system from an early age [12]. Within this context, Taneja et al. [13] underline the
obligation of schools, colleges and public libraries to develop educational interventions
“to reinforce individuals’ beliefs related to information resource safety, information
resource vulnerability, privacy concern, threat severity, privacy intrusion… and
intrinsic cost associated with the use of privacy controls” (p. 172). Especially, in the
frame of education, at all levels, educators and teachers should launch educational
programs in order for young people to modify the way they perceive their social context
[14] and to raise their awareness [15].

Although the issue of online safety has been implemented in education, the results
coming up from educational programs need further attention. Even though there is a
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huge number of researches focusing on variables affecting users’ awareness, researches
focusing on the role and impact of school education on privacy attitudes and behavior
on SNSs are relatively recent and focus mostly on school students, Vanderhoven et al.
[15] argue that the attention given by school education to privacy attitudes and safe
behavior is rather incidental, since these issues are not integrated in a course or in the
curriculum. Furthermore, most of the developed educational packages about safety and
security mostly focus on Internet risks in general [16], do not tackle with SNSs’ specific
risks and are not theoretically grounded [17] since few of them have been evaluated
empirically [16]. This leads to a lack of educational lines that should be taken into
consideration when designing such programs [18].

Referring to the outcomes of the educational packages that have been evaluated,
Vanderhoven et al. [17] and Mishna et al. [19] argue that in cases when raising awareness
and knowledge increase were observed, they were not followed though by risky behavior
decrease which constitutes the ultimate goal of the intervention. This is consistent with
the argument that media literacy education increases knowledge about the specific topic
of the course, although changes in attitude and behavior usually may not come up [20].
The inconsistency between expected and observed goals leads to the acknowledgment
that there is little information about the characteristics that educational interventions
should have in order to be effective both on users’ awareness and behavior, as well as
about the circumstances required for intervention’s successful completion [21].

Within this frame, Vanderhoven’s et al. [16] study aimed to “propose a list of vali‐
dated theoretical design principles for future development of educational materials
about risks on SNSs” (p. 459). The research was addressed to teenagers of secondary
education to measure possible change regarding awareness, attitude and behavior within
SNSs focusing on three different categories of SNS risks; content, contact and commer‐
cial. The findings show a positive impact of the given courses on awareness. The course
on content risks had a positive effect on awareness of both content and contact risks.
The same was observed with reference to the course on contact risks, while the course
on commercial risks had a positive effect on awareness of these risks only. Nevertheless,
no impact on students’ attitudes and a limited only impact on their behavior were
revealed. Students that had attended the course on content risks had changed privacy
settings and the content of their profile, the ones that had attended the course on contact
risks had changed privacy settings and their personal information, while the ones having
attended the course on commercial risks had changed privacy settings and account
settings as well. Thus, the goal of behavior change was merely achieved [16, 17]. The
authors attribute the non-impact on attitude and the limited impact on behavior to
courses’ duration (only an hour) and to peers influence as well, explaining that impact
may be revealed later in time [17].

ConRed program [18] also focused on users’ awareness enhancement aiming to
reveal users’ perceptions about the degree of control they exert over information they
share, to introduce familiarity with safety and personal information protection mecha‐
nisms on Internet and social networks and to reduce risks as cyber-bullying, harassment
and addiction to the Internet. The program was designed according to the principles of
normative social behavior theory and was organized around the areas of (a) Internet and
social networks; (b) benefits of Internet use and instrumental skills and (c) risks and
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advice on usage. It was addressed to the whole education community under scope
(students, teachers and families) and its results were positive referring to students’
involvement reduce in cases of cyber-bullying, excessive use of Internet and the risk of
addiction. The outcomes also revealed a greater awareness of the students with reference
to learning and using strategies in order to increase their control over the information
released as well as to keep uploaded information private.

3 Methodology

3.1 Question Raised

Though most students use SNSs daily, they are in their majority unaware of possible
risks or ignore the results coming up from information disclosure and don’t show up
privacy protective behavior even in the cases they realize that their personal information
may be accessed and used by others. Since online privacy literacy is crucial for users’
privacy awareness increase [5], attention should be paid to educational interventions in
the context either of formal or informal education. As far as formal education in Greece
is concerned, primary and secondary education have already focused on the online safety
issue, including the topic of security in the current curricula of Informatics [22, 23].
Though the adopted educational approach focuses on security issues regarding Internet
usage in general, without addressing specifically the issue of privacy risks in SNSs, while
in cases where educational interventions are oriented to these risks do not have long
enough duration, as they are usually provided in one or two hours lessons.

In this regard, building up on previous literature and going beyond the short-term
courses of Greek school education that focus on Internet risks, a major research question
is raised concerning the effects of a long-term University-based educational intervention
for enhancing students’ privacy literacy regarding SNSs. To address that, our research
aims at providing insight to possible alteration of Greek students’ privacy concerns and
privacy management in Facebook (FB), which derive from an innovative educational
intervention during the semester course entitled “Social Media: Identity, Communities
and Application Fields”, offered by the Department of Cultural Technology and
Communication of the University of the Aegean. This research extends previous
researches addressed to school students (not in Greece) trying to investigate the
outcomes of a new type of intervention that includes experimental learning activities
being addressed to people that are expected to evaluate privacy significantly.

3.2 Study Design

Our study focused on the undergraduate curricula of the Department of Cultural Tech‐
nology and Communication, since it provides interdisciplinary knowledge and skills
regarding three disciplines: IT, Communication and Culture. The syllabus of the course
“Social Media: Identity, Communities and Application Fields” included the required
sections, in which our intervention could be structured and applied. The group of
students attending this course with the probable exception of those that have attended a
special non-formal education course on social media is expected to have knowledge of
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general scope with reference to social media risks resulting mostly by usage experience.
This is also reinforced by the fact that the course on “Data Security in the Information
Society” is offered in the last semester of the graduate program.

The course “Social Media: Identity, Communities and Application Fields” is
provided in three stages. In the first, students are theoretically introduced to online social
networking as a social phenomenon. In the second, issues such as the online presentation
of digital self, the function of the online communities, the sense of belonging in an online
group, the reputation and recognition in SNSs, possible costs as result of online behavior,
privacy protection and privacy paradox as well are presented. Stage 3 addresses issues
regarding the impact of social media on social life, referring to behaviors such as cyber-
bulling or cyber-sex, social media usage in the fields of education, culture, employment,
economy, politics, communities of fans or social movements as well as social media’s
effect in shaping public opinion. In the frame of our intervention, the topics of stage 2
and 3 were discussed in class, after the elaboration of the respective experiential learning
activities.

In each of the three stages of our intervention, main instructions regarding both
personal strategies and technical mechanisms were provided in order to enhance
students’ knowledge and technical skills for the protection of their personal information.
To assure external validity, two collaborating researchers verified that the course was
offered accordingly to the syllabus, with special emphasis on the collaborative learning
activities. To evaluate the effects of this long-term educational intervention, a two-phase
experimental study was conducted. The students enrolled in this course were asked to
state voluntarily, in face-to-face structured interviews, their perceptions regarding
privacy issues in FB, in two distinct phases; Phase I at the beginning of the course and
Phase II after the completion of the lectures. Basic prerequisite for participating in the
study was having a FB account. From the fifty-four (54) enrolled students, twenty-three
(23) of them volunteered to participate in our experimental research procedures.

3.3 Phase I-Instrumentation and Procedure

During the first week of the course, data were gathered in order to initially explore
students’ attitudes and representations regarding a series of privacy issues on FB. A
structured interview schedule was developed and standardized, following a fixed format
which was centered on FB usage and students’ social capital outcomes within it, privacy
settings management and disclosing information, privacy concerns, privacy risks,
students’ awareness and their strategies for privacy protection. Specifically, Phase I-
interview schedule included the following five sections of close-ended questions on a
5-Point Likert scale:

1. Facebook Usage. This section was designed to explore students’ motivation to
create a FB account and the management of their FB profile (sub-section 1), as well as
their perceived social capital outcomes deriving from FB usage (sub-section 2). The
items of the latter were adopted from [24] Internet Social Capital Scale.

2. FB Profile and Privacy Settings management. This section of questions, aiming
to explore students’ usage of FB profile settings and FB privacy settings, included items
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with reference to privacy settings’ activation when creating the profile, privacy settings’
change and profile’s visibility.

3. FB Self-disclosure. This section comprises of two sub-sections also, concerning
personal information that students disclose directly on their profile and information they
disclose on posts or other activities.

4. FB Privacy concerns. The first sub-section includes items concerning the extent
of worries to issues such as companies’ access to students’ personal information,
personalized advertisements or phishing, while the second explores concerns regarding
disclosure of sensitive personal information to unwanted or unknown audience.

5. FB Privacy risks, awareness and protection strategies. This section divided into
three sub-sections aiming to explore students’ perceptions regarding privacy risks, their
privacy awareness, as well as the privacy strategies they follow in FB.

Additionally, a set of three items to address students’ socio-demographic character‐
istics was included in the last part of the instrument.

3.4 Phase II-Instrumentation and Control Procedure

After the completion of the course’s lectures, the same interviewing procedure was
followed in order to explore the impact of the semester course on the students. Phase II-
interview schedule consisted of five sections of close-ended questions, on 5-Point Likert
Scale, including repeated measurements from Phase I-interview. The Phase II-interview
aimed to investigate possible changes regarding students’ privacy perceptions, self-
disclosure behaviors and privacy management in FB, such as the adoption of stricter
privacy strategies by the end of the course in comparison to the ones they previously
adopted. The sections focus on:

1. Facebook Usage. This section of dichotomous questions was designed to verify
students’ knowledge sources regarding FB usage.

2. FB Self-disclosure, FB Profile and Privacy Settings management. The six sub-
sections of dichotomous questions aimed to examine the possible alteration of students’
disclosed information and their privacy settings management. Sub-sections 1 and 2 focus
on the addition or removal, respectively, of personal information while the third one
includes items regarding possible changes in provided information, within the last three
months. Sub-sections 4 and 5 explore possible alteration regarding the restriction or the
extension of students’ profile visibility, while sub-section 6 refers to alteration of
students’ privacy settings during the last three months and to the reasons they motivated
them to change the settings.

3. FB Privacy concerns. In this section, which includes repeated measurements from
Phase I- interview schedule, students were asked once more to rate their privacy concerns
in order to explore if these concerns were increased or diminished after the completion
of our educational intervention.

4. FB Privacy behavior and protection strategies. This section, including items most
of which derived from Phase-I interview, was developed for controlling if students
altered their privacy behaviors and their protection strategies after the completion of the
course.
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5. Educational Intervention Evaluation. This section aimed to explore the outcomes
deriving from our educational intervention. Students were asked to rate the perceived
theoretical and technical knowledge on a 5-Point Likert scale.

To set-up our intervention efficiently a pre-test was administrated to three students,
including both the structured interviews of Phase I and Phase II and the teaching material
of the course. This procedure intended to address the issues of data collection and
instruments reliability, as well as to identify the range of students’ embedded knowledge,
deriving from the educational material taught. To conduct the students’ interviews
advantageously and to increase their reliability, the interview schedule in both Phases
was followed in the exact same order, in the exact same way for each one, without
following up on the interviewees’ answers in.

4 Results and Discussion

To evaluate the outcomes of our educational intervention regarding students’ privacy
awareness and behavior, Phase I and Phase II records were analyzed using quantitive
and qualitive speech analysis and were compared.

4.1 Facebook Usage

Findings of Phase I indicate that most of the students (48%) had created a FB profile at
the age of 15 or 16 years old, 26% at the age of 12–14 years old, while 22% at the age
of 17–22 years old. FB intensity usage measures are very high, since most of the students
spend at least three hours per day on FB, including some who are connected all day,
while only 17% spends up to one hour.

Most of the students (91%) stated that they created a FB profile in order to maintain
and extend their relationships, as well as to have fun. These findings are consistent with
previous research [25] regarding students’ motives for participating in FB. However, it
is extremely noteworthy that findings regarding students’ perceived social capital bene‐
fits within FB highlight some contradictories. Most of the students (57%) declared that
relationships in FB are not real, while a great proportion of them (52%) were uncertain
regarding the FB positive impact on the improvement of their relationships. This indi‐
cates that the correlation between students’ motivations for participation in FB and their
anticipated social capital benefits needs to be further explored, since it may be affected
by other variables, such as privacy concerns.

As far as students’ technical knowledge for the creation of their profile and FB func‐
tions is concerned, most of them (61%) stated that they had learned by themselves how
to utilize it, while to 35% a friend’s help was provided. Only 4% of the students were
advised by family on how to create their profile and act within FB. This finding indicates
that parents should be more involved in these procedures, since students engage with
FB in adolescent. Findings of Phase I are supported by the findings of Phase II, whereby
the same ratio of the students affirmed that they had discovered FB functions mainly by
themselves or through help offered by a friend. Furthermore, in Phase II, students
admitted not having the required knowledge regarding all FB functions, while 83% of

“I Have Learned that I Must Think Twice Before…” 85



them declared that their previous formal education had not contributed to the enhance‐
ment of this knowledge.

4.2 FB Profile and Privacy Settings Management

Findings of Phase I show that most of the students (74%) had their profile visible to all,
while the rest of them, in equally ratios (8.5%), provided visibility to friends, selected
friends or friends and their friends. An important shift concerning students’ FB Profile
management is recorded according to the findings of Phase II. Specifically, 65% of those
who had their profile visible to public, restricted it to friends only, 18% to friends and
their friends, and 13% to selected friends. An almost identical shift is indicated regarding
students’ FB privacy settings management, comparing findings of Phase I and Phase II.
At Phase I, only 35% of the students had activated Privacy Settings when creating their
Profile, 3% had not, while 52% stated either that they had not noticed the privacy settings
or did not understand what they were supposed to do. Not using privacy settings [26]
has been recorded as risky behavior. In Phase II, 57% of those who had not activated
privacy settings declared that they had changed them within the last three months, a
period coincident with the semester course, justifying this change in the context of
obtaining more privacy protection within FB, as well as because of the attention they
paid to the security notices that came up.

The above findings are encouraging showing the positive effect of our educational
intervention regarding the adoption of certain practices by students in order to protect
their privacy and emphatically support previous work [15] as far as the necessity of
education targeted on this issue is concerned.

4.3 FB Self-disclosure

Findings of Phase I indicate that the majority of students had used their actual personal
information in their FB profiles. Specifically, according to the following Table 1, they
used:

Table 1. Personal information disclosed

Type of information % of students
Real name 87%
Real post address 91%
Real place of residence 78%
Real current studies or employment 78%
Real place of birth 70%
Real date of birth 70%
Real phone number 43%
Real previous studies or employment 17%
Real e-mail address 9%
Real photo 4%
Real personal status 4%
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Students seem to be reluctant to reveal pieces of information such as phone number,
e-mail address, previous job or studies, personal status and photo probably considering
them more sensitive. During Phase II, students were asked if they had removed any
information from their FB profile within the last three months. Only 22% of them stated
that they had removed personal status, 13% place of residence and previous studies or
employment, 9% place of birth and post address, and 4% birth date. This reveals a minor
shift. As far as indirect information disclosure is concerned, both in Phase I and II, 35%
of the students admitted sharing happy or unhappy moments, success or failure within
FB, while posts regarding personal political beliefs seem to be avoided (74%). Addi‐
tionally, students, in Phase I, declared (44%) that they usually tag other persons’ names
in their photos, while in Phase II, they stated that the specific practice is more than
familiar to them (70%). Taking the above findings under consideration, it is indicated
that special emphasis should have been given regarding indirect information disclosure
practices as well as the sensitivity degree of information.

It is also noteworthy that in Phase I all students stated that they “check in on FB”
every time they visit a place, while in Phase II only 13% of them preserved this behavior.
Respectively, while only 22% of the students preferred to communicate through inbox
in Phase I, an obvious alteration is recorded in Phase II, whereby 91% of the students
declared this preference. It is equally of great importance that in Phase I all students
stated that they do not have any kind of control over the information they post, while,
in Phase II, they all declared that they do have. Perceived control over personal infor‐
mation is crucial since it can lead either to a sense of security and thus to more infor‐
mation disclosure or to high privacy concerns generation and disclosure willingness
decrease even in cases of lower risks resulting from disclosure [27]. Furthermore, 70%
of the students in Phase II expressed their certainty that their shared information will
not result in troubles in the future.

These findings indicate the advantages of our educational intervention, supporting
[28] thesis according to which users with a better school education are better able to
evaluate privacy risks in SNSs than those with less experience and lower education.

4.4 FB Privacy Concerns

While in Phase I only 35% of the students had expressed their concerns regarding
personalized advertisements provided by FB, in Phase II this ratio was almost double
(65%). Additionally, even though in Phase I most of the students (82%) were not at all
concerned regarding companies’ ability to access their personal information, in Phase
II, this percentage was reduced to 74%. Since privacy concerns may burden the self-
disclosure process [29], it is indicated that our educational intervention should be more
focused on companies’ access to personal information through SNSs.

After the completion of our educational intervention, students’ anxiety centered on
Phishing within FB was also recorded. Specifically, a notable shift has been recorded
regarding those students that had expressed moderate concerns regarding Phishing in
Phase I (13%). This ratio was increased to 30.4% in Phase II. Additionally, in Phase I,
some students seemed to have no concerns at all regarding other users’ access to their
thoughts (22%) and feelings (13%). Findings, in Phase II, show a positive alteration only
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regarding students’ thoughts -this percentage was reduced to 13%- while the respective
ratio regarding their feelings was increased to 17%. In this respect, considering that the
expression of innermost thoughts and feelings has been indicated as a reason for
students’ participation in SNSs [30], our educational intervention should have given
special emphasis on that issue.

Nevertheless, it is important that 70% of the students declared in Phase II that their
concerns regarding their profile visibility were reduced, since they had restricted it. An
equal shift has been also recorded for their concerns regarding unwanted audience’s
knowledge about their location and activities, since, after the course completion, they
avoided to “check in” and they communicated through their inbox.

These findings indicate an explicit impact on students’ privacy awareness deriving
from our intervention while they also support previous work [31] regarding the useful‐
ness of privacy control techniques that allow users to successfully manage privacy
threats from unknown external audience.

4.5 FB Privacy Risks

During Phase I, most of the students (61%) declared that they didn’t deal with any risk
within FB, while in Phase II, 74% of the total sample admitted having been conscious
of the multiple risks that they could face within FB. It is noteworthy that in Phase I, none
of the students had realized that all their actions in FB are leaving digital “traces”, are
recorded and detected, while most of them (78%) supported that if they deleted a
conversation, no one would be able to find it. However, in Phase II, most of them (87%)
understood that their previous perceptions were misguided.

Most of the students (83%), in Phase I, were not aware of the fact that FB, as a
provider, gathers users’ personal information. This finding supports previous work [32]
which points out that students do not read SNSs privacy policies and therefore they do
not realize that their personal information might be gathered, used and shared by
providers. Though, in Phase II, 87% of the students declared that had acknowledged this
as a risk. In Phase II also, 83% of the students acknowledged that governments may have
access to users’ personal information through FB, while in Phase I only 61% of them
shared this perception.

These findings show, supporting Chen’s [9] thesis, that the educational material
referring to SNSs’ function and risk assessment may provide the appropriate cognitive
tools in order to remove the respective bias regarding the issue.

4.6 FB Privacy Awareness and Protection Strategies

As far as control techniques related to the FB are concerned, all students stated in Phase
I they acknowledged its technical functions. However, in Phase II, 69% of them demon‐
strated that they were aware of possible dangers deriving from FB technical character‐
istics that they didn’t know before. This finding supports previous work [33], which
indicates that users would be more able to protect their privacy, if the provided mech‐
anisms and interfaces allowed them to understand their function and if these mechanisms
were incorporated in users’ practices and values. In this respect, while in Phase I 35%
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of the students believed that FB privacy settings are adequate to protect themselves, 69%
expressed their anxiety regarding the usefulness of the specific protection strategy in
Phase II. Furthermore, our findings point out that while 26% of the students, in Phase I,
were not sure about the usefulness of the anti-spyware software, in Phase II this ratio
was reduced to 21%.

With reference to students’ personal protection strategies, findings indicate that most
of the students in Phase I supported that they themselves have to undertake the respon‐
sibility to protect their privacy within FB (70%), as well as to protect others (96%), by
utilizing several personal strategies. However, in Phase II, 56% of the students admitted
that they didn’t have in the past the required knowledge to achieve that, supporting
previous research results [18] that record the necessity for students to learn various
strategies for augmenting their information control in SNSs. It is also noteworthy that
while, in Phase I, 56% of the students declared that they didn’t have the skills to block
unwanted audience out of their profile, in Phase II, 61% of the total sample affirmed that
they had acquired this knowledge. Additionally, while in Phase I, 22% of the students
declared that they had visited suspicious pages through FB, this ratio was reduced to 4%
in Phase II. Respectively, findings point out the positive effect of our educational inter‐
vention regarding the adoption of the specific strategies.

4.7 Educational Intervention Evaluation

Our study was completed with students’ evaluation concerning their perceived outcomes
deriving from our educational intervention. Findings indicate that all students affirmed
that they enhanced their knowledge and 96% of them affirmed that became aware not
only of the benefits but also of the risks deriving from social media usage, both in a
theoretical and practical aspect. One of the most important outcomes of the intervention
concerns awareness enhancement. Most of the students (91%) acknowledged the neces‐
sity to maintain an adequate balance between their desire to interact with other people
and obtain specific benefits within SNSs and their need to protect their privacy. In this
respect and as basic cognitive outcome, most of the students (87%) declared that, after
the semester course, they were more conscious of the practices that should adopt when
acting in SNSs. This was recorded in several statements as “I have learned that I must
think twice what might be hidden behind a profile or a post…”. “I understood that
Internet and its applications should be used with prudence” or “…I have also learned
how to present myself without risking”.

5 Conclusions

Digital literacy has been recorded as a prerequisite for online safety and has been
included in the school curricula of the European countries. Though, as literature has
shown [16, 17], online safety issue mostly focuses on Internet, ignoring SNSs specific
features. The current research was addressed to a group of University students enrolled
in the course titled “Social Media: Identity, Communities and Application Fields”
offered by the Department of Cultural Technology and Communication of the University
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of the Aegean. This semester course included the sections by which our educational
intervention could be structured and applied. The intervention focused on enhancing
students’ knowledge about risks deriving from social media usage in order for their
awareness to be increased and consequently privacy protective behavior to be adopted.

The contribution of our educational intervention, in comparison to previous, is
centered on its duration, its target group and its context. In contrast to former short-term
relevant interventions, it lasted 13 weeks and was addressed to Tertiary Education
students, taking into account that such kind of educational programs should simultane‐
ously emphasize on both positive aspects and risks in SNSs. From the beginning of the
intervention we acknowledged that students, aged in their majority between 20–25 years
old, acquire already –in comparison to younger users- a shaped system of dispositions,
tendencies, perceptions and consequently social actions, which is outlined by the
concept of “habitus” [34]. Habitus was thus expected to be a possible obstacle in changes
of students’ concepts or actions. Nevertheless, the embedding of new knowledge
covering previous cognitive gaps was expected to have an impact on concepts and
actions. Current research has also confirmed students’ knowledge gaps concerning
privacy issues and protective behavior resulting from students’ previous education.
These gaps that should be taken into consideration for the Greek school curricula design
(primary and secondary education) were adequately covered. In contrast to previous
research findings having revealed no impact of educational interventions on students’
attitudes and only a limited impact on their behavior, our intervention is shown to have
a significant impact on students’ attitude, increasing both privacy awareness and
concerns through acknowledging risks in SNSs and confronting them. Awareness
increase led students to adopt privacy protective behavior either by using personal strat‐
egies or employing technical mechanisms.

The results of our research pointed out that most of students had created their profile
by the age of 16 years old, having been FB users for at least 4 years. Since FB intensity
usage is recorded, in previous researches, to have a positive impact on knowledge,
students should have been rather familiar with FB functions, but they hadn’t. The fact
that, as students stated, previous formal education had not contributed to the increase of
their knowledge, enhances previous literature regarding courses’ focus on internet usage
in general. These results point out the need for establishment of specific long-term
educational measures that will reinforce students’ digital literacy, regardless FB inten‐
sity usage, in order to cover knowledge gaps.

Concerning profile’s visibility, findings point out a significant alteration in students’
profile visibility management with regard to its restriction. The same shift is recorded
with reference to students’ management of privacy settings, deriving from their need to
obtain more privacy protection within FB, while the necessity for the adoption of certain
technical measures in this targeted training is also revealed.

Results highlighted that most of the students didn’t remove disclosed information
from their profiles within the three months of our intervention. Regarding indirect infor‐
mation disclosure, results point out that, before the semester course, about half of the
students used to tag other persons’ names in their photos, while no reverse behavior has
been recorded after its completion. The above findings can be attributed to the fact that
changes in attitude and behavior may come up later in time, as literature has already
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recorded [16], or to habitus. Nevertheless, the need for ongoing monitoring of online
behaviors is underlined.

Encouraging results by the educational intervention came up with reference to
“check in” FB’s function, inbox communication and information control. Although, at
first, all students stated not having control over the information they post, this was
subverted after the course. Also, the majority of them expressed certainty of shared
information not resulting in troubles in the future. The above findings clearly show that
the intervention helped students to acknowledge risks and confront them.

Referring to privacy awareness, students’ concerns regarding companies’ access to
their personal information were decreased a little, after the course, indicating the neces‐
sity for the educational material to be more focused on that issue. Phishing concerns on
the contrary rose notably, while the ratio of students not concerned about other users’
access to their thoughts and feelings reduced regarding only thoughts. The non-subver‐
sion of feelings disclosure practice can be seen in terms of social developmental goals
or of habitus. It is indicated thus that emphasis should be placed during future educational
interventions on outlining risks resulting from feelings’ disclosure. Students’ concerns
regarding unwanted audience’s knowledge about their location and activities reduced
due to their profile’s visibility restriction and the differentiated use of FB features. These
adopted practices underline the accomplishment of privacy awareness enhancement
goal.

Students’ low awareness level resulting from their lack of knowledge regarding FB
functions was confront helping them understand the key features of SNSs’ function and
evaluate possible risks deriving from their usage. Moreover, students realized that their
actions in FB leave digital “traces” and that even if any action is deleted it can be found.
This indicates formal perceptions reverse. The majority of the students also acknowl‐
edged that FB gathers users’ personal information and understood that governments may
also have access to their personal information through FB.

Furthermore, the results show that students’ awareness to identify and adopt specific
personal and technical protection strategies related to personal information disclosure
behavior was enhanced. These findings combined with that of students decreased uncer‐
tainty about the anti-spyware software usefulness, highlight the impact of our interven‐
tion. Although students supported their responsibility to protect themselves and other
users within FB, it is revealed that they didn’t have the required knowledge. Neverthe‐
less, after the course, a great number of students had acquired knowledge and skills to
support their protection.

Finally, awareness increase regarding the necessity to balance between their desire
to interact with other people and protect their privacy is recorded by all students during
the evaluation of the intervention and in this frame of reference it is especially encour‐
aging that students declare more conscious when interacting in SNSs.

Limitations with reference to our research focus on the relevant small sample to
which the intervention was addressed, even though sample’s number constitutes about
half of the students’ enrolled in the course. Moreover, all participants belong to an age
group that already has a shaped system of perceptions, values and actions. Even though
knowledge is better embedded in older age groups comparing to younger, it isn’t clear
whether it can totally affect their actions since habitus alteration is a complicated process.
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Nevertheless, it should be underlined that this age group (emerging adulthood) is likely
to apply stricter privacy settings on SNS [26] -altering thus a formated action- and within
this perspective awareness of the risks due to personal information disclosure constitutes
a critical background. Finally, it should be noted that Phase II interview took place right
after lectures’ completion, due to several educational obligations that students had, thus
not allowing to explore whether the impact of the intervention would last or results of
the impact would come up latter in time, as already underlined in literature [16].

Future educational interventions on digital literacy enhancement regarding SNSs
should be also long-term oriented, as the results of the current intervention were more
encouraging than those of short-term and should explore impacts on awareness and
behavior not just after the completion of intervention but over a period of time. Further‐
more, educational packages to be used should cover knowledge and skills gaps resulting
from previous education, regardless variables as FB intensity usage or age. They should
also include material regarding legislation, companies’ access to personal information
and indirect information disclosure, while investigating at individual level perceptions
on information sensitivity in relation to social norms and personal privacy needs.
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