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ABSTRACT

Authentication, authorization, and accounting services proQ1 vide the framework on top of which a reliable, secure, and robust
accounting system can be built.Q2 In a previous work of ours, we have presented a flexible and, most importantly, generic
accounting scheme for next generation networks. In this paper, we substantially improve our previous work by providing
the required Diameter application namely SIP-Accounting (SIPA) that enables the use of our accounting scheme for Ses-
sion Initiation Protocol (SIP) services. Additionally, in an effort to protect the service providers and the end users against
accounting frauds, we implement an add-on mechanism referred to as SIPA+ to combat attacks targeting the core account-
ing functions and the integrity of the respective accounting messages. Using the implemented SIPA and SIPA+ prototypes,
we conducted a complete set of experiments testing several configurations and two distinct scenarios. The results reveal that
the proposed accounting system and its security add-on are fully operable in SIP environments without incurring much cost
in terms of performance and overhead. Copyright © 2011 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Recent increase in the demand for voice and multimedia
delivery has raised great interest in the Session Initiation
Protocol (SIP) [1]. SIP constitutes an application layer con-
trol signaling protocol able to establish, control, and termi-
nate multimedia sessions. Without doubt, SIP is the
cornerstone for most emerging communication services.
This is because SIP-based applications can be deployed
by all communications service providers from traditional
fixed line and mobile operators to Internet service provi-
ders. During the last years, SIP is under extensive attention
by researchers in terms of performance, mobility, provided
services, and security [2–8]. In fact, security constitutes a
key aspect in the effort to establish SIP as the predominant
protocol in multimedia session management. In addition,
recently, there is a growing interest in studying SIP in con-
junction with authentication, authorization, and accounting
(AAA) [9]. The significance of providing proper bindings
between SIP and AAA is further emphasized by the choice
of SIP by the Third Generation Partnership Project

consortium as the multimedia management protocol of 3G
networks IP Multimedia Subsystem (IMS) [10], and Diam-
eter [11] as the default protocol to provide AAA services.
That is, while SIP can be used to manage multimedia ses-
sions, Diameter can provide the necessary AAA services.
In such an environment, the SIP server operates as a client
of the Diameter server (also known as AAA server).
Accounting refers to the tracking of the consumption of

network resources by users. This information may be used
for planning, management, billing, or other purposes.
However, although accounting is imperative for any
AAA infrastructure, it is often neglected in the literature
as researchers mostly focus on authentication, authoriza-
tion, and performance issues. In our opinion however, the
penetration of any new technology in the market is
severely affected by the trustworthiness of the underlying
accounting mechanisms with particular emphasis to bill-
ing. To put it another way, accounting is very important
for both the service provider, as his revenue relies upon
it, and the subscriber in order to keep his faith in the net-
work operator with whom he holds a contractual
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agreement. At the same time, accounting mechanisms are
always an attractive target to attackers who can potentially
exploit any vulnerability in the system to gain profit or
cause economic frauds just for fun [12,13].
In this paper, we focus on accounting-related issues in

the context of SIP services. This is because, although SIP
is very capable of managing multimedia sessions, all
details regarding accounting are beyond its scope. On the
other hand, modern AAA protocols such as Diameter can
be used to convey accounting-related information between
a SIP client and an accounting server but fail to define how
security needs to be considered or how horizontal and
vertical handoffs should be treated. For example, secure
delivery of the user profile or Service Level Agreements
(SLAs) between users and operators or between operators
is not guaranteed during an inter-domain handoff. This
means that a more generic accounting scheme is necessary,
able to both fulfill security requirements and support
smooth network and service integration.

Our Contribution: Motivated by the aforementioned
problems, this work capitalizes on our generic accounting
system discussed in [14] and significantly enhances it to
provide compatibility with SIP services and cope with
SIP-specific requirements. On top of that, in an effort to
strengthen security, we implement a mechanism to ensure
the validity and accuracy of the accounting services. The
outcome of this work is a fully fledged accounting solution
for SIP, namely SIP-Accounting (SIPA). SIPA comes into
two versions; the standard one and SIPA+, which delivers
increased security features. Similar to [14], the SIPA sys-
tem is also implemented as a Diameter application. We
evaluate SIPA and SIPA+ in terms of performance and
overhead using a properly designed test bed. The results
show that our Diameter application is sound, is relatively
lightweight, and can be easily implemented in real-life net-
work architectures. Additionally, we demonstrate that the
overhead imposed by SIPA is acceptable in comparison
with the ordinary case, that is, standard AAA SIP installa-
tions. To the best of our knowledge, this is the first work to
(i) offer a fully fledged next generation networks (NGN)-
aware SIP accounting system and (ii) present a comprehen-
sive performance evaluation of a SIP accounting system
inside the AAA terrain.
The rest of the paper is structured as follows: The next

section provides the necessary information on how AAA
can be used in SIP realms. All mandatory procedures rang-
ing from user authentication to accounting information de-
livery are presented. Moreover, the inability of the default
Diameter protocol to handle complex accounting proce-
dures is pointed out. A brief discussion of our previous
work is given in Section 3. This is considered necessary
because we use the same principles and tools to design
and implement SIPA. Section 4 elaborates on the imple-
mentation of the SIPA prototype. The analysis includes
all the new custom-made Diameter commands and attri-
bute–value pairs (AVPs), which SIPA embeds. Section 5
discusses security issues related to SIP accounting and pre-
sents some available solutions. This section also presents

the selected solution and discusses how it can be imple-
mented in the form of Diameter AVPs and commands.
Our test-bed architecture and performance evaluation are
given in Section 6. Section 7 surveys related work. Finally,
Section 8 concludes and gives directions for future work.

2. AUTHENTICATION,
AUTHORIZATION, AND
ACCOUNTING IN SESSION
INITIATION PROTOCOL

The Diameter AAA standard is built to provide a base pro-
tocol framework that can be easily extended to provide fur-
ther operability. The Diameter base protocol [11] defines
the minimum requirements for an AAA protocol and pro-
vides the basic functionality. A Diameter application is
able to extend the base protocol by adding new Diameter
commands and AVPs to support even the most sophisti-
cated AAA functions. Examples of Diameter applications
include the Diameter Network Access Server (NAS) appli-
cation [15], the Diameter Mobile IPv4 application [16], the
Internet Engineering Task Force (IETF) Q3Diameter SIP
application [17], and others. In practice, when the need
for a new AAA-related functionality arises, it can be pro-
vided by extending the base protocol (or another existing
Diameter application) using new AVPs and/or commands.
Furthermore, it may be implemented in the form of an en-
tirely new Diameter application.
When SIP is chosen to manage multimedia sessions, the

Diameter SIP application is used to provide all the necessary
Diameter functionality. More specifically, this is a Diameter
application that allows an AAA client, which acquires SIP-
based IP multimedia services, to request AAA information
from an AAA server. Other supported capabilities include
rudimentary routing and management of updated user pro-
files. Overall, the Diameter SIP application can be used by
SIP configurations where an interface to an AAA infrastruc-
ture is required to authenticate, authorize, and support the
accounting of consumed SIP resources. Note, however, that
no open-source implementation of Diameter SIP application
exists until now. In fact, the first such implementation is pro-
vided in the context of this work.
In such an environment, SIP users create SIP requests in

order to access SIP resources and acquire services. Usu-
ally, the respective home network (HN) needs to authenti-
cate and/or authorize the usage of these resources. In
addition, the SIP server and the AAA client are co-located
in the same network node, which practically means that a
SIP server actually implements an AAA client. Therefore,
it is imperative that all network elements support the Diam-
eter SIP application apart from the base Diameter protocol.
Figure F11 depicts a generic architecture for the Diameter SIP
application. SIP server 1 receives a SIP request from a SIP
user agent (UA) and proxies it to SIP server 2, which in
turn will deliver the actual service to the end user. The
AAA server serves both AAA clients, which coexist with
SIP servers 1 and 2, respectively. Finally, the Diameter
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subscriber locator (SL) serves the purpose of locating
AAA servers that store user-related data (i.e., user profile
and SLA) on behalf of the requesting AAA or SIP servers.
The figure also presents the Diameter commands that can
be possibly exchanged between the network elements.
Section 6 discusses all these commands in detail.
The Diameter SIP application provides only basic sup-

port for accounting services. Specifically, the only func-
tionalities that can offer are as follows: (i) an AAA client
is able to request the network addresses of accounting
servers from an AAA server, and (ii) it is possible to locate
the AAA server that keeps user-related data through the
Diameter SL that implements the Diameter redirect mech-
anism [11]. Another potentially interesting function related
to accounting is the ability of a SIP server to asynchro-
nously access a user profile whenever it has been updated.
Furthermore, the Diameter SIP application is often used in
conjunction with the Diameter credit-control (DCC) appli-
cation [18], which implements a real-time credit-control
mechanism for prepaid users. In this case, the Diameter
SIP application is capable of informing the engaged
network elements about the addresses of credit-control
servers that can perform the respective credit-control func-
tions. In a nutshell, the Diameter SIP application supports
basic connectivity and security functionalities, but ac-
counting details need to be identified and implemented
by the network operators or service providers per se. Under
these circumstances, a generic and secure accounting
system that could provide all the required accounting func-
tionality (see Section 3.1) without resorting to custom-built
solutions would be highly appreciable.
Motivated by the aforementioned observations, we

implement SIPA. SIPA actually builds upon the Diame-
ter SIP application and extends its functionality. By do-
ing so, SIPA retains all the properties of the Diameter
SIP application being generic and flexible at the same
time. Hence, it can be straightforwardly incorporated

into existing infrastructures and is able to satisfy all
requirements imposed by SIP implementations. Table T1I
presents the basic Diameter commands defined in the
context of the Diameter SIP application. Note that the
same commands are the keystones in SIPA implementa-
tion process.

3. SIPA PRELIMINARIES

In our previous work [14], we presented and evaluated a
generic accounting scheme that capitalizes on state-of-
the-art AAA technology and can be deployed for deliver-
ing proper accounting services to NGN [19]. This
accounting system was designed with flexibility and
adaptability in mind and thus can be straightforwardly
incorporated into current and future providers’ infrastruc-
tures. Moreover, it is applicable regardless of the under-
lying network access technology. It was built as a new
Diameter application by extending the Diameter base
protocol and utilizing information from the NAS applica-
tion. For its realization, we assumed the generic architec-
ture of NASs acting as AAA clients as described in [15].
Thus, no inherent support for SIP network elements and
SIP-specific functions was available, but the generic na-
ture of the accounting system makes possible future
extensions to accommodate any modern service such as
SIP. This section describes the main components and in-
ternal mechanics of the original accounting system. This
is considered necessary as SIPA takes the original sys-
tem as a reference and extends it where necessary.

3.1. Accounting system requirements

As already pointed out, the motivation behind the im-
plementation of a new AAA accounting system stems
from the observation that, so far, little has been carried

Figure 1. General Session Initiation Protocol (SIP) authentication, authorization, and accounting (AAA) architecture.
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out for the accounting part of the AAA framework.
Secondly, it is driven by the fact that current custom-
built accounting solutions deployed by network opera-
tors are not capable of dealing with sophisticated
modern requirements imposed by the multi-domain het-
erogeneous and ubiquitous network terrain. For exam-
ple, existing accounting systems treat inter-domain
handoffs as if they occur inside the home Administra-
tive domain. Towards this direction, it is necessary to
define the basic requirements that any new accounting
system should be able to cope with, taking into consid-
eration the following: (i) the heterogeneous network ac-
cess environment; (ii) the multi-network operator
relationship model; (iii) the existence of many innova-
tive technologies possibly incompatible with each other;
and (iv) the large number of mobile user population;
note that each user is a potential customer or service-
requiring entity for all existing network operators and
service providers. In a nutshell, the desirable require-
ments that any novel accounting system must meet are
the following:

Generic: The new accounting system should be
applicable irrespective of the underlying
network access technology. In this way,

forthcoming technologies should be easily
incorporated.

Distributed: The magnitude and complexity of current
demands for accounting services can only be
tackled through distributed architectures. A
distributed architecture also helps mitigate
future problems and technical failures and/or
bottlenecks.

Secure: Without doubt, security is critical during
the accounting procedure. Data privacy,
confidentiality, and integrity should be
ensured. On top of that, the protection of
user’s private information, that is,
confidentiality, must also be kept to an
acceptable level. Private data should be
safely stored and never be transmitted to
any party other than the one that the user
has a contractual relationship with. At the
same time, the accounting data collected
on behalf of a user should be securely
and reliably communicated between the
Administrative parties involved. Therefore,
the confidentiality and integrity of
accounting data in transit are of major
importance here.

Table I. Diameter Session Initiation Protocol (SIP) application commands reused in the context of SIPA.

Command Abbreviation Functionality

Location-Info-Request LIR The AAA client in a SIP server issues this command to request routing
information from the corresponding AAA server.

Location-Info-Answer LIA The AAA server sends this command in response to a previously received LIR
command.

Multimedia-Auth-Request MAR A Diameter client issues this command to request user authentication from the
Diameter server.

Multimedia-Auth-Answer MAA It is issued to acknowledge a previous MAR command.
Push-Profile-Request PPR The AAA server sends this command to an AAA client to update the user profile

or the corresponding accounting directives.
Push-Profile-Answer PPA It is used to acknowledge a previously received PPR command.
Registration-Termination-Request RTR The AAA server sends this command to an AAA client to request deregistration

of a specific user.
Registration-Termination-Answer RTA It is issued to acknowledge a previous RTR command.
Server-Assignment-Request SAR It is issued by an AAA client to inform the corresponding AAA server about the

allocation of the SIP server to a given user name (URI). Also, this command
may be used from an AAA client to request several services from an AAA
server, for example, user deregistration. The SIP-Server-Assignment-Type
AVP defines the type of service request.

Server-Assignment-Answer SAA It is used as a response to a previous SAA command. It is frequently issued to
transfer the user profile to the requesting AAA entity.

User-Authorization-Request UAR It is issued by a Diameter client (collocated with a SIP server) to request from a
Diameter server authorization for the SIP UA to route a SIP REGISTER
request.

User-Authorization-Answer UAA The Diameter server sends this command in response to an UAR to indicate the
result of the requested registration authorization. Additionally, it can inform of
a collection of capabilities that may assist the Diameter client to select a SIP
proxy for the UA.

AAA, authentication, authorization, and accounting, AVP, attribute–value pair; URI, Universal Resource Identifier.
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Transparent
to users:

Users must receive a single billing report
regardless of the number of operators or
other charging parties involved in the
process of accounting.

3.2. Accounting system details

This section presents the basic components and the internal
mechanics of the accounting system presented in [14].
FigureF2 2 depicts the general architecture of this system. All
network elements communicate using the Diameter protocol
and support our Diameter accounting application. An AAA
client is a device residing at the edge of the network that pro-
vides access control and forwards any user queries towards
the AAA server in charge. Moreover, it generates AAAmes-
sages to request AAA services on behalf of the user. In terms
of accounting, AAA clients are the network elements that
perform the tasks of gathering accounting metrics and send-
ing them to the corresponding AAA servers.
The AAA servers on the other hand receive AAA mes-

sages (also called commands) from the AAA clients and
perform the appropriate AAA services. According to [14],
the AAA servers are responsible to calibrate accounting set-
tings on AAA clients; request, receive, and transform ac-
counting metrics into accounting records; communicate
with other AAA servers inside or outside the local Admin-
istrative domain; manage user-related information; and fi-
nally, store accounting data. TableT2 II summarizes the
functionality of all the engaged network entities in the con-
text of SIPA.
Moreover, during the accounting process, an AAA

server can take either the role of the Root server or that
of the Administrative server. The Root server is an AAA
server inside the home domain responsible for a specific
user. That is, the server that has already successfully com-
pleted the authentication and authorization process and
granted access to the user through the AAA client. In

several scenarios, the AAA server that the user initially
attaches to might not be suitable to provide the required
services; thus, AAA requests may be proxied to a new
AAA server that will be granted the role of the Root server.
From now on, in terms of accounting, the Root server will
be responsible for that specific user. Therefore, the same
AAA server will be used for collecting accounting records
from the respective Administrative servers throughout the
entire user session. In short, the Root server initializes
and terminates the accounting process for a given user.
Upon granting network access to a user, the Root server

creates a unique identification number (ID) and, at the
same time, stores in its database a record mapping the
newly created ID with the actual user ID as shown in
Figure F33, case A. The actual user ID may be a permanent
one, such as the user’s International Mobile Station Identi-
fier or a Universal Resource Identifier (URI), Q4or a tempo-
rary ID, such as the Network Access Identifier [20], or
even a pseudonym. The first ID that the Root server creates
is called Master ID. This ID can be changed, updated, or
deleted only by the Root server. The Root server is also
responsible for accepting frequent requests for accounting
information by the Administrative servers as well as for
the preparation of the final invoice to be sent toward the
subscriber. Any Administrative server, on the other hand,
will respond to an accounting query sent by a Root server.
The Administrative server is initially the same as the

Root server. As the user roams from one domain to
another, handoffs occur, and the user may need to
attach to a different AAA client or even require the
services of a new AAA server. Consequently, the
Administrative server is the local AAA server, which
is at the given moment responsible for the user. It is
important to note that the Administrative server can be
an AAA server that is located in the Administrative
domain of a foreign network operator. This server is re-
sponsible for collecting accounting records and keeps
track of the user activities while he or she remains
under its supervision. Practically, the Administrative

Figure 2. Generic AAA architecture.
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server configures accounting parameters on the AAA
client and triggers the initiation or termination of the
accounting metrics collecting procedure from the same
entity. Moreover, it receives all accounting metrics that
are later on converted to accounting records to be sent
towards the Root server. While the user moves from
one AAA client to another, the current Administrative
server terminates accounting on the old AAA client
and asks the new one to take control and initialize the
proper accounting procedures. Each Administrative
server holds only limited information about the actual
user. That is, it keeps only the required SLA parameters

needed for charging as well as a reference to an ID sent
to it by the previous Administrative server.
Each time the user initializes an event that needs to be

tracked and metered, the Administrative server will create a
new unique ID, called Event ID, mapped to that particular
event. Each Event ID must be globally unique, so for in-
stance, it could take the form of a triplet: {Administative_-
Server_Name_or_IP || Event_ID || Current_time_in_millise-
conds}. The server will securely store, in the corresponding
database, the correlation between the newly created Event
ID and the received Reference ID as shown in Figure 3, cases
B and D. For multiple events created by the same user, the

Figure 3. (a) Mapping user information with the Master ID, (b) mapping the Master ID with Event IDs, (c) mapping the event ID with
accounting data, (d) mapping the Parent ID with Event IDs, and (e) record stored in the database by the Root server.

Table II. Network entities functionality

Network entity Functionality

AAA client Provides access control and generates AAA messages to request AAA services from the AAA server in charge on
behalf of the user.

In terms of accounting it is additionally responsible for gathering accounting metrics to be forwarded to the
respective AAA server.

Generic AAA
server

Receives AAA messages from the AAA client, performs the appropriate AAA services and informs the AAA client
of the outcome.

Root server In terms of accounting it is the AAA server inside the HN being responsible for the accounting procedure of a
specific user.

Is responsible for the following: (i) managing and storing user-related information; (ii) collecting accounting records
from the corresponding Administrative servers; (iii) creating the Master ID and storing the correlation between
the user profile, the Master ID, and the accounting records; and (iv) preparing the final invoice to be sent to the
end user.

Administrative
server

In terms of accounting, it is the local AAA server, which is at the given moment responsible for the specific user.
Also, it may be an AAA server outside the HN and therefore keeps limited information (i.e., user SLA and other
routing or accounting data).

Configures accounting parameters on the respective AAA clients, triggers the initiation or termination of the
accounting metrics collection process and receives the accounting metrics from the AAA clients. Then, the
accounting metrics are transformed into accounting records and the correlation between the accounting
records, the Event ID, and the Reference ID is securely stored and forwarded to the Root server when asked.
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corresponding IDs will be utilized to track all user activities.
A database is accessed to securely store records binding the
user Event IDs with accounting data as shown in Figure 3,
case C.When a user leaves the current Administrative server
or when required for other purposes, all accounting gathered
records will be sent towards the Root server. The Root server
will eventually combine all events and store an accounting
record in the form of that shown in Figure 3, case E.
The notion of the Reference ID contains two discrete

entities. While the user remains inside the Administrative
domain of the HN, the Reference ID is the Master ID
created by the local Root server. On the other hand, while
the user remains under the coverage of a foreign Adminis-
trative domain, a Parent ID takes the role of the Reference
ID, as described further down. Thus, for a given user, the
same Master ID is used during a session, whereas several
Parent IDs may be utilized in parallel. This happens
because it is vital that, every time a foreign AAA server
is involved, a new ID should be used as a reference. The
Root server in the case of the Master ID and the previous
Administrative server in the case of the Parent ID can be
extracted from the Master and Parent ID values corre-
spondingly so that the current Administrative server knows
where to send the accounting records.
In case the user moves to the domain of a foreign

network operator, the same principles apply, but confiden-
tiality requirements suggest the use of a new identifier
other than the Master ID to be utilized as a reference for
any new Event IDs. This is accomplished by a new identi-
fication number that we call Parent ID. The Parent ID is
created by the Administrative server in the home domain
to be sent to the new Administrative server inside the
foreign domain. This Parent ID will thereafter be used as
a reference to any newly created Event IDs. The Parent
ID notion serves a dual purpose. First, it constitutes a com-
pletely new reference neither created nor relevant to the
initial Master ID or the actual user ID. Thus, even when
the Master ID is used as a reference to Event IDs, it
remains inside the home domain and is never become
available to a server inside the FOQ5 . This assists to further
protect the user real identity and other related confidential
information. Secondly, the Parent ID helps to clearly
distinguish the role of the Parent ID from that of the Master
ID.
It is required that, in case of a vertical handoff, the

new Administrative server does not contact directly the
previous Administrative server inside the foreign domain.
Instead, it requests all necessary information to be sent
during authentication by the lattermost Administrative
server inside the home domain. This server will send
the required SLA and any other charging instructions
as well as the user’s Parent ID. The latter is a new
Parent ID different than any other previously occupied
for the same user. As the user terminates all actions or
when asked for other purposes, each engaged Adminis-
trative server inside the foreign domain that tracked user
activities for some time will send the relevant accounting
records to the corresponding Administrative server inside

the home domain. The Administrative server will later on
forward them along with its own collected accounting
records to the Root server inside the home domain.
The aforementioned accounting system was implemen-

ted in the form of a Diameter accounting application. As
it is pointed out in [14], this scheme requires no modifica-
tions to hardware and minor in the software of the involved
network entities (i.e., AAA server, router, and AAA client).
Additionally, it attains full compatibility with the base
Diameter protocol, can be easily conveyed into any present
or future AAA protocol, and is able to support modern
brokering environments [11]. The security analysis pre-
sented in [14] shows that the accounting system provides
at least the same level of security that the default Diameter
protocol mandates. In addition, a complete set of experi-
ments testing several configurations shows that the imposed
penalties in terms of service time and resource utilization
are considered rather insignificant, if not negligible in some
cases.
The accounting system described in this section pro-

vides the basis on top of which SIPA is designed. The next
sections present the necessary amendments and additions
that make SIPA a good choice for any SIP realm.

4. SIPA: A NOVEL ACCOUNTING
SYSTEM FOR SIP

4.1. Requirements and architecture

Before everything else, SIPA needs to take into consider-
ation: (i) any new requirements stem from the SIP environ-
ment like Quality of Service (QoS) issues and/or real-time
service delivery; (ii) the different practices and mechan-
isms behind core SIP functions, like user authentication,
registration or session termination; and (iii) any disparities
in the SIP architecture Voice Service Providers (VSP) may
implement [17].
Generally, in order to deliver a fully fledged SIP-oriented

accountingmechanism, we need to implement the following:
(i)the basic SIP operations mandated by the Diameter SIP
application; this will provide the necessary connectivity
and other functionality required by SIP, for example, authen-
tication, authorization, and session management; and (ii) the
actual accounting system by incorporating the previous func-
tionality and adding new behavior where necessary; this can
be realized by incorporating new AVPs into the existent
Diameter commands in the first case and through new
Diameter commands in the latter. Figure F44 shows the general
architecture of SIPA. Note that the accounting system
depicted supports both SIP-only and general purpose NAS
as AAA clients.
Before we continue with the analysis of the SIPA sys-

tem, it is important to note a few assumptions and observa-
tions stemming from the nature and requirements of the
SIP architecture.
(1) Several real-life VSPs do not implement all SIP

functions mandated by the Diameter SIP
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application. It is therefore important for SIPA to
only utilize those that are necessary and thus
expected to be implemented by all VSPs. At
the same time, it is desirable to offer several
methods to perform certain critical operations
and not rely on specific architectures and prac-
tices. For example, SIPA offers to network enti-
ties more than one methods to discover and
update user profiles and/or track user IP address.

(2) The Diameter SIP application advices the actual au-
thentication of the user requesting SIP services to be
performed either by the SIP or the AAA server. The
SIP-Auth-Data-Item AVP inside a standard Diame-
ter Multimedia-Auth-Answer command denotes the
decided choice. Without loss of generality, we have
chosen the AAA server as the entity to provide the
authentication service.

(3) It is possible that AAA clients implementing the
RADIUS protocol [21] need to communicate
with an AAA server utilizing the Diameter proto-
col. This is a common practice in real-life SIP
scenarios. Migration from RADIUS is generally
feasible, but several incompatibilities prevent
the accounting system to cover all possible
accounting requirements. Thus, SIPA focuses on
the Diameter protocol with the requirement that
all entities utilize Diameter as the AAA protocol
in charge. Diameter is regarded a successor to
RADIUS, fixing all RADIUS deficiencies [11].
Specifically, Diameter is more extensible than
RADIUS and consolidates many of the features
that vendors have already implemented. It unifies
accounting more closely within its structure,
works with reliable transport protocols such as
Stream Control Transmission Protocol (SCTP)
[22], and is an open, IP-centric protocol that will
enable network vendor choice and other
improvements that will benefit billing. Diameter
has its primary applications in novel network
designs, such as wireless AAA, rather than in
applications where RADIUS is well established.
Therefore, we can argue that SIPA is based on
most modern technology.

(4) A basic architecture assumption within the Diame-
ter SIP application is that all the data related to a
user is kept in a unique Diameter server, typically
operating in a redundant manner. To circumvent
this limitation, the Diameter SIP application man-
dates the implementation of a Diameter SL that is
able to locate the requested SIP or AAA server
through the Diameter redirection mechanism. SIPA
will adhere to that specific guideline as well.

(5) The SIP servers 1 and 2 depicted in Figure 4 are ac-
tually logical units, meaning that in real life, VSPs
utilize farms of probably stateless SIP servers that
operate in a redundant configuration. There should
therefore be no guarantee that two consequent
requests will arrive at the same SIP server 1 or 2.
If false, the standard Diameter commands User-
Authorization-Request (UAR)/User-Authorization-
Answer (UAA) (see Table I) are used to discover
the correct SIP server.

(6) An AAA server does not necessarily perform every
possible AAA function. Instead, a server may be
dedicated to only perform SIP user authentication
or billing (i.e., acting as a billing server). For sim-
plicity reasons, in the following, we only use the
term “AAA server” although it is possible that sev-
eral AAA servers exist in the background. This is a
general assumption that should be taken into con-
sideration when AAA architectures are deployed.

4.2. SIPA in detail

Conforming to the IETF guidelines [11] for the introduc-
tion of new Diameter applications, we have tried to keep
the number of new commands and AVPs to the minimum
possible and instead reuse any predefined one when appli-
cable. This section presents the Diameter commands and
AVPs that SIPA incorporates. In fact, these commands
are responsible for offering SIP functionality. This results
in an accounting system that can additionally support SIP
service delivery. All amendments and additions that we
made to the Diameter SIP application are summarized in
Table T3III and explained in greater detail subsequently. In

Figure 4. Accounting system configuration supporting Network Access Server and SIP servers as AAA clients.
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addition, FigureF5 5 depicts a typical message flow in a SIP
AAA environment.
An important process that takes place several times and

necessarily before a connection is established between two

AAA nodes is the negotiation of entities capabilities. It
allows the discovery of a node’s identity and its capabili-
ties, for example, Diameter version and supported Diameter
applications. Through this process, every AAA node inside

Table III. Proposed extensions and additions to the Diameter SIP application.

New Diameter
command/AVP

Added to
command Purpose

Accounting-Records-Request (ARR) – Diameter command used to transfer accounting records between AAA servers.
Accounting-Records-Answer (ARA) – Diameter command used to acknowledge the delivery of the accounting

records.
Accounting-Records ARR AVP to convey the accounting records between AAA servers.
Accounting-Response ARA AVP to acknowledge the correct delivery of accounting records or request

retransmission.
Event-Id MAA, PPR AVP to convey a new Event ID.
Force-Delivery RTR AVP to request from a AAA client to send all accounting metrics to the

respective AAA server prior to the deregistration of the user.
IP-Address-Realm CER, CEA AVP to store the IP address to be assigned to a newly arrived user. Used to

inform the AAA server of the users that the AAA client currently services.
Peer-Accounting-Role CER, CEA AVP to define the role of the AAA peer regarding accounting. It can take one of the

three values, namely “Root Server”, “Home_Administrative Server” or
“Foreign_Administrative Server”.

Reference-Id CER, CEA AVP to transfer the reference ID between the AAA servers.
Request-Accounting-Details CER AVP used to request accounting directions for a specific user and/or service.
Root-Server-Name CER, CEA AVP to store the identity of the Root server.
Setup-Accounting MAA, PPR AVP to inform the AAA client to initiate or terminate the accounting process.
SIP-User-Data AVP CEA AVP that allows an AAA server to transport user-specific data (e.g., a user

profile) to the AAA client inside the SIP server.

Figure 5. Typical SIP AAA message flow.
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a domain is aware of which AAA clients are initially
serviced by which AAA servers, and which users are ser-
viced by which AAA clients. The aforementioned function-
ality is realized through the exchange of the Diameter
commands Capability-Exchange-Request (CER) and
Capability-Exchange-Answer (CEA). A new AVP namely
IP-Address-Realm has been incorporated into those com-
mands to store a group of user IP addresses that the sender
(acting as an AAA client) currently services. This AVP is
not set as mandatory as it is only applicable when the issuer
of the CER or CEA command is an AAA client.Q6 On the
contrary, when an AAA server creates these messages, it
leaves the IP-Address-Realm AVP empty (null). A second
custom-made AVP that we added in these two commands
is called Peer-Accounting-Role. This AVP is used to inform
the receiving AAA entity about the exact role that the AAA
server would have concerning accounting. This AVP is
used only by AAA servers and can take one of three distinct
values, namely “Root Server,” “Home_Administrative
Server,” or “Foreign_Administrative Server.”
Taking advantage of the fact that the exchange of CER

and CEA is always performed before session establish-
ment, we have utilized these commands to transfer the
Master ID or Parent ID from one AAA server to another.
This is achieved through the new Reference-Id AVP. Addi-
tionally, the Request-Accounting-Details AVP is added to
the CER command, making it able to request specific
accounting instructions for a given user and/or a given
service. Likewise, the CEA command now carries the
SIP-User-Data AVP that contains the actual accounting
instructions, that is, those derived from the user-profile. Fi-
nally, in order to store the identity of the current Root
server inside the home domain, a Root-Server-Name
AVP is appended. This only provides an additional method
that AAA servers can utilize to discover the correct Root
server. It is actually an effort to provide more than one
method for critical operations. The same may be achieved
through the Reference-Id AVP as it also contains the iden-
tity of the Root server.
The aforementioned new AVPs do not interfere with the

CEA/CER functionality nor add any significant time or
computational overhead. On the contrary, they are generic
in the sense that they are applicable regardless of the nature
of the AAA client or the acquired service. At the same
time, they do not raise any compatibility issues with other
common Diameter applications that may affect accounting
tasks (e.g., a Credit-control application).
Before a user can obtain any SIP service, authentication

and authorization need to be successfully completed. This
process is triggered when a SIP UA sends a SIP REGIS-
TER request to a SIP server. The AAA client inside the
SIP server needs to contact the AAA server in charge, in
order to (i) decide if the user is allowed to receive the
requested service and (ii) be informed about routing infor-
mation and specifically the address of a local SIP server to
service the user. This is achieved through the Diameter
UAR command. A Diameter UAA command is issued in
response by the AAA server informing the AAA client

(co-located with the SIP server) about SIP servers capable
of serving the user. Finally, the initial AAA server will
decide about the corresponding SIP server and forward
the SIP REGISTER request to it.
At this point, the AAA client inside the new SIP

server needs to request authentication from the AAA
server. A Diameter Multimedia-Auth-Request (MAR)
command is issued to request authentication and to in-
form the AAA server about the SIP URI of the SIP
server. This is carried out in order the SIP server to be
reserved as the entity in charge for the specific user.
The AAA server responds by issuing a Diameter Multi-
media-Auth-Answer (MAA) command. Note that the au-
thentication procedure does not terminate at this point.
In fact, the actual authentication is now initialized. The
MAA command includes a challenge that the SIP server
will use to map into the WWW-Authenticate header in a
SIP 401 (Unauthorized) response to be sent back to the
initial SIP server and eventually to the SIP UA.
Afterwards, the initial SIP server receives a new SIP

REGISTER, which this time includes the user credentials.
The initial SIP server becomes aware of the SIP server in
charge through the exchange—with the AAA server—of
a new pair of UAR and UAA commands. The initial SIP
server is able now to forward the SIP REGISTER request
to the SIP server in charge that in turn will extract the user
credentials. Upon that, it will forward the user credentials
to the AAA server by issuing a new MAR command. At
this point, the AAA server is able to authenticate the user
and inform the SIP server about the outcome by issuing a
new MAA command. Finally, the SIP server in charge
can generate a SIP 200 (OK) message and inform the initial
SIP server and, eventually, the SIP UA.
Some additional authentication/authorization mechan-

isms applicable in a SIP AAA mixed realm are available
in the Diameter SIP application, but all of them make use
of UAR/UAA and MAR/MAA commands. Note that this
work does not emphasize on the authentication/authoriza-
tion part. In fact, SIPA is applicable regardless of how
the actual authentication is performed and only amends
the MAR/MAA commands to support the new accounting
system requirements.
Regardless of the authentication/authorization mechan-

isms in place, the related activities terminate with the deliv-
ery of a MAA command originated from an AAA server
and sent towards an AAA client inside a SIP server. From
this point on, the accounting process needs to be initiated.
This can be achieved with a new AVP incorporated inside
the MAA command, namely Setup-Accounting, to inform
the AAA client to either initiate or terminate the account-
ing process. Another addition to the MAA command is a
new AVP called Event-Id, which carries an Event ID that
the AAA client will use to assign accounting metrics. In
our previous work, it was stressed that whenever a new
Event ID is utilized, authentication is also mandatory.
Thus, the MAA command is ideal to convey the Event ID.
The default method to forward accounting metrics

from an AAA client to an AAA server is through the
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base Diameter Accounting-Request (ACR) standard com-
mand. An Accounting-Answer (ACA) command is sent
in response by the AAA server to notify the AAA client
of a successful delivery or a (re)send request. It should
be noted here that the ACR only handles accounting
metrics originating from an AAA client and sent towards
an AAA server.
Session Initiation Protocol-Accounting also requires a

mechanism to enable AAA servers to forward accounting
records towards other AAA servers. Specifically, an Ad-
ministrative server needs to reliably transfer the accounting
records constructed after processing the accounting metrics
log files. The log files are sent by the respective AAA
clients to another Administrative server or the Root server.
As the available Diameter commands cannot cope with this
situation, we introduce a new pair of commands, namely
Accounting-Records-Request (ARR) and Accounting-
Records-Answer (ARA). The first one carries the actual
accounting records through the new Accounting-Records
AVP. The latter is sent as an acknowledgement to a previ-
ous ARR command; note that the newly created Account-
ing-Response AVP will notify the receiver about the
delivery result.
During a user session, accounting instructions (i.e., the

rules behind the way accounting is performed for the
specific user and/or the given service) may need to change.
This may be because service parameters have been
changed, a new service is requested, the user is now receiv-
ing service from a foreign provider, or the user profile has
been updated. It is therefore not sufficient to only set up
accounting once at the beginning of a user session through
the CER/CEA commands. To deal with such a situation,
we utilize the Server-Assignment-Request (SAR) and
Server-Assignment-Answer (SAA) command pair. A SAR
command is sent by an AAA client to an AAA server to
(i) indicate the completion of the authentication process
and (ii) request the AAA server to identify from now on
the AAA client (through his URI) as the entity in charge
allocated for the specific user. At the same time, the
AAA client may ask to download the user profile by also
issuing a SAR command. A SAR command can also be
utilized by an AAA client to request user deregistration
from the AAA server in charge. This is achieved through
the already defined SIP-Server-Assignment-Type AVP. In
response to a SAR command, an AAA server will issue a
SAA command that, among other information, can convey
(forward) the user profile to the AAA client through the
SIP-User-Data AVP. Note that when the AAA server is
notified of a user deregistration via a SAR command, it is
mandated that an ACR/ACA command exchange must be
triggered. This is necessary in order for the AAA client
to forward all gathered accounting metrics for the specific
user to the Administrative server in charge.
The aforementioned transfer of a user profile can only

be initiated by an AAA client. Additionally, SIPA supports
an on-the-fly transfer of a user profile once it has been
updated. This method allows an AAA server to send an
updated user profile and forces the AAA client to perform

accounting according to the new parameters. This is
achieved through the Push-Profile-Request (PPR) com-
mand originated by an AAA server. The SIP-User-Data
AVP carries the new profile, and the Setup-Accounting
and Event-Id AVPs are now incorporated inside this com-
mand. A Push-Profile-Answer (PPA) command is issued
as an acknowledgment to a previous PPR command.
A complementary function supported by the Diameter

SIP application allows an administrator to cancel the regis-
tration of a specific user. This is achieved through the
Registration-Termination-Request (RTR) command. Al-
though not important for SIPA, we require that when this
command is used, it also conveys a demand for the AAA
client to send all accounting metrics to the respective
AAA server prior to user deregistration. To do so, we have
populated the RTR command with a new AVP called
Force-Delivery. When an AAA client receives this com-
mand, it triggers a new exchange of ACR/ACA commands
between itself and the AAA server in charge, in an effort to
transfer all accounting metrics for the specific user. Finally,
all routing mechanisms are implemented through the exist-
ing Location-Info-Request (LIR) command and its
acknowledgement, namely Location-Info-Answer (LIA).
The aforementioned amendments and additions cer-

tainly affect SIP-related AAA operations by creating new
requirements and raising performance issues and security
considerations. All these concerns will be addressed in
the following sections.

5. SIP ACCOUNTING SECURITY

Considering the security of the proposed accounting archi-
tecture it is important to notice that the underlying AAA
technology materialized by the Diameter protocol guaran-
tees the confidentiality and integrity of the messages in
transit. Nevertheless, SIPA like any other accounting
system built on top of SIP infrastructure, may be suscepti-
ble to inherent SIP flaws or other related attacks [3]. Thus,
this section elaborates solely on accounting security and
presents the integration of a fully fledged solution into
SIPA. Attacks on the SIP protocol in general and
corresponding solutions remain out of the scope of this
paper.

5.1. Accounting-specific threats in SIP

Every accounting system being part of the AAA architec-
ture needs, among others, to be accurate and reliable. By
doing so, it is able to protect both the service provider
and the end users against malicious actions undermining
the accuracy of billing records. Such malicious actions
may originate either by the service provider or the end
users. Hence, by proactively repelling such incidents one
can increase the trustworthiness level and ensure the
survivability of the service provider. Generally, users
receiving voice-over-IP (VoIP) services are greatly worried
about the accuracy and correctness of their billing records;
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thus, a secure accounting system can boost user confidence
in the service provider and, at the same time, leaves little
space for disputes among users and service providers over
the charging process.
Session Initiation Protocol-Accounting offers native

support for secure setup, transfer, processing, and storage
of accounting records. This is due to the use of IPsec
[23] or Transport Layer Security (TLS) [24] as explained
later on in Section 6.1. Nevertheless, similar to any other
accounting system, SIPA provides no mechanism to
control or validate the actual gathering of the accounting
metrics—that will later produce the accounting records—
from the AAA clients. More precisely, the accounting sys-
tem allows an AAA server to send accounting instructions
to an AAA client and trigger the accounting process or
request the delivery of the accounting records but does
not interfere with the actual collection of the accounting
metrics performed by the AAA client. Thus, an AAA
server and, consequently, the accounting system are not
able to control the collection of the accounting metrics
and have no means to know that this process has been
performed correctly.
Once accounting has been configured and triggered on an

AAA client, this entity is responsible to track and store any
accounting events. For every new accounting event, for
example, a service the user may receive, generally, the
AAA client tracks the respective Call Detail Records (CDRs)
[25]. That is, the “start” and “end” commands produced
whenever a new accounting event initializes or terminates.
For instance, a SIP server acting as an AAA client in a SIP
environment needs to track for “200 OK” messages, which
corresponds to the “start” CDR, and “BYE” messages that
corresponds to the “end” CDR. The accurate tracing of the
previous messages results in accurate and correct accounting
metrics and consequently billing.
As VoIP services are becoming popular, several attacks

targeting the accounting functions have been discovered
[4,12,13]. These attacks aim to maliciously alter the
accounting metrics through the manipulation of the
corresponding CDRs and may result in forged charges.
For example, in [12,13], the authors demonstrated a way
that a malicious user could exploit to manipulate VoIP sig-
naling data in order to avoid charging. Denial-of-service
attacks and man-in-the-middle attacks are also feasible as
presented in [13]. Recall that such a malicious event may
be performed either by the end user or the service provider,
but because of the lack of a non-repudiation mechanism in
VoIP services, none of them is able to prove if the account-
ing process was performed correctly.

5.2. Proposed security solution: SIPA+

To cope with accounting-related weaknesses and attacks
discussed in the previous section it is highly desirable
to incorporate into SIPA an on-demand mechanism that
can offer non-repudiation and non-usurpation. Several
custom-tailored solutions to deal with specific threats can
be implemented, but the choice was to focus on a generic

and simple mechanism that does not entail additional or
complex network entities or protocols. In this way, the
accounting system is able to preserve compatibility with
the requirements already identified in Section 3.1.
The choice was therefore to implement the mechanism

presented in [26] with a few only minor modifications to
cohere with our specific architecture requirements. This
mechanism utilizes the underlying AAA infrastructure to
provide robust time-stamping services to SIP network
entities. Because of its nature, it can be implemented
through the use of any AAA protocol such as Diameter
and can be amended to cover any VoIP protocol besides
SIP.
More specifically, the selected mechanism relies upon

the transfer and secure storage of a triplet in the form
{OriginHost || Session_Id || Event_Timestamp} by all the
engaged network entities, whether it is the local AAA
server, the SIP proxy, or other SIP servers. The OriginHost
field holds the user’s device IP address. It is stressed that
this is not the same entity as the standard Diameter AVP
Origin-Host that denotes the identity of the local host or
the host from which a Diameter command has been origi-
nated. The Session-Id field is used to correlate an event
or a Diameter command with a user session, whereas the
Event_Timestamp field is used to record the time that a
reported event occurred, in seconds. Through careful con-
catenations and comparisons of triplets stored in different
entities, CDRs can be reliably tracked, and the resolution
of disputes becomes therefore feasible. A work in [26]
explains the mechanism in greater detail and provides an
extended security analysis.
The selected security mechanism can be embedded in

SIPA through the following: (i) the incorporation of the
required AVPs to convey the triplets in the Diameter
commands in use and (ii) the implementation of the
functions that perform the secure storage of the triplet,
its verification, and any other secondary function
required.
In this context, we extend the corresponding Diameter

commands with the respective AVPs to make sure that
every involved entity generates/receives the abovemen-
tioned triplet correctly. It is worth noting that different
Diameter commands may already carry part of the triplet.
For instance, the ACR and ACA commands contain the
fields Session_Id and Event_Timestamp by default. Ad-
ditionally, it is required that the Accounting-Record-Type
AVP is set to carry the value “EVENT_RECORD”
denoting the tracking of a one-time event. A new AVP
namely Retransmit-After is created to store the time in-
terval after which a retransmission is allowed as sug-
gested in [26]. Moreover, a new AVP namely Security-
Check is used to inform about the result of a triplet
check. All the aforementioned new AVPs are summa-
rized in Table T4IV.
This security mechanism comes as an add-on to SIPA

and can be easily enabled or disabled upon request. For
this reason, in the following sections, we refer to SIPA that
employs the security mechanism as SIPA+. Performance
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results presented in the next section show that SIPA+ does
not severely penalize performance and resource utilization
in the AAA server side.

6. EVALUATION

The SIPA system described in the previous sections has
been implemented in the form of a Diameter application.
We utilized OpenDiameter v. 1.0.7-I [27], which imple-
ments the base Diameter protocol and provides anQ7 API to
create Diameter applications. The SIPA prototype allows
us to evaluate both its compliance with the requirements
given in Section 3.1 and its performance within a pilot test
bed.
As already mentioned, SIPA adds support for SIP ser-

vice delivery. Therefore, its evaluation in terms of perfor-
mance and processing overheads was based on several
scenarios representing common SIP services. Specifically,
SIPA prototype has been evaluated considering the suc-
cessful fulfillment of each tested scenario requirements
and the correct preparation of the final invoice representing
the acquired services. Moreover, extra complexity was
added by forcing several handoffs to happen during a user
session. Results show that SIPA does not interfere with or
impedes normal AAA and SIP operations, and the account-
ing records were correctly and reliably created and
assigned to the appropriate user.

6.1. General remarks

Session Initiation Protocol-Accounting is generic in the
sense that it does not rely on specific architectures or
mechanisms, and at the same time, its core functionalities
are operable regardless of the underlying network technol-
ogies used. Additionally, it is highly adaptable and thus is
able to support new requirements or services that may
emerge in the future.
More specifically, when examining the requirements set

in Section 3.1, we can say that our system adheres to the
AAA-distributed nature by providing and supporting sev-
eral distributed network architectures. This is actually
straightforward because SIPA is built as a new Diameter

application. Moreover, by using the Diameter SL, SIPA
is able to dynamically locate the proper AAA server as
the case may be. At the same time, SIPA extends the
distributed characteristics of AAA architectures by provid-
ing additional mechanisms to support core AAA function-
alities. For instance, SIP server access to an updated user
profile is implemented through several mechanisms, as
denoted in Section 4.2. This is performed to prevent the
creation of single points of failure and allow network
operators or service providers to choose the most expedient
mechanism where and when applicable. For example, this
is very important in the case of the authentication proce-
dure, which can be implemented in various ways.
The demand for high level of transparency comes from

the desire of both network operators and the end users to
deliver/receive only one invoice that corresponds to all ser-
vices obtained. This must be carried out irrespectively
from which network the user acquired each service. In
any case, SIPA does not affect charging issues or the
way the final invoice is prepared. Thus, it produces the
same output that network operators currently employ as
an input for the preparation of the final invoice to be sent
to the end users.
Considering SIPA security it is stressed that all guide-

lines behind the design of new Diameter applications were
adopted. Our accounting system supports the use of IPsec
for data exchanges inside the same Administrative domain
and TLS in case of data crossing Administrative domains
as suggested in [11]. In general, the designed prototype
retains the same level of security that a real AAA system
built on Diameter can provide. The actual challenge how-
ever, when building a new Diameter application, is to
secure its inner functions because all communication
among network elements and between different Diameter
applications is considered a priori secure. Toward this
goal, we propose using the security scheme described in
Section 5.2. SIPA+ implements this mechanism as an
add-on and thus offers a method to ensure the validity
and accuracy of the produced accounting records. More-
over, SIPA+ facilitates the resolution of disputes between
service providers and end users. This is due to the time-
stamping service that it provides. On top of that, as de-
scribed in [26], several other attacks targeting the account-
ing service mainly through denial-of-service and spoofing
can be combated when this mechanism is active.
In addition to the accounting process efficiency and secu-

rity, another challenging issue associated especially with
heterogeneous wireless networks is the privacy of the end
user. Without privacy-preserving mechanisms in place, the
end user can be easily tracked and profiled in the mid or
long term. That is, network or service operators—especially
colluding ones—may collect user information and keep
them for a long time in order to profile their users and even-
tually sell these profiles to say advertising companies for
profit. After that, the user is left defenseless to spamming
and/or other related threats that violate his private sphere.
In general, privacy is a complex concept that affects

aspects such as location, identification, and authentication

Table IV. Proposed additions to SIPA

Diameter
AVP

Added to
command Purpose

OriginHost ACR, ACA,
MAR, MAA

AVP to store the current IP
address of the user’s device.

Retransmit-
After

ACA, MAA AVP to store the time interval
after which a retransmission is
allowed.

Event-
Timestamp

MAR, MAA AVP to store the time a reported
event occurred.

Security-
Check

ACA, MAA AVP to inform the engaged AAA
nodes about the result of a
triplets check.
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[28]. Whereas location privacy requires that the location of
a mobile user is untraceable to unauthorized parties (in-
cluding the network), identification privacy mandates users
anonymity except for authorized parties. As we can see,
these types of privacy are interrelated. If user’s identity is
private, then location data is useless. At the same time,
both types of privacy strongly depend on the authentica-
tion process where user permanent identity must be
exchanged. If the authentication mechanism has no ade-
quate level of privacy to protect identification-related data,
the location can be revealed to unauthorized third parties.
Therefore, one of the primary targets of SIPA was to guar-
antee the privacy of the mobile end users receiving ser-
vices. Certainly, SIPA is not responsible to offer a
privacy-preserving mechanism for SIP. This can be pro-
vided by other mechanisms such as the one described in
[29]. On the other hand, SIPA should guarantee that users’
anonymity is assured throughout the accounting process.
This is actually achieved considering the fact that no user’s
direct or indirect personal information (e.g., permanent
identity and Master ID) leaves the possession of Root
AAA server in charge inside the home domain. At the
same time, it is regarded impossible for an attacker (e.g.,
an eavesdropper) to correlate a series of Event IDs or asso-
ciate a specific Event ID with an accounting event or a user
real identity. This is because of the following: (i) as already
mentioned, all communications between AAA servers are
IPsec/TLS protected, so having access to an event ID
means getting access to the AAA itself, and (ii) the gener-
ated event IDs can be sufficiently random.

6.2. Performance evaluation

The aim of this section is to determine and evaluate the
performance penalty imposed by the introduction of our
accounting system inside an AAA SIP environment. SIPA
extends the Diameter SIP application and is thus expected
to add extra complexity and, consequently, increase
resource consumption and/or time delays, which in turn
may affect performance. Note that direct comparison of
our findings with similar mechanisms cannot be performed
as similar experimental results are not available. Instead,
this section aims to determine the performance of SIPA
compared with a standard AAA SIP installation. The sec-
ond goal is to measure the extra cost the add-on security
mechanism (i.e., SIPA+) imposes.
With providers’ requirements and expectations regard-

ing SIP services, a major priority for the designed account-
ing system is to keep resource utilization at an acceptable
level. Factors such as real-time service delivery, complex
and multiple services accessed simultaneously, and
increased user population require that, apart from being ro-
bust and effective, the accounting system should keep the
overheads at an affordable level. Additionally, we must
assess the overall trade-off between the security add-on
described in Section 5.2 and the overall SIPA performance.
If this add-on imposes a high penalty in SIPA performance
then may be considered a sumptuosity for most realms.

Authentication, authorization, and accounting systems
comprise several time-consuming and resource-dependent
procedures, whereas SIP functionality and performance is
mainly affected by network delays and large roundtrips.
Additionally, SIPA, besides the actual accounting func-
tions, affects several other procedures, that is, user authen-
tication or session termination. Thus, it is difficult to isolate
and measure the direct impact of the accounting system on
the AAA SIP functionality. The test bed presented in the
following is therefore specially designed to test pilot sce-
narios that allow us to identify and assess how the account-
ing-related additions affect the AAA operations. Note that
we are able to receive measurements from three different
configurations:

• Standard: The default AAA SIP environment that
includes the default base Diameter protocol provided
by OpenDiameter and our implementation of the SIP
Diameter application. As already stated, this is the
first open-source implementation of the Diameter
application to this point.

• SIPA: The SIPA system that combines our modified
base Diameter protocol and our implementation of
the SIP Diameter application.

• SIPA+: The SIPA+ system having the security add-on
described in Section 5.2.

In an effort to better understand and assess the im-
posed overheads, we have utilized both a high-end
system configuration and a low-end one. In this con-
text, the experimental test bed comprises the following
elements:

• One laptop incorporating an Intel Mobile Core 2 Duo
T7500 (Intel Corp., Santa Clara, CA, USA) Q8processor
along with 2048MB of 333MHz RAM. This is
mainly used as a high-end SIP UA.

• One laptop machine incorporating an AMD Mobile
Athlon 4 CPU (Advanced Micro Devices, Sunnyvale,
CA, USA) Q9along with 256MB of 133MHz RAM.
The CPU frequency was downgraded to 350MHz
from the original 1200MHz using the Powersave dae-
mon v. 0.14.0 Q10[30]. This is performed to provide us
with a low-end machine to be used as a SIP UA.

• One Intel Core 2 Duo 8200 desktop PC having
2048MB of 666MHz RAM and one AMD Athlon
64 �2 3800+ desktop PC with 2048MB of
333MHz RAM to act as high-end SIP servers.

• One Intel Core 2 Duo 8200 desktop PC having
4096MB of 800MHz RAM and one Intel Core 2
Duo P8800 laptop PC having 4096MB of 800MHz
RAM to act as high-end AAA servers.

• Two Intel Pentium III 733/800MHz desktop PCs that
incorporate 512/348MB of 133MHz RAM. These
machines are used as low-end SIP servers.

• Two Intel Pentium III 800MHz desktop PCs incorpo-
rating 512MB of 133MHz RAM. Both machines are
used as low-end AAA servers.
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All previous machines utilize Ubuntu Linux v. 9.04
(Jaunty JackalopeQ11 ) [31]. MySQL v.Q12 5.0.45 was used as a
local database when needed (e.g. for the AAA servers)
and OpenDiameter v. 1.0.7-I was used to provide commu-
nication between network entities. The Linux library
schedutils was used to force all processes to run on a single
CPU in multiprocessor systems. This is important when
measuring CPU utilization in an environment of single
and multi processor systems. The Hewlett-Packard (HP,
Palo Alto, CA, USAQ13 ) SIPp [32] v. 3.0 was used to generate
SIP traffic. It also allows for the use of XML files to cus-
tomize SIP call flows and create custom scenarios. Twinkle
[33] v. 1.4.2Q14 was used as a SIP softphone. Finally, SIP Ex-
press Router [34] v. 0.9.6 provides the basic SIP server
functionality.

6.2.1. Scenario I: evaluation of the authentication
procedure
The first scenario examines a common mechanism to

offer user authentication. This scenario message flow is
depicted in FigureF6 6, which in turn corresponds to the
architecture presented previously in Figure 1. First, a SIP
UA sends a SIP REGISTER request towards SIP server
1. AAA client 1 inside SIP server 1 contacts the local
AAA server through a UAR message to (i) determine if

the user is allowed to receive service and (ii) become aware
of available SIP servers capable of providing the requested
service to the user. The AAA server responds with a UAA
message that informs SIP server 1 of the existence of SIP
server 2. In turn, SIP server 1 will now forward the initial
SIP REGISTER request to SIP server 2.
Upon reception, SIP server 2 contacts AAA server

through the MAR message and requests the initialization
of the authentication procedure. The latter is usually the
user’s HN AAA server or a local one in case a fast-handoff
scheme is employed. The AAA server responds with a
MAA message that includes a challenge that will be for-
warded back to the SIP UA via SIP server 1 through a stan-
dard SIP 401 (Unauthorized) message.
The next SIP REGISTER request that SIP server 1

receives contains the user credentials. SIP server 1 contacts
AAA server through a new UAR message to become
aware of the IP address of the entity that is currently in
charge of this specific user (i.e., SIP server 2). The AAA
server responds with a UAA message that includes the IP
address of SIP server 2. The SIP REGISTER message is
now forwarded to SIP server 2. After extracting the user
credentials, the AAA client in SIP server 2 contacts the
AAA server by issuing a MAR message. The AAA server
authenticates the user and informs SIP server 2 of the result

Figure 6. Scenario I message flow.

C
olour

online,
B
&
W
in
print

SIPA: generic and secure accounting for SIPA. Tsakountakis, G. Kambourakis and S. Gritzalis

15Security Comm. Networks (2011) © 2011 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128



through a MAA message. SIP server 2 now constructs a
SIP 200 (OK) message and forwards it to the SIP UA via
SIP server 1. Finally, SIP server 2 contacts the AAA server
to request delivery of the user profile information through a
SAR message. The current user profile will be sent to SIP
server 2 through a SAA message.
Note that this scenario does not trigger any accounting

processes but the exchanged messages (i.e., MAR/MAA,
SAR/SAA) convey accounting-related information. More-
over, as shown in Figure 6, this scenario does not require
capabilities exchange by network elements prior to com-
munication. The aforementioned scenario allows us to as-
sess the overhead imposed from the augment of the
Diameter commands by adding accounting-related AVPs
to them. In this way, we determine if the additional cost
due to the creation, exchange, and process of our more
complex Diameter commands is significant.
The AAA server and SIP servers 1 and 2 reside in the

same 100-Mbps LAN, whereas the communication with
SIP UA is through the backbone network. The connection
is realized via a 1-Mbit ADSL connection with 1024-Kbps
maximum downlink and 256-Kbps maximum uplink
speed. An estimate of an average ping time between SIP
UA and SIP server 1 is 21.9ms, but this value can only
be considered as an indication.
The aforementioned scenario was executed 500 times,

and we captured the overall time required for the comple-
tion of the process starting from the creation of the SIP
REGISTER request and terminating the moment that the
Diameter SAA command is received by SIP server 2.
TableT5 V shows the recorded timings for each of the three
different configurations and each of the two different set-
ups. Apart from the mean delay, we have included in the
table the standard deviation of the taken measurements
and the 95% confidence interval. TableT6 VI presents the
same measurements but for the CPU workload produced
in the AAA server.
The results reveal that SIPA produces a minor time

penalty on the authentication procedure. For instance, we
witness an increment of �448ms (25.7%) in the average
authentication time when we use SIPA instead of the stan-
dard configuration. This extra overhead diminishes by
more than 50% (�198ms) when moving from the low-
end system configuration to the high-end one. This is not
the case for SIPA+, which seems to significantly increase
the imposed time penalty in the environment of the low-
end system configuration. Specifically, an increment of
�1728ms (99.1%) in the average authentication time is

witnessed when we use SIPA+ instead of the standard con-
figuration in the case of low-end system setup. A slighter
but still significant increment of about �1003ms (55%)
is also witnessed in the case of high-end system configura-
tion. In addition, standard deviation of all values remains
low, showing that their majority is spread near the mean
delay. Specifically, taking low-end configuration as exam-
ple, the standard deviation of all values for SIPA and SIPA
+ is �13.8% and 8.8% of the mean time, respectively. This
observation is further supported by the calculated 95%
confidence interval; for example, for the high-end system,
the overall authentication time for SIPA and SIPA+
remains near 2 and 2.8 s, respectively.
Overall, when estimating the time delay imposed by

SIPA and SIPA+ it is safe to say that the total time is cer-
tainly acceptable and does not impede overall operability
or performance in real-life scenarios. Keep in mind that
scenario I is probably the most time-consuming part of
the real-life operation circle for an AAA server and was
specially used here to represent a worst-case scenario.
Regarding the imposed resource consumption, both the

Diameter SIP application and SIPA implementations per-
form efficiently even in the case of low-end systems. On
the other hand, as expected, SIPA+ seems to perform better
in high-end systems and is thus regarded as CPU depen-
dent. This is due to queue management functions and fre-
quent data manipulation. More specifically, we witness
an increment of �4.96 (35.3%) and �5.21 (43.7%) when
we utilize SIPA instead of the standard configuration in
the case of low-end and high-end system configurations,
respectively. SIPA+ produces a penalty of �14.65
(104.2%) and �7.99 (67%), respectively. Nevertheless,
the overall performance in terms of resource consumption
is satisfactory, and we can argue that even relatively
weaker systems operating as AAA servers would be able
to cope with the new requirements imposed by SIPA and

Table V. Service time results for Scenario I (in ms).

Configuration

Low-end system High-end system

Mean time Standard deviation Mean time Standard deviation

Standard 1742.93� 18.74 213.76 1801.67� 17.40 198.51
SIPA 2191.35� 26.47 302.01 2000.05� 18.07 206.21
SIPA+ 3471.12� 26.74 305.12 2805.57� 17.95 204.73

Table VI. Central processing unit utilization (%) in
authentication, authorization, and accounting server for

scenario I. Q15

Configuration

Low-end system High-end system

Mean time
Standard
deviation Mean time

Standard
deviation

Standard 14.05� 0.16 1.87 11.91� 0.09 0.98
SIPA 19.01� 0.18 2.01 17.12� 0.20 2.32
SIPA+ 28.70� 0.18 2.08 19.90� 0.20 2.29

SIPA: generic and secure accounting for SIP A. Tsakountakis, G. Kambourakis and S. Gritzalis

16 Security Comm. Networks (2011) © 2011 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128



SIPA+. This remark is further validated by the calculated
standard deviation and confidence interval values. In sum-
mary, we can argue that the amendments and additions to
non-accounting functions (i.e., authentication) that the
SIPA system introduces do not have an inhibiting impact
on the authentication times and resource utilization.

6.2.2. Scenario II: evaluation of the accounting
procedure
The second scenario aims to evaluate the actual

accounting process and, most precisely, everything being
triggered by the exchange of the modified or entirely new
Diameter commands. Bear in mind that these are the
{ACR, ACA} and {ARR, ARA} (see Table III). FigureF7 7
depicts the network architecture used in this scenario.
The current scenario resembles a common accounting

incident involving several intra-domain and inter-domain
handoffs as the user receives service from different
network providers. Recall from Section 2 that, in such an
environment, the SIP server and the AAA client are co-
located in the same network node. The user initially regis-
ters to his home domain by connecting to AAA client 1
(SIP server 1), but sometime later, a handoff occurs, and
the user is attached to a foreign network (visited domain
1) through AAA client 2 (SIP server 2). Afterwards, an
intra-domain handoff occurs, and the user is attached to
AAA client 3 (SIP server 3). A new handoff takes place,
and the user is attached to a new foreign network (visited
domain 2) through the AAA client 4 (SIP server 4). The
scenario terminates when a last handoff happens and the
user is again attached to his home domain through the
AAA client 5 (SIP server 5). At each step, the user initia-
lizes a SIP call to another user who resides outside the cur-
rent network domain. For the sake of simplicity, we only

utilize predetermined call parameters, that is, call duration,
call recipient, and cost.
Furthermore, AAA server 1 inside the HN takes over

the role of the Root server, and AAA servers 2, 3, and
4 take over the role of Administrative servers 1, 2, and
3, respectively. AAA server 1 communicates with the
AAA server 2 through the backbone network. The con-
nection between the different network domains is real-
ized through a 1-MB ADSL line, that is, 1024-Kbps
downlink and 256-Kbps uplink maximum speeds. The
average ping time between the two sub-networks is
24.7ms, but again, this value can only be considered
as an indication.
Figure F88 presents the message flow between all the net-

work entities involved in this scenario. Note that we have
omitted several messages necessary in real-life network
operation (e.g., capabilities negotiation) as we focus solely
on accounting. The scenario begins when SIP server 1 dis-
patches an ACR message and terminates the moment that
Administrative server 1 receives the corresponding ARA
message.
During the execution of this second scenario, we only

measured the mean CPU workload produced in the AAA/
SIP servers in an effort to identify the overhead caused
by both SIPA and SIPA+. The scenario was also repeated
500 times. It is stressed that server time delay for this sce-
nario is not important because real-life network operators
implement complex batch accounting records transfer
schemes by dynamically adjusting a time window (i.e.,
how often the accounting records need to be transferred
between the involved domains). This is necessary in order
to reduce network bandwidth usage. Generally, as dis-
cussed in [35], batch transfer of accounting data is more
CPU and bandwidth efficient than real-time transfer, so
providers follow this tactic except in very special cases

Figure 7. Scenario II network architecture.
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where real-time (also referred to as on-line) accounting is
needed, e.g., due to the needs of credit limit checks.
Real-time accounting remains out of the scope of this pa-
per and is considered for future work. This means that
SIPA per se does not cope with real accounting. Instead,
this functionality, where needed, is delivered by standard
Diameter as normal.
FigureF9 9 gives a comparison of the mean CPU utiliza-

tion (%) between different configurations. The X-axis
represents the hardware configuration used by each cate-
gory of entities, whereas the Y-axis shows the mean per-
centage of utilization. In each point, we have also
included the corresponding confidence interval as error
bars. TableT7 VII shows the standard deviation for each

configuration/entity and the calculated 95% confidence in-
terval. Note that the table does not include any findings
recorded in the SIP UA side. This is because all the
corresponding operations in the SIP UA are straightfor-
ward and the results infer nothing important (i.e., the focus
is on accounting operations on the server side, and the cli-
ent simply consumes services).
Also note that the Standard configuration does not in-

clude support for the ARR and ARA commands and is thus
tested (logged) for messages 1 to 6 only. This means that
this configuration is not directly comparable with SIPA
variations, but in absence of any other literature results,
we decided to measure it as well in order to have at least
a rough comparison with SIPA.

Figure 8. Scenario II message flow.
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Figure 9. Comparison of mean CPU utilization (%) for scenario II.
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The results in Table VII reveal that, in case of high-end
system configuration, the CPU utilization remains at a con-
siderably low level. When low-end systems take the role of
the SIP UA, SIP, and AAA server(s), the workload
increases but not to an unacceptable level. The increment
is greater in the case of AAA servers (Root and Adminis-
trative servers) and smaller for AAA clients. For instance,
in the case of Standard configuration, we witness an incre-
ment of �2.38 (27.7%), �3.71 (36.2%), and �5.06
(50.8%) when we utilize low-end system configuration
for the AAA clients, Root server, and Administrative
servers, respectively.
Likewise, in the case of SIPA, the imposed penalty

when shifting from high-end to low-end system configura-
tion becomes more significant, that is, �7.64 (44.6%),
�13.68 (53.5%), and �15.81 (79.6%) for the AAA clients,
Root server, and Administrative servers, respectively. Nev-
ertheless, this penalization diminishes by �12% for every
entity in the case of SIPA+. In every case, however, such
results prove that our proposals are viable even in low-
end systems, which of course is not the case for modern
service providers.
Furthermore, SIPA+ also imposes similar overhead

penalties when we utilize low-end system configuration
instead of high end. At this point, it is very interesting
to assess the penalty imposed by the security mechanism.
Considering the low-end system configuration, the utili-
zation of SIPA+ instead of SIPA produces a penalty of
�5.94 (23.9%), �4.89 (12.4%), and �3.82 (10.7%) for
AAA clients, Root server, and Administrative servers,
respectively. In the case of high-end system configura-
tion, the respective values are �4.70 (27.4%), �7.41
(29.0%), and� 3.77 (19.0%). Although these differences
are significant, we can argue that these are not interdic-
tory, especially for high-end systems, to sustain.Q16 Stan-
dard deviation of all values in this scenario is
increased. Specifically, taking SIPA and Root server as
example, the standard deviation for both configurations
is �33.4% and 43.5% of the mean time, respectively.
Apart from casual instabilities of the ADSL connection,

this augment of standard deviation values can be
explained by the fact that, every time a new experiment
run initiates, Diameter initializes almost randomly several
accounting parameters (queue size, intervals, etc.). The
difference incurred by the random adjustment of these
parameters to the measured values of each run is more
noticeable in complex scenarios similar to this one. Cer-
tainly, in a real accounting environment, these para-
meters are fine tuned using information such as the
available network bandwidth and workload; this is not
possible however in controlled experiments because Di-
ameter does not allow to manually adjust these
parameters.
Generally, the overall performance in terms of resource

consumption is satisfactory, and we can safely say that
even relatively weak systems operating as AAA servers
would be able to cope with the new requirements imposed
by SIPA. Even SIPA+ that includes complex security pro-
cedures does not impose any serious penalties, and both
system configurations respond well to the new require-
ments. In conclusion, the findings from the two scenarios
prove the soundness and robustness of SIPA. Furthermore,
by delivering sound accounting results, we can argue that
the accounting extensions and the security add-on do not
include any inherent design flaws.

7. RELATED WORK

Several studies examine the coexistence of AAA and SIP,
but accounting as part of the AAA framework is usually
regarded of secondary importance; thus, most works do
not offer complete accounting schemes. Instead, the IETF
draft directions are followed, and network operators are
responsible to incorporate their proprietary accounting
extensions into their AAA system. However, in most
cases, these custom-built systems are not exactly compati-
ble with current AAA procedures and protocols. In addi-
tion, every change happening in the underlying
infrastructure may cause several minor or major

Table VII. Central processing unit utilization (%) for scenario II.

Configuration

Network elements

AAA clients 1 to 5 Root server Administrative servers 1 to 3

Low end High end Low end High end Low end High end

Standard

Standard deviation 7.45 2.99 7.90 5.82 8.04 3.69
Confidence interval (95%) 10.97� 0.65 8.64� 0.26 13.95� 0.69 10.24� 0.51 15.01� 0.70 9.95� 0.32
SIPA
Standard deviation 10.82 6.98 13.10 11.13 7.78 4.02
Confidence interval (95%) 24.76� 0.95 17.12� 0.61 39.21� 1.15 25.53� 0.98 35.65� 0.68 19.84� 0.35
SIPA+
Standard deviation 8.71 7.79 13.21 12.02 8.87 7.86
Confidence interval (95%) 30.70� 0.76 21.82� 0.68 44.00� 1.16 32.74� 1.05 39.47� 0.78 23.51� 0.69

SIPA: generic and secure accounting for SIPA. Tsakountakis, G. Kambourakis and S. Gritzalis

19Security Comm. Networks (2011) © 2011 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128



implications to the accounting system, especially to the
poorly designed ones.
Some recent studies focus on accounting systems capa-

ble of dealing with modern networks and future require-
ments. In [35], the authors build on top of an accounting
system earlier presented in [36] and provide the necessary
modifications to support accounting for session mobility in
a SIP environment. More specifically, the authors discuss
the required interaction between the signaling protocol
and the chosen accounting system in support of session
mobility in inter/intra-domain scenarios. However, the ac-
counting system presented in [36] does not specifically fo-
cus on SIP environments. Instead, it presents a generic
accounting system based on discrete accounting roles an
authentication, authorization, accounting, auditing, and
charging (A4C) server may have. The authors provide
Diameter extensions to implement the accounting system
and study handoffs inside an Administrative domain or
between different Administrative domains. In case the user
moves to a foreign Administrative domain, the same prin-
ciples apply and the accounting management treats the new
handoff as if it occurred inside the home Administrative
domain.
In [37], the authors proposed an AAA and billing solu-

tion in which VSPs provide their users with tokens con-
taining all the information that Internet access providers
need for verifying their authorization rights and activating
the accounting and billing procedures. A third provider,
named Guarantor, signs the tokens and supports account-
ing and billing mediation services. SIP is chosen as the
VoIP signaling protocol in use.
The work in [38] presents an accounting system based

on AAA infrastructure. The authors study different ac-
counting scenarios and elaborate on their analysis by
implementing a prototype. The accounting system dis-
cussed in this work is not specifically designed for SIP;
however, the authors also consider the case of a VoIP
SIP-based service.
Contrariwise to the aforementioned solutions, SIPA

does not require extra network elements or complex secu-
rity mechanisms to exist (i.e., a public key infrastructure).
At the same time, it can cope effectively with the most
complex accounting scenarios. SIPA chooses to distin-
guish inter-domain handoffs from intra-domain ones and
takes into careful consideration security and end-user pri-
vacy. Overall, as already pointed out, this is the first work
to offer the following: (i) a fully fledged NGN-aware SIP
accounting system, along with its performance evaluation,
and (ii) an open-source implementation of the SIP Diame-
ter application.
Last, we would like to make some clarifications re-

garding the relation of SIPA with IMS. IMS is built on
IMS SIP as a signaling protocol, which is an enhanced
version of SIP, incorporating several extensions as de-
scribed in [39]; Diameter as the AAA protocol; COPS
as the policy enforcing protocol, and others, including
MediaQ17 Gateway Control Protocol (MeGaCo or H.248),
Real-time Protocol, and Real-time Control Protocol.

Regarding Q18accounting, IMS depends on the default Di-
ameter and only adds the required functionality that
enables IMS nodes to convey accounting information.
More specifically, the IMS charging Diameter application
reuses default Diameter messages and introduces two
interfaces namely Rf and Ro [40] used for off-line and
on-line charging, respectively. These interfaces enable
the IMS nodes to communicate inside the IMS environ-
ment and respond to accounting queries upon reception
of SIP messages. This means that accounting in the
IMS architecture is performed according to the default
Diameter specifications and thus retains the same weak-
nesses that we have pointed out in this work. On the
contrary, our work enhances the default Diameter ac-
counting functionality and thus may be used in the con-
text of IMS. That is, because SIPA is built over SIP and
IMS also utilizes an enhanced version of the same proto-
col, SIPA could support the requirements of IMS. In
fact, our implementation of the accounting system
focuses on a generic and adaptable framework capable
to service IMS installations as well as less disciplined
NGN IP-based proprietary configurations, for example,
by supporting additional protocols and setups. It is im-
portant to note that such loose configurations are more
commonly deployed in real-world scenarios at the
moment.

8. CONCLUSIONS

As service providers try to continuously adapt to the
multi-domain heterogeneous wireless environment and
the increased competition and market challenges, they
require a flexible and robust accounting system that will
be able to cope with the fast-evolving market demands
and enable them to accurately bill for next generation
services. In this context, traditional accounting systems
are proved insufficient to deal with modern services,
the many-to-many relationship model between network
providers, the accumulation of non-correlated data dis-
tributed across a large number of systems, and the het-
erogeneity of the wireless network terrain.

This paper studies the introduction of a complete and
generic accounting system inside a VoIP realm. We
choose SIP because it is considered the predominant pro-
tocol for NGN. In this context, we elaborate on our pre-
vious work by presenting SIPA, which incorporates all
the necessary functionality to deliver proper billing for
SIP services. The SIPA Diameter application comes into
two flavors the standard one and SIPA+, which delivers
increased security features. SIPA relies on the current
AAA architecture and utilizes Diameter as the default
AAA protocol and SIP as the VoIP protocol in charge.
A prototype is constructed and a test bed is designed
to allow us to determine the performance penalties im-
posed by both SIPA and SIPA+. Extensive experimenta-
tion infers that the proposed solution is sound, is robust,
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and can be easily implemented in real-life network
architectures.
Future work aims to thoroughly study the security of

the AAA SIP coexistence and to address open topics
such as user location privacy in inter-domain handoffs
and support for real-time credit-control applications.
Moreover, despite that our Diameter application
and extensions require a minimal extra computing time
on the involved AAA servers, we will analyze the
behavior of SIPA and SIPA+ under stress, that is, hav-
ing a large number of clients requesting SIP services
from servers.
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