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Security Analysis of the Song-Mitchell Authentication Protocol for
Low-cost RFID Tags

Panagiotis Rizomiliotis, Member, IEEE, Evangelos Rekleitis, Student Member, IEEE,
and Stefanos Gritzalis, Member, IEEE

Abstract—In this paper, we describe an attack against one of
the most efficient authentication protocols for low-cost RFID tags
recently proposed by Song and Mitchell. A weak attacker, i.e. an
attacker that has no access to the internal data of a tag, is able
to impersonate a legitimate reader/server, and to desynchronize
a tag. The attack is very efficient and has minimal computational
complexity. Finally, we propose a simple solution to fix the flaw.

Index Terms—Cryptography, security, protocol.

I. INTRODUCTION

LOW-COST Radio Frequency Identification (RFID) tags
will probably constitute the most pervasive device in

history. Supply-chain management, inventory monitoring, pay-
ment systems, are only a few of the applications where RFID
tags are used.

In most applications, many security and privacy threats
arise from the use of wireless communications, thus there is
much interest in deploying cryptographic mechanisms for tag
authentication. In general, it is well studied how to design
authentication protocols based on standard cryptographic al-
gorithms. On the other hand, maintaining the cost of tags as
low as possible, institutes space, as well as, peak and average
power consumption limitations. These limitations force the tag
designers to exclude almost all known authentication protocols
based on standard cryptographic algorithms, making the need
for new lightweight authentication protocols imperative.

Several lightweight authentication protocols have been pro-
posed in the last few years for low-cost RFID tags ([1], [2],
[3]). One such protocol, that seems to outperform previous
proposals, in terms of security and performance, was intro-
duced by Song and Mitchell in [4]. The authors in [4], provide
a detailed analysis of the protocol in terms of security and
privacy. Security threats are classified into weak and strong
attacks. Weak attacks can be realized just by monitoring and
manipulating the communication between a tag and a reader.
In strong attacks the malicious user manages to compromise
a legitimate tag, obtain access to its internal data and clone
the tag.

In this paper, we present an attack against the Song-Mitchell
protocol. More precisely, we show that, in antithesis to the
security analysis presented in [4], a weak attacker can mount
a reader/server impersonation attack against the tag. We also
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show that this attack can be combined with a denial of service
attack, leading to the permanent desynchronization of the tag.
Another security analysis of the same protocol appears in [5].

II. THE SONG-MITCHELL AUTHENTICATION PROTOCOL

The protocol makes use of a hash function, a keyed hash
function, used as a message authentication code (MAC), and
a pseudorandom number generator. The following notation is
used throughout the paper:
h A hash function
fk A keyed hash function
N The number of managed tags
l The bit-length of a tag identifier
Ti The i-th tag, where 1 ≤ i ≤ N
Di Information about the tag stored in the database
ui A string of l bits assigned to Ti

ti Ti’s l-bit identifier; ti = h(ui)
xnew The new (refreshed) value of x
xold The most recent value of x
r A random string of l bits
⊕ XOR operator
← Substitution operator
x� y Right circular shift operator, rotates all bits of

x to the right by y bits
x� y Left circular shift operator, rotates all bits of x

to the right by y bits
∈R The random choice operator, randomly selects

an element from a finite set using a uniform
probability distribution

Every tag has a unique initiator, which creates and maintains
security parameters for the tag as follows. For each new
tag, the initiator, e.g. the tag owner, has to assign an l-bit
string ui to each tag Ti it manages. He then computes the
hash value ti = h(ui) and stores it on tag Ti’s internal
memory; l should be large enough to assure that an exhaustive
search to find ui and ti is computationally infeasible. The
initiator manages a repository that stores for each tag the
entry [(ui, ti)new , (ui, ti)old, Di], that is, the current and the
immediately previous tag identity pair (ui, ti) and the tag’s
information Di. When first initialized (ui, ti)new holds the
initial values and (ui, ti)old is set to null.

The authentication process consists of 8 steps (Fig. 1). We
assume that the reader communicates with the server over a
secure channel, while the tag and the reader communicate over
an insecure channel.

1) The reader generates a random bit-string, r1 ∈R {0, 1}l
and sends it to tag Ti.

2) The tag Ti generates a random bit string r2 ∈R {0, 1}l,
that it uses as a session secret and computes M1 =
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Server Reader Tag Ti

[(ui, ti)new, (ui, ti)old, Di] [ti]
r1 ∈R {0, 1}l

r1−−− →
r2 ∈R {0, 1}l

M1 = ti ⊕ r2

M2 = fti(r1 ⊕ r2)
M1,M2,r1← −−− M1,M2← −−−

Search for a value ti for which
r2 ← M1 ⊕ ti and M2 = fti(r1 ⊕ r2)
M3 = ui ⊕ (r2 >> l/2)

Di,M3−−− → M3−−− →
ui(old) ← ui ui ← M3 ⊕ (r2 >> l/2)

ti(old) ← ti h(ui)
?
= ti

ui(new) ← (ui << l/4) ⊕ (ti >> l/4) ⊕ r1 ⊕ r2 ti ← h((ui << l/4) ⊕ (ti >> l/4) ⊕ r1 ⊕ r2)
ti(new) ← h(ui(new))

Fig. 1. The Song-Mitchell authentication protocol.

ti ⊕ r2 and M2 = fti(r1 ⊕ r2), which it sends to the
reader.

3) The reader forwards M1, M2 and r1 to the backend
server.

4) The server searches among its stored tag identity pairs
— both new and old — for a ti for which r2 ←M1⊕ti
and M2 = fti(r1 ⊕ r2) both hold. If no suitable ti is
found the server sends an error message to the reader
and the protocol stops.
If ti is found among the (ui, ti)old pairs, then the server
assumes that the tag failed to complete properly the most
recent authentication session and hence didn’t update it’s
id. It thus sets (ui, ti)new ← (ui, ti)old and continues
with the protocol as normal.

5) Having found the corresponding ti, the server computes
M3 = ui ⊕ (r2 � l/2) and sends it to the reader along
with Ti’s stored information Di.

6) The server updates (ui, ti)old to (ui, ti)new and sets
ui(new) ← (ui � l/4) ⊕ (ti � l/4) ⊕ r1 ⊕ r2 and
ti(new) ← h(ui(new)).

7) The reader sends M3 to the tag.
8) The tag sets ui ← M3 ⊕ (r2 � l/2) and checks if

h(ui) = ti holds. If the check is successful it updates
ti to h((ui � l/4)⊕ (ti � l/4)⊕ r1 ⊕ r2) . Otherwise
ti remains the same.

III. ANALYSIS OF THE ATTACK

In [4], the security analysis indicates that the proposed
protocol is secure against denial of service (DoS) attacks from
weak attackers and, against server impersonation attacks when
the attacker is weak and, under certain conditions, when the
attacker is strong. For the DoS attack, the protocol is designed
in such a way that it can regain synchronization when it is lost.
More precisely, a weak attacker can prevent the third flow
— that is message M3 — from reaching the tag and thus,
causing the shared secrets of the server and the tag to get out
of synchronization; inasmuch as the server will refresh the pair
ui and ti, but the tag Ti will keep its current ti. Nevertheless,
due to the fact that the server maintains both the old and the
new value of ui and ti, for each tag Ti in its database, it is
possible to resynchronize with the tag in such a situation.

A server impersonation attack is successful when the at-
tacker can create a valid M3 message. In [4], it is claimed
that a weak attacker, by only eavesdropping messages from
legitimate executions of the protocol or interrupting such
executions, can not create such an M3 message. Even a
strong attacker, who has compromised ti, cannot create such a
message, unless he also has access to all exchanged messages
during a protocol run, in which case he can compute the next
refreshed ui value. That is, the protocol resists such an attack
on the assumption that an adversary does not have access to
at least one of the values r1, M1 and M3 in an authentication
session, that is performed between a legitimate server and a
tag, for which the attacker knows the secret ti.

In the rest of the section, we present an attack where a
weak attacker can impersonate a server and desynchronize
permanently the tag, without compromising the secret ti.

A. Prerequisites

• The attacker must be able to eavesdrop on the commu-
nication between the tag and the reader. More precisely
he must be able to intercept message M1 sent from the
tag to the reader and message M3 sent from the reader
to the tag.

• The attacker must be able to disrupt the communication
between the reader and the tag. More precisely he must
be able to prevent message M3 from reaching the tag.

Both prerequisites are in accordance with the assumptions
made for the weak attacker scenario ([4]).

B. Attack steps

a) Phase 1:

1) A normal authentication session takes place. The at-
tacker is able to sniff the exchanged message M1.

2) When the authentication protocol reaches step 5, the
attacker eavesdrops message M3 sent by the reader and
prevents the tag from receiving it.

At the end of the first phase, the secret ti stored in the tag
remains unchanged, while the server has updated his own
with ui(new) ← (ui � l/4) ⊕ (ti � l/4) ⊕ r1 ⊕ r2 and
ti(new) ← h(ui(new)), where r1 and r2 are the random
bit-strings used in the session. Of course, the old values
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Attacker Tag Ti

[M1, M3] [ti]
r′1 ∈R {0, 1}l

r′
1−−− →

r′2 ∈R {0, 1}l

M ′
1 = ti ⊕ r′2

M ′
2 = fti(r

′
1 ⊕ r′2)

M′
1,M′

2← −−−
M ′

3 ← M3 ⊕ ((M1 ⊕ M ′
1) >> 2)

M′
3−−− →

ui ← M ′
3 ⊕ (r′2 >> l/2)

h(ui) = ti

ti ← h((ui << l/4) ⊕ (ti >> l/4) ⊕ r′1 ⊕ r′2)

Fig. 2. Phase 2 of proposed attack.

ti(old) = ti and ui(old) = ui are retained to resist this loss
of synchronization. In addition, now the attacker possesses
messages M1 = ti ⊕ r2 and M3 = ui ⊕ (r2 � l/2).
Before a new legitimate authentication session takes place,
the attacker initiates a new session, impersonating a legitimate
reader/server.

b) Phase 2:
1) The attacker generates a bit string r′1 ∈R {0, 1}l, and

sends it to the tag.
2) The tag (Ti), generates a random bit-string r′2 ∈R

{0, 1}l, computes M ′
1 = ti ⊕ r′2 and M ′

2 = fti(r1 ⊕ r′2)
and sends M ′

1 and M ′
2 to the attacker.

3) The attacker uses the previously eavesdropped message
M1 to compute M1 ⊕ M ′

1 = ti ⊕ r2 ⊕ ti ⊕ r′2 =
r2 ⊕ r′2. Subsequently he uses the previous message
M3 to compute M ′

3 = M3 ⊕ ((M1 ⊕ M ′
1) � l/2).

It is straightforward to verify that M ′
3 = ui ⊕ (r2 �

l/2) ⊕ ((r2 ⊕ r′2) � l/2) = ui ⊕ (r′2 � l/2). The
attacker transmits M ′

3 to the tag.
4) The tag sets ui ← M ′

3 ⊕ (r′2 � l/2) and checks that
h(ui) = ti holds. The check succeeds and the tag sets
ti ← h((ui � l/4)⊕ (ti � l/4)⊕ r′1 ⊕ r′2).

After the completion of Phase 2 (see Fig. 2), the new secret
of the tag is

t′i = h((ui � l/4)⊕ (ti � l/4)⊕ r′1 ⊕ r′2).

For (r′1 ⊕ r′2) �= (r1 ⊕ r2), we have that t′i �= ti(new) and
t′i �= ti(old). That is, the tag has lost synchronization. For a
randomly chosen r′1, we have that (r′1 ⊕ r′2) �= (r1 ⊕ r2) with
probability 1 − 2−l, thus, the attack will be successful with
almost certainty.

IV. COUNTERMEASURES AND CONCLUSION

In order to mend the protocol, one needs to alter at
least one of the messages M1 and M3 adding nonlinearity.
Considering the hardware limitations, we will reuse one of
the already implemented primitives, and more precisely the

implemented keyed hash function. Further, scalability is one
of the necessary properties that the reader-server site must
possess; that is, it should be able to handle increasing amounts
of work in, as the tag population grows.

From the description of the protocol, the server must extract
the random bit-string r2 from message M1 approximately N/2
times, (for half the tags on average), in order to find the
correct tag; therefore, we must keep this operation as simple
as possible. On the other hand, the computation of M3 is
performed only once.

Taking the above into consideration, we propose the fol-
lowing modification. The server computes M3 = fr2(ui)
and the reader transmits M3 to the tag. The tag computes
fr2(h(ti)), and compares it with the received message. If the
two messages are identical the tag authenticates successfully
the server.

Compared with the original authentication protocol by Song
and Mitchell, our proposal requires one more execution of the
keyed hash function from the tag and one from the server,
while the storage requirements remain the same.

The resistance against denial of service attacks relies on the
storage of older values of the secrets ti and ui in the server’s
database, as in the original protocol.

REFERENCES

[1] D. Molnar and D. Wagner, “Privacy and security in library RFID: issues,
practices, and architectures,” in Proc. 11th ACM Conference on Computer
and Communications Security, pp. 210–219, New York, NY, USA, 2004.

[2] D. Henrici and P. Müller, “Hash-based enhancement of location privacy
for radio-frequency identification devices using varying identifiers,” in
Proc. 2nd IEEE Annual Conference on Pervasive Computing and Com-
munications Workshops, p. 149, Washington, DC, USA, 2004.

[3] S. Karthikeyan and M. Nesterenko, “RFID security without extensive
cryptography,” in Proc. 3rd ACM Workshop on Security of Ad Hoc and
Sensor Networks, pp. 63–67, New York, NY, USA, 2005

[4] B. Song and C. J. Mitchell, “RFID authentication protocol for low-cost
tags,” in Proc. First ACM Conference on Wireless Network Security,” pp.
140–147, New York, NY, USA, 2008

[5] T. van Deursen and S. Radomirovic, “Attacks on RFID protocols,” in
IACR eprint archive 2008/310, July 2008.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


