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Abstract 

Wireless sensor networks are expected to make a 
significant contribution in the healthcare sector by 
enabling continuous patient monitoring. Since medical 
services and the associated to them information are 
considered particularly sensitive, the employment of 
wireless sensors in medical environments poses many 
security issues and challenges. However, security services 
and the underlying key management mechanisms cannot 
be seen separately from the efficiency and scalability 
requirements. Network clustering used in both routing 
and group key management mechanisms can improve the 
efficiency and scalability and therefore can also be 
envisioned in medical environments. This paper 
introduces a general framework for cluster-based 
wireless sensor medical environments on the top of which 
efficient security mechanisms can rely. We describe two 
different scenarios for infrastructure and infrastructure-
less application environments, covering this way a wide 
area of medical applications (in-hospital and medical 
emergencies). We also examine the existing group-key 
management schemes for cluster-based wireless networks 
and discuss which protocols fit best for each proposed 
scenario. 
 
 
I. INTRODUCTION 
 

Wireless Sensor Networks (WSN) are expected to 
make a significant contribution in the healthcare sector, 
by enabling continuous patient monitoring. This improves 
the quality of medical care provided, and facilitates 
patients’ every day living by allowing them to move and 
carry out their normal day activities while their vital sign 
data are continuously being monitored by stationary or 
mobile health care givers. 

WSN can be deployed in various medical realms such 
as inside hospitals for monitoring patients, hospital staff 

and doctors, home monitoring and long-term assistive 
living to help, e.g. elderly or disabled people throughout 
their every day activities. Sensor driven monitoring may 
be proved extremely valuable in medical emergencies, 
where an on-demand medical unit is formed, in an ad hoc 
manner near the location where an incident has occurred, 
say an accident, physical disaster etc, in order to provide 
primary medical aid and treatment to the victims. In this 
case wireless sensors can be used to monitor patients’ 
physical condition and transfer in real time vital sign data 
to the corresponding hospital, emergency center or 
directly to individual doctors. 

In general, every informative system deployed in 
medical premises must comply with the following well 
known security requirements: confidentiality, integrity, 
availability, authentication, privacy, non-repudiation, 
authorization and accountability. A great emphasis though 
is placed in preventing cases that can put patients’ life in 
danger, like altering monitored information or causing a 
Denial of Service (DoS). Therefore, authenticity, 
confidentiality and integrity of sensitive medical 
information as well as availability of medical applications 
need to be ensured. Privacy is also of paramount 
importance, ensuring that medical information is available 
only to authorised users. 

Given that medical services and the associated to them 
information are considered particularly sensitive, the 
employment of wireless sensors in medical environments 
poses many security issues and challenges. By nature, 
WSN are vulnerable to a number of threats identified in 
[1] and [2]. This is mainly due to the openness of the 
wireless medium, the anonymous (semi)uncontrolled 
terrain between various endpoints from the one hand, and 
native sensors’ limitations to processing power and 
energy reserves that prevent them from employing strong 
cryptographic methods from the other. Moreover, in 
contrast to traditional WSN which employ stationary 
nodes, base stations (i.e. some sort of infrastructure) and 
transmit data at relatively low data rates, health 
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monitoring requires higher data rates, reliable 
communication and multiple mobile receivers. For 
instance, Personal Digital Assistance (PDA) devices 
carried by caregivers. 

In order to deal with the increased security 
requirements of medical environments, authentication and 
encryption are necessary. However, this implies that 
effective key management mechanisms must be 
employed. Additionally, efficient ways that those keys are 
distributed and managed between the sensor nodes should 
be established. Bearing in mind that in medical 
environments and WSN in general, a number of 
intermediate nodes participate in the data path, a group 
key management scheme is usually needed for secure 
routing and packet forwarding. 

The main issue here is that existing key management 
mechanisms designed for fixed networks are not suitable 
for the constrained capabilities of wireless sensors. This is 
obvious when considering the nature of such 
environments, i.e. nodes mobility, frequent topology 
changes and scalability needs. Therefore, when dealing 
with WSN more efficient mechanisms in terms or energy 
resources management and scalability need to be 
examined.  

Currently, one of the proposed architectures for 
efficient resource management of wireless networks is 
clustering. Clustering is ideal for large-scale environments 
and time-critical applications compared to the multi-hop 
model and can be particularly efficient in one-to-many, 
many-to-one, one-to-any and one-to-all fashioned 
communication. The use of cluster-based approaches 
optimizes network bandwidth and service discovery while 
addressing the needs for scalability at the same time. 
Moreover, several cluster-based group key management 
mechanisms have been proposed so far ([3], [4]) and they 
are considered to be more efficient from similar but 
traditional schemes. 

In this context, many modern applications for medical 
environments assume that the underlying sensors network 
is cluster-based but they do not specifically focus: (a) on 
how clustering is applied to those medical realms and (b) 
how key management mechanisms can fit and be 
particularly effective on top of the clustered network. 

In this paper we study how the cluster-based approach 
can be profitably utilized in medical sensor environments 
in order to deal with the aforementioned security 
requirements and limitations. More specifically, we 
propose two different scenarios based on whether the 
medical environment is infrastructure or infrastructure-
less. This distinction fully covers the varying needs of 
both in-hospital environments and environments formed 
ad hoc for medical emergencies. After that, we examine 
the existing group-key management schemes for cluster-
based networks and discuss which protocols adapt best for 
each one of the proposed scenarios. Our analysis 

particularly focuses on cluster-based medical 
deployments. 

The rest of this paper is organized in 4 sections, as 
follows: next section presents the currently proposed 
cluster-based approaches for WSN and ad hoc networks 
and identifies previous work for the case of medical 
environments. In Section III we describe two different 
cluster-based scenarios for medical domains. Section IV 
examines the existing group-key management schemes 
for cluster-based networks. Section V concludes the paper 
and gives pointers to future work. 

 
II. CURRENTLY PROPOSED CLUSTERING 
MECHANISMS 
 

Clustering in wireless sensor networks was originally 
introduced by [5]. In this work, a hierarchical cluster-
based protocol was proposed as a more efficient method 
in terms of energy consumption. A cluster-based WSN is 
divided into smaller groups called clusters. A node is 
chosen within each cluster to be the cluster-head, also 
known with the terms master or leader, and relay data to 
the actual gateway. Cluster-heads collect data from 
cluster-members and usually perform aggregation and 
smart filtering functions before forwarding them to the 
gateway or to other cluster-heads. Nodes within a cluster 
group do not communicate directly with the gateway or 
the sink node, as in flat networks, but use cluster-heads to 
relay data towards the gateway. Clusters may be formed 
in a hierarchical or multi-hop way and may be 
overlapping or not. A special form of clusters called a 
clique is formed when all nodes within the same cluster 
are at one-hop distance from each other. 

Clusters are classified into homogeneous and 
heterogeneous based on whether all nodes have similar 
capabilities or not. This means that cluster-heads may be 
either nodes with similar capabilities with the cluster 
members, or more powerful and less energy constrained 
nodes. The first case requires that cluster-heads change 
periodically, according to various criteria and algorithms 
in order to avoid partial energy exhaustion of the network. 
In the latter case we can assume that cluster-heads in the 
network remain stable and can perform more energy 
consuming functions. 

Clustering has been used in medical environments in 
various applications and for many purposes. For example 
in [6] clusters are created based on an infrastructure that 
uses the base station to elect the leaders of the clusters. In 
[7] clusters are formed ad hoc to accommodate 
emergency situations. In [8] the authors have applied their 
location-aware group membership middleware in an e-
care scenario where cluster heads are responsible to send 
user information to the new groups the user joins while he 
is on the move. In medical environments, location 
awareness can help in tracking the nearest specialist to the 
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location of the patient. In [9] a 3G telemedicine 
application is proposed based on energy-efficiency 
mechanisms in large-scale and a multi-class admission 
mechanism. They use super-sensors as cluster-heads to 
query sensors for medical data and perform data 
aggregation, filtering and compression and forward them 
towards the medical center. Clustering is based on the 
Zone Routing Protocol (ZRP). 

For security purposes [10] assumes that every patient 
forms a different cluster and the cluster coordinator is a 
special entity called PSP (Patient Security Processor) that 
not only relays data to the gateway but is also responsible 
for the distribution of the symmetric key needed for 
encryption. Moreover, [11] and [12] describe two 
mechanisms for cluster-based key management for 
medical applications. The first one proposes a re-keying 
mechanism for tree-based networks while the latter 
proposes a cluster-based group key management 
mechanism for wireless networks. They apply this 
mechanism in a medical environment and use a bottom-up 
approach to specify and distribute group keys. 

Our approach differs from the aforementioned previous 
works in that it introduces a general framework (not case-
oriented) for cluster-based medical environments on top 
of which security mechanisms can rely. Designing a 
general framework that has already provisioned the 
requirements and constraints of the application 
environment is essential because the mechanisms that will 
be built on top of this framework can explore the benefits 
of efficiency, scalability and performance. 

 
III. OUR PROPOSAL FOR CLUSTERING ON 
MEDICAL ENVIRONMENTS 
 

In order to examine how clustering architectures can be 
employed in medical domain, first we need to focus on a 
specific medical environment, since it is obvious that 
different deployment scenarios may have different 
requirements. For example, in-hospital premises usually 
dispose of some fixed gateways which provide access to a 
wired infrastructure. On the contrary, in medical 
emergencies usually sensors are deployed in an ad hoc 
manner and therefore are usually considered to be mainly 
infrastructure-less. As a result, in the following we 
propose two different scenarios, based on whether the 
medical environment is infrastructure or infrastructure-
less. 

For the first scenario we consider a hierarchical 
network with cluster-heads. This scenario is more suitable 
for environments where we can have some more powerful 
nodes which can play the role of cluster-heads. 
Consequently, we consider that cluster-heads are fixed 
and energy consumption is not an issue for them. If a 
cluster-head goes out of service another node can replace 
it for the specific cluster or a reorganization of the clusters 

can be triggered, into clusters affording bigger signal 
radius. For these reasons, this scenario is more suitable 
for in-hospital environments where we can assume or 
implement a basic infrastructure, that is a wired network 
backbone and some fixed powerful gateways, placed 
throughout the hospital area in order to provide full 
coverage for wireless access. 

 

 
Fig. 1. Cluster-based architecture for scenario I 

 
We can then logically break the hospital sensor 

network into clusters, based on their geographical 
location, having for example one cluster per one or more 
neighboring rooms and one or more clusters for the 
external area of the hospital. By following this grouping 
helps us avoid frequent topology changes each time a 
patient roams within the boundaries of her cluster. If the 
patient is transferred to another area, for example in 
different building or floor, she will sign out of her cluster 
and automatically join another one. The proposed 
architecture for this scenario is presented in Figure 1. 
Clusters’ number and size may vary according to the size 
of the hospital, the different units and the number of 
sensors as well as the number of fixed-nodes or cluster-
heads available and their level of wireless coverage. 

Cluster members communicate with their cluster-heads 
every time they need to transfer data. Communication 
between each node and the cluster-head is typically one-
hop. The cluster-head will collect those data from all 
nodes and forward them towards the central database. 
Additionally, the cluster-head can perform aggregation of 
the collected data or might also filter data and forward 
them to the central database only if the values are out of 
certain predefined limits (i.e. normal values). This method 
eliminates even more the amount of data in transit 
improving resource usage too. Figure 2 depicts the 
architecture of such a scenario and how the data is relayed 
to the gateway. 
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Fig. 2. Cluster organization for scenario I 
 

For the second scenario we assume that there aren’t any 
powerful nodes to be the cluster-heads. In this scenario, 
sensors can be dynamically grouped into clusters. Clusters 
can be overlapping or not. Every time a node has some 
information to transmit the node closer to the gateway 
(best path) is selected as the leader. The leader can either 
forward data straight to the gateway if it is located nearby, 
or forward the data via the leaders of adjacent clusters 
located near the gateway. To do so the leader must 
implement a multi-hop routing scheme like the one 
proposed in [13]. Communication between each node and 
the leader might also be multi-hop. The proposed 
architecture for this scenario is presented in Figure 3. 

 

 
Fig. 3. Cluster-based architecture for scenario II 

 
Having in mind that the sensors’ location may change 

very often, the leader responsibility will be automatically 
assigned to the node that is located closest to the gateway 
or to the leaders of neighboring clusters located near the 
gateway. Figures 4 and 5 illustrate the way data is 
transferred to the gateway and an indicative topology for 
this scenario for the case of overlapping and non-
overlapping clusters. This architecture is more suitable for 
medical environments where there is no full coverage or 

no fixed infrastructure at all, as is the case of medical 
emergencies. 

 

 
Fig. 4. Cluster-based architecture for scenario II 
(non-overlapping clusters) 
 

 
Fig. 5. Cluster-based architecture for scenario II 
(overlapping clusters) 

 
The two aforementioned scenarios both take advantage 

of cluster-based approaches but do have significant 
differences. The first solution assumes an existing 
infrastructure, e.g. a number of fixed APs that provide full 
wireless coverage of the hospital area or some more 
powerful nodes that remain stable and might also have 
continuous power supply, or simply be less energy 
constrained. On the other hand the sensors used in this 
scenario can be unsophisticated without special 
processing capabilities and therefore cheap, since they 
need only to transfer the collected data to the 
corresponding cluster-heads. 

The second scenario on the other hand does not require 
an existing infrastructure deployed beforehand since 
clusters can forward data to other clusters similarly to 
multi-hop techniques, in order to reach the gateway. The 
leaders are responsible for relaying data to the gateway 
directly or via a number of intermediate leaders. The 
leader is dynamically selected according to its proximity 
to the gateway. This means that all nodes can and should 
be able to potentially become leaders. As a result, nodes 
need to have some computing power, and to be more 
sophisticated and more expensive than the ones employed 
in the first scenario. 

In both scenarios, users’ mobility may force them to 
leave their cluster and join a new one. The join procedure 
is triggered every time a node enters in the coverage area 

932932932



of a new cluster. This implies that the underlying cluster-
based routing algorithms need to adjust to this new 
topology and the group key management mechanisms will 
have to invoke re-keying procedures in order to assure 
backward secrecy and prevent the new nodes from 
accessing previous group communication. A similar 
procedure, namely leave, is triggered every time a node 
exits the coverage area of a cluster. In this case, group key 
management mechanisms will have to assure forward 
secrecy and prevent past cluster-members from accessing 
future communication. Group key management 
mechanisms should also cope with the case when the 
node that leaves the cluster is the leader. Dealing with the 
group key management, we assume that clusters located 
on the same floor use the same group key. We have 
chosen this approach instead of using a different group 
key per cluster, so that the displacement of patients within 
a small range not exceeding the boundaries of the floor 
where their rooms are located, will not affect group-key 
management. Therefore, re-keying procedures will not be 
triggered every time a node joins or leaves a cluster. 
 
IV. GROUP-KEY MANAGEMENT 
 

Group key management mainly includes activities for 
the establishment and the maintenance of a group key. A 
secret key for data encryption must be distributed with a 
secure and efficient way to all members of the group. 
Potentially, group key establishment is more suitable than 
pairwise key establishment as devices do not waste 
energy every time they wish to communicate with another 
device by establishing a new shared secret key. 

In group key agreement protocols, all the nodes of the 
group collaborate and finally form a shared secret key. 
Key distribution techniques require a central authority or 
an on-line Trusted Third Party (TTP) to distribute the 
session keys which is not usually a realistic scenario in 
wireless ad hoc networks. 

Group key establishment can be either centralized or 
distributed. In the first case, a member of the group is 
responsible for the generation and the distribution of the 
key. In distributed group key establishment all group 
members contribute to the generation of the key. Clearly, 
the second approach is well suited for ad hoc networks 
because problems with centralized trust and the existence 
of single point of failure can be avoided. 

Most of the traditional group key management 
protocols reported in the literature can not cope with the 
dynamic nature and limitations of wireless ad hoc 
networks. In particular, the well known protocols 
appeared in [14], [15], [16] are efficient for wired 
networks but they can't be directly applied to ad hoc 
wireless networks. However, by organizing the nodes of 
the network hierarchically based on their relative 
proximity to one another and allowing the formation of 

small subgroups, this situation can change. 
It has been proved in several works (e.g. [3], [4]) that 

clustering can improve the performance of traditional 
group key agreement protocols. In particular, in most of 
the cluster-based key agreement schemes, a general key 
agreement protocol is applied in every cluster and then the 
clusters' keys are used by the same or another key 
agreement mechanism to form the final group key.  

In the context of this paper, we will propose the usage 
of several cluster-based key agreement protocols for our 
two different scenarios already discussed in section III, 
giving an abstract description for each one of them. 

In the first scenario, a backbone network can be formed 
by the more powerful cluster-heads. We can follow two 
approaches: top-down or bottom-up. That is, in the first 
approach the cluster-heads can collaborate in order to 
construct a secret group key and then distribute it to their 
cluster members (e.g. as in [12]). In the bottom-up 
approach, a group key agreement protocol is applied in 
every cluster and then the different cluster keys are used 
in the backbone network for the establishment of the total 
group key. This can be achieved by either a group key 
agreement protocol in the backbone nodes [3], [4] or by 
using a protocol for cluster merging [17]. 

In our second scenario for medical environments, there 
is no backbone network or more powerful nodes. All 
nodes have equivalent resources and are organized in 
overlapping or non-overlapping clusters. Suppose that the 
clusters are put in several levels according to their 
distance from the gateway and that the root cluster is the 
closest cluster to the gateway. In order to construct a 
secret group key for the whole structure in the case that 
we have overlapping clusters, every cluster in the last 
level can generate a cluster key and then the nodes which 
belong also to the upper level can use it to form a key 
with the clusters of this level and so on until we reach the 
root cluster. Then, the group key constructed in the root 
cluster can be forwarded to the other clusters [18], [19]. 
The non-overlapping case can be considered as a special 
case of the overlapping one if we consider that the nodes 
which connect one cluster with another can form a 
separate, new cluster on their own. A different approach 
for this case will be the creation of different keys in every 
cluster and then a protocol for merging clusters [17] can 
be used for the construction of the final group key. 

 
V. CONCLUSION AND FUTURE WORK 
 

As WSNs have highly penetrated into the medical 
sector in a great degree due to their low cost, easy 
administration, flexibility etc the security issues namely 
confidentiality, integrity and availability need also to be 
confronted. Without doubt, security cannot be seen 
separately from the corresponding requirements for 
efficiency and scalability. Under these circumstances, 
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security mechanisms should also consider patients’ 
mobility owing to be efficient and scale well every time 
new nodes join or leave the network. For security 
purposes, we also have to rely on some group-key 
management mechanisms. 

Clustering solutions in terms of both routing and 
cluster-based group key management deal with the 
requirements for efficiency and scalability and therefore 
can also be envisioned in medical environments. In this 
context we have examined the cluster-based approach for 
the medical sector and proposed two different scenarios 
for in-hospital and e-emergency environments. We have 
also discussed group-key management schemes that can 
be profitably applied in our two scenarios. 

As a future work we will further elaborate on WSN 
group-key agreement mechanisms in the context of the 
proposed scenarios. Specifically, our goal is to 
investigate, specify and evaluate key agreement 
mechanisms that will be custom tailored and thus 
particularly profitable to medical applications. 
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