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collected, processed and retained by Governmental Service Providers without the
users being aware to whom, for what purpose and for how long their personal datad
released to.

This situation has raised users’ concerns regarding data privacy, data di
and emerging privacy violation threats, thus affecting their trust level to

will be retained. On the other side, users shoul y express ac-
ceptable privacy practices and requirements. Such forma comprise the so
called privacy preferences. Usually they affirm which per information can be
collected, for what purpose, whether they can be transmitted
how long they can be retained.

This paper addresses the need o

g familiar wifh' privacy terminology'.
al data will be accessed, processed and
es. At the same time they will be aware
It of their selections. The rest of the

embodying Privacy Policy and Privacy Preference documents in mod-
ent environments has been explored in [6], in an attempt to simplify
of advanced electronic services while preserving user’s privacy.
acy Policy documents, Service Providers deliver a formal commitment
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of the data required, the purpose of this request as well as of how data will be
processed and to whom it will be disclosed. Data subject consents to the use of
personal data by specifying, for each data item or group of items, fine-grained pri

the authentication and registration procedures or inco
management infrastructure for every Service Provide

paring Service Providers’ privacy policies and user p
of the architecture is presented in Fig. 1 below.

Central Portal

Service Provider

Generates . A Generates
iii
Privacy » N B < ii Privacy
“1 h Preferences

. The Management Point features two storage repositories
ge of retaining the privacy policy of each service (A) and the privacy

nired for the provision of the service, the purpose for which the data are re-
how they will be processed, if they will be stored, for how long they will be
ained and if they will be communicated to another service provider. The
privacy preferences, defined by the user, apply to the entire set of her personal data
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irrespective of the specific service that utilizes them. Therefore the user needs to
submit only one document (privacy preferences) that applies to all electronic servic
User will have to specify what type of data will be included in the privacy prefer
document, for what purpose these data can be used and by which service
After submission, the Privacy Controller Agent validates preference’s
stores them at the Preferences Repository (action ii). Additionally,
schema has been proposed, in [6], to create the aforementioned
schema consists of simple elements along with specific attributes,
describe a strict privacy policy in a structured yet easy way.

an attempt

3 Proposed Interface

privacy-
-tune their priva-
echanism pertains
a Graphical User Interface (GUI) which enables users them t late their prefe-

This paper proposes the enhancement of e-Gov

signing a user interface for specifying
reasons: privacy policies are complex, en complex and

SPs could imprint actual user’s preferences. To overcome this impediment, the
establishment’of sets and supersets has been adopted. Each Service Provider will con-

o each service. Similarly, a Ministerial Department will comprise a superset
will contain all applicable Service Providers. On the contrary, an acceptance
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Privacy Preferences

—>{ Personal Identifiers
> Process )

Service Provider

L—»{  Personal Data

Service Provider

attributes, relating to how data will t
proposed. For instance, the Public attrib

function (Part I), the user is able to look for specific Personal
National Identity Card Number (IdN), National Taxation Identifier
Security Number (AMKA) and Personal Data (e.g. First and Last

2 Xcode — Apple Developer: https://developer.apple.com/xcode/
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Fig. 3. r Privacy Preferences Specification
will be p gntion period. Through the availa-

ble ch Provider or Minist Department can be easily selected
obliged to completely remove it. Finally, in Part III, the
2 efeieni€es to the Privacy Controller Agent or to
cancel the p . ission, the GUI creates the corresponding
is actually submitted to the Privacy Controller Agent. Based
in Section 2, the XML document generated from the inter-

es assent on the usage of data through the operations and for the pur-
in the policy, the agent informs the user, through the portal, of the
d forwards service’s request to the applicable Service Provider.

ata will be accessed, processed and transmitted according to her prefe-
the case where these preferences don’t match the policy of the SP, the PCA
s the user of the conflict. In part IV of the developed GUI, the deployment of
sual notifications enable the user to quickly identify the conflict and review her
preferences.
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.1 <Privacy_ Preferences>
<Preferences_ID="[number assigned by Central Portal]">
</Preferences_ID>
<Data>

<Identifier_ID="="[number assigned by Central Portal
Identity Card Number (IdN)
<Processed="Public">General Secretary of Info
.9 (GSIS)</Processed>
.10 <Storage="Yes" Conserve="60">General
11 Information Systems (GSIS)<
<Processed="Public">Ministerial Dep,
.13 Finance</Processed>
.14 <Storage="Yes" Conserve="90"
15 Finance</Storage>

2
3
4
.5 <Personal_TIdentifiers>
6
7
8

16 <Processed="Public">Ministerial D
.17 Insurance</Processed>
18 <Storage="Yes" Conserve="60">Minist
.19 National Insurance</Storage>
.20 </Identifier_ID>
.21 </Personal_Identifie
.22 </Data>

.23 </Privacy_Preferences>
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Fig. 4. Geners

3.3  Security Evaluation

Even if Priva ontain personal or sensitive user data, it
tions on them and should thus not be
, the integrity and availability of

ments should e user is confident and assured that

es Specification service by the Central Por-
sure these characteristics. Utilizing the under-
structure (PKI) of e-Government Information Systems, the user is
erences document, after each creation, prior to submitting it to

on*, PRISMS: The PRIvacy and Security MirrorS: Towards a European

PRISE Project: www.prise.oeaw.ac.at
* PACT Project: www . projectpact.eu




244 P. Drogkaris, A. Gritzalis, and C. Lambrinoudakis

framework for integrated decision making® have conducted analysis and assessment
on existing knowledge and technologies about the trade-off model between priva
and security and trust and concern. Additionally, they have proposed methodol

proposals pertains users being able to hide and reveal personal infor
particular usage context, user controlled information flows, Where
her privacy on different levels of detail and finally promoting g
through advisory procedures.

As acknowledged in [15], “privacy poses a very diffic
only represent an extremely complex decision space,
the commitment of the user, in a simplified way
significant information and provide feedback an
ical User Interfaces for specifying Privacy Preferences
[16] and [17] where a user agent was developed for Inter orer 5.01, 5.5, and
6.0, as a browser helper object. The design approach focuse

ether a privacy
policy matched a user’s preferences an as a more direct

and appropriate mean to inform the user.

ats. The complexity however of SP’s Pri-
e automated development of personalized
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