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Abstract Wireless sensor networks highly depend on the
distributed cooperation among network nodes. Trust estab-
lishment frameworks provide the means for representing,
evaluating, maintaining and distributing trust within the net-
work, and serve as the basis for higher level security ser-
vices. In this paper, we propose a trust establishment frame-
work targeted sensor networks that can uniformly support
the needs of nodes with highly diverse network roles and ca-
pabilities, by exploiting the pre-deployment knowledge on
the network topology and the information flows. The frame-
work allows for flexibility by combining aspects from alter-
native approaches on trust establishment on common eval-
uation metrics, and enables controlled trust evolution based
on the network pre-configuration.
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1 Introduction

In the context of ambient intelligence systems, wireless sen-

sor networks is a technology that can enable the provision
of unobtrusive and context aware applications and services.
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Sensor networks are composed of inexpensive, small and re-
source constrained sensor nodes, densely spread over sens-
ing fields, that capture diverse types of contextual informa-
tion related to their environment and make it available to
sensor applications and services in other networks and ap-
plication platforms. The application space that each sensor
network application is designated for influences the contexts
and types of information that is captured, the types of sensor
nodes that are utilised, and the services that can be provided
to the end users.

The security and integrity of the data and the communi-
cations within sensor networks is an essential requirement
for the end applications and services to be reliable. Secur-
ing sensor networks generally entails ensuring the confiden-
tiality and integrity of the data communicated, providing
the means for node authentication and access control, along
with lower level security issues like secure routing and node
grouping. The additional requirement for trust management
is set because sensor networks highly depend on the distrib-
uted cooperation among network nodes, and the assessment
of trust relationships within the network could serve as the
basis for higher level security solutions, such as trusted key
exchange or secure routing.

The notion of trust, as used in different research areas
like trusted computing, trusted platforms, trusted code and
trust management, has received various interpretations [1].
Throughout this work, we study the in-network trust rela-
tionships that can exist between network entities. A trust
relationship between a trust issuer and a trust target is the
result of the trust establishment process, which includes the
specification of valid types of evidence, and its generation
and evaluation. Trust is transitive if it can be extended be-
yond the two parties between whom it was established, al-
lowing for the building-up of trust paths between entities
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that have not directly participated in a process of trust eval-
uation.

The trust evaluation requirements and challenges posed
by sensor networks are substantially different from the case
of traditional wired networks. The existence of trusted third
parties used as intermediaries for establishing trust relation-
ships cannot be taken for granted, and trust relationships
change frequently due to the dynamic topology. To tackle
those challenges for the case of ad hoc networks in general,
distributed trust establishment frameworks have been pro-
posed for representing, evaluating, maintaining and distrib-
uting trust. However, considering the application of those
frameworks in the case of sensor networks, they are either
found too computationally complex or they do not exploit
the pre-deployment knowledge that will usually exist in sen-
sor network deployments.

The trust establishment framework proposed in this work
is targeted specifically for sensor networks. Its main objec-
tive is that it should be applied uniformly throughout the
sensor network, being able to support through proper con-
figuration from simple nodes that have very restricted role,
computational capabilities and should only trust the nodes
they are pre-configured to trust, to highly adaptive nodes
and gateways to other networks. Its novel characteristics in-
clude enabling the exploitation of pre-deployment knowl-
edge in order to adjust the supported trust characteristics
for each node, allowing for the adjustment of trust degra-
dation according to the distance from pre-established trust
relationships, and combining aspects from certificate-based
and behavior-based trust establishment in a unified frame-
work.

The rest of the paper is organised as follows: Sect. 2 dis-
cusses the challenges of trust establishment and the moti-
vation for our work. Section 3 presents the related work
on trust establishment on ad hoc and sensor networks. The
proposed framework, the metrics that it uses and the pre-
configuration it requires are introduced and analysed in
Sect. 4. Section 5 evaluates the framework against the re-
quirements initially set. Finally, Sect. 5 concludes the paper
and suggests future directions.

2 Challenges, requirements and motivation

The characteristics of sensor networks both at node and net-
work level pose unique challenges in the design of security
solutions. Sensor nodes have constrained memory, compu-
tation and communication capabilities, and limited energy
supplies. Sensor networks inherit the infrastructureless na-
ture of ad hoc networks, characterised by dynamic topol-
ogy and membership changes, and lack of centralised mon-
itoring and management points that could be used as trust
managing authorities. Trust establishment schemes for sen-
sor networks should thus support distributed and cooperative
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trust evaluation, using mechanisms that entail acceptable re-
source consumption.

Unlike the general case of ad hoc networks, in the case of
sensor networks pre-deployment knowledge on the roles of
the network nodes and their trust associations will usually
be available. Moreover, depending on the application space
and the role of each node in the network, both its capabilities
and its trust evaluation requirements can be highly diverse.
Diversity can be identified in the roles of the nodes, which
can be from simple sensor nodes to cluster heads and gate-
ways to other networks, in their computational capabilities,
in the type of information that they collect, in their mobil-
ity and the possibility of their regular maintenance. More
importantly, depending on the application domain of the de-
ployments, diversity exists in the level of distrust that the
nodes should exhibit during the network lifecycle towards
unknown parties.

Moreover, some sensor nodes may be clustered by de-
ployment so that the trust relationships within the cluster
may be assumed long-term and stable. Within predefined
clusters like body sensor networks, for example, trust rela-
tionships between the nodes do not need to be continuously
evaluated. Trust establishment frameworks for sensor net-
works can exploit the pre-deployment knowledge that will
usually be available in the deployments, by allowing for the
pre-configuration of stable trust relationships. At the same
time, the frameworks should provide the means for restrict-
ing the set of external trusted parties of the predefined clus-
ters, according to the level of distrust that they should ex-
hibit, through parameterised trust evolution and spreading.

The main objective of this work is define a trust estab-
lishment framework for sensor network deployments of dif-
ferent purposes and application domains, that can be applied
uniformly throughout the network, and can support through
proper configuration from simple nodes that have very re-
stricted role, computational capabilities and should only
trust the nodes they are pre-configured to trust, to highly
adaptive nodes and supervision nodes. The main objectives
that we thus set for our trust establishment framework are:

1. Support and exploit the diversity in the roles and the ca-
pabilities of the nodes in the deployments by allowing for
flexibility in the trust establishment process.

2. Be decentralised, not based on on-line trusted parties. In-
stead, it should support distributed, cooperative evalua-
tion.

3. Support pre-established and stable trust relationships
within clusters.

4. Support nodes that should exhibit varying levels of dis-
trust towards unknown parties.
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3 Related work

The trust establishment frameworks that have been proposed
for ad hoc and sensor networks can be classified into two
categories, namely certificate-based and behavior-based, ac-
cording to their scope,purpose and type of evidence that trust
evaluation is based on [2]. Certificate-based frameworks aim
to define mechanisms for pre-deployment knowledge on the
trust relationships within the network, usually represented
by certificates, to be spread, maintained and managed either
independently or cooperatively by the nodes. Trust decisions
are mainly based on the provision of a valid certificate, that
proves that the target node is considered trusted either by
a certification authority or by other nodes that the issuer
trusts. In behavior-based frameworks, each node performs
trust evaluation based on continuous monitoring of the be-
havior of its neighbors, in order to evaluate how cooperative
they are. Trust is evaluated both independently by each node
based the statistical data that is being continuously accumu-
lated, and cooperatively through sharing recommendations
and spreading reputation.

The main challenge confronted by certificate-based
frameworks for ad hoc networks is the lack of pre-estab-
lished infrastructure, which hinders the use of on-line certi-
fication authorities. In the framework proposed in [3], trust
is represented by certificates signed by off-line certification
authorities, whose public keys the trustors maintain locally
in order to verify the signatures. Hubaux et al. [4] propose
a distributed public key management scheme, where trust is
evaluated using certificate chains similarly to the “web of
trust” approach of the PGP model, with the difference that
each node maintains locally a subset of the trust graph. In
the mobile certification authority framework, presented by
Yi and Kravets [5], secret sharing mechanisms are used to
distribute trust to an aggregation of nodes that can collabo-
ratively provide certification authority services. The distrib-
uted trust establishment framework proposed by Eschenauer
et al. [6] takes a broader view on the inputs required for trust
decisions by accepting as trust evidence not only certificates
and public keys, but also information like identities, loca-
tions, or independent security assessments.

Trust in behavior-based frameworks is formulated as a
combination of the direct trust value to the target node,
which is evaluated independently by the trust issuer based
on previous interactions and network traffic monitoring met-
rics, and the indirect trust value derived from the recom-
mendations of neighboring nodes. In the reputation-based
framework for sensor networks [7], a watchdog mechanism
is used for monitoring the behavior of neighboring nodes in
terms of data forwarding and raw sensing data consistency,
and a Bayesian formulation is proposed for representing
node reputation and trust evolution. Huang et al. [8] devel-
oped a trust evaluation model targeted for sensor networks,

where the Dempster-Shafer Theory of Evidence is proposed
for combining recommendations. Confidence values are as-
signed along with the recommendations in [9], where trust
and confidence values are mapped in a trustworthiness com-
posite metric, and [10], where the trust inference problem is
formulated as a shortest path problem on a weighted directed
graph and theory of semirings is being used.

It is our belief, however, that both the behavior-based and
the certificate-based frameworks that have been proposed
are better targeted for ad hoc than for sensor networks. The
main reasons are that they do not exploit the pre-deployment
knowledge that will usually be available in sensor network
deployments, and they do not allow for pre-established, sta-
ble trust relationships. None of the behavior-based frame-
works includes any bias with respect to the identity of the
node under evaluation. From the certificate-based frame-
works, this requirement could be satisfied by the framework
proposed in [6] through introducing identity related bias in
the trust metrics and policies of the nodes, and [4], through
appropriate selection of the locally stored subsets of the trust
graph.

Moreover, the computational complexity of the certifi-
cate-based and the energy requirements of the behavior-
based trust evaluation frameworks raise concerns related to
their applicability on resource constrained sensor nodes. The
former category utilises asymmetric cryptography, that is
considered too expensive for sensor nodes [11, 12]. How-
ever, Elliptic Curve Cryptography, that has recently emerged
as an attractive alternative to traditional public key genera-
tion, is considered to be efficient enough to be attained and
executed on resource-constrained sensor nodes, mainly due
to the fact that it can offer equivalent security with smaller
key sizes [12]. The frameworks in the latter category are re-
source consuming in terms of computation, memory and en-
ergy, since they require the radio on each node to be contin-
uously on, and the trust values of the neighboring nodes to
be stored and continuously updated as interactions occur.

4 Trust establishment in the diverse environment of
sensor networks

4.1 Overview

The differences in scope and purpose between the two cat-
egories of trust establishment frameworks as discussed in
Sect. 3, show that they should not be viewed as alterna-
tive approaches, but as supplementary. In our framework,
we adopt aspects both from certificate-based and behavior-
based trust establishment, in order to benefit both from the
representation of pre-deployment trust relationships as cer-
tificates and from the continuous behavior-based evaluation
of trust.

@ Springer



210

E. Aivaloglou et al.

Table 1 Trust establishment

evidence and evaluation Trust relationship between i, j

Evidence

Evaluation

Pre-established

Hierarchical, trust

managing authority x

Distributed, set N; of
neighboring nodes and

supervision nodes

Stored T,'j <1, R,‘j <1

Stored T;x > Tinreshold,

stored Rix > Runresnolds

Not required

Validation of certificate

= T,j =1 used

stored public key of x, as a recommendation

signed certificate of j

Stored T;x > Tinreshold» Combination of

stored R;x > Rihresholds recommendations

Tx_,‘, Vx € N,‘

Our framework enables the use of certificates signed by
offline trust managing authorities [3] for trust establishment
by a subset of the network nodes. For certificate valida-
tion to be performed locally, each node needs to store the
public keys of the trust managing authorities that it is pre-
configured to trust and that issued the certificates of the
target nodes. Trust associations can thus be evaluated be-
tween nodes that are associated with common trust manag-
ing authorities that issue the certificates for particular de-
ployments.

Behavior-based trust evaluation can be performed only
by a subset of the nodes, called supervision nodes. Those
are designated to monitor the network traffic, evaluate the
nodes within their range according to their behavior in net-
work and data level, and spread information on their direct
trust [7, 8] for the target nodes. The results of behavior-based
evaluation are thus provided as a network service by the su-
pervision nodes, so as not to consume the resources of the
entire network.

As discussed in Sect. 2, the main objective of our trust
establishment framework is to support the diversity in the
roles and the capabilities of the nodes in the deployments
by allowing for flexibility in the trust establishment process.
The trust associations between any trust issuer i and any
trust target j that the framework supports can be:

1. Established prior to deployment through storing locally
at each node information on its trust associations.

2. Established as hierarchical trust relationships so that each
node j is considered trusted by node i if it holds a valid
certificate that i can verify using the stored public key
of an offline trust managing authority that it has a trust
association with.

3. Established by a cooperative procedure, where i asks for
recommendations for j from nodes that it has a trust as-
sociation with.

4. Evaluated and made available by supervision nodes that
perform behavior-based trust evaluation and i has a trust
association with.
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The parties that may be involved in the trust establish-
ment procedure are thus offline trusted third parties whose
public key is locally stored for signature verification, other
sensor nodes, cluster heads or gateways, and supervision
nodes that perform behavior-based trust evaluation. Table 1
describes the supported trust evidence for each type of trust
evaluation. Once the trust relationship of node i with node j
needs to be determined, the options on Table 1 can be used.
If a trust relationship is not already established either before
deployment or as a result of a previous trust establishment
procedure, node i first attempts to establish a hierarchical
and then a distributed trust relationship.

4.2 Trust evaluation metrics

Any node i can determine its trust relationship with any
node j either by its stored list of trust associations or by eval-
uation based on recommendations from third parties. For
generality, we take a view of a signed certificate from an
offline trust managing authority as a recommendation with
the highest trust value. Third parties providing recommen-
dations are thus considered other sensor nodes, supervision
nodes, and offline trust managing authorities.

A trust association stored locally at node i and referring
to node j contains two metrics, namely the trust metric T;;
and the transition metric R;;. Both of those metrics should
have values above a certain threshold for i to accept rec-
ommendations from j for other nodes. The first is the trust
value T;; € [—1, 1] of node i for j, provided by a function
that can uniformly calculate the trust value based on the rec-
ommendations from the third parties. This function is com-
mon both for hierarchical and for cooperative trust establish-
ment. Provided the high importance of the pre-deployment
knowledge that exists in sensor network deployments, T;;
can be equal to 1 only for trust relationships established
prior to deployment between i and either other nodes or
trust managing authorities. Using N; as the set of trusted
nodes that i receives recommendations 7; for node j, for
the evaluation of 7;; a function can be formulated as:

Tij =t (Tix, Rix, Txj, Vx € N;). ()
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There exist several choices for the function #(.), that
should satisfy the requirement that for nodes x € N; where
Riy =0, Ty; will not be used for the evaluation, even if
Rinreshola = 0. An example simple rule is the weighted av-
erage of the recommendations:

ZXGN,- Tix - Rix - ij
|Ni '

T = )

The transition metric R;; € [—1, 1] is the second part of
a trust association, used to indicate a weight that node i will
assign to future recommendations from node j. An exam-
ple of the usability of a separate metric is that, during the
initial configuration of a node in a cluster, it can be greater
than zero only for the cluster head, so that i accepts rec-
ommendations only from it and not from the other nodes
that it trusts. This metric is also used as the means to con-
trol trust evolution and spreading according to the level of
distrust that each node should exhibit during its lifetime to-
wards unknown parties. The level of distrust is represented
as a degradation parameter d; € [0, 1], used for the calcula-
tion of R;;. Setting d; = 1 indicates that trust should not de-
grade according to the number of steps from a node that i is
pre-configured to trust. Setting d; = 0 should make R;; =0,
Vj € N;, and thus i should not calculate recommendations
from nodes except the ones it is pre-configured to.

The transition metric R;; is evaluated by a function ac-
cepting as parameters d; and the transition values of the
nodes in N;:

Rij =r(Rix,d;,Vx € N;). 3)

The function r(.) should enforce the degradation of the
value R;; in relation to R;, according to d;. A possible r(.)
can be formulated as:

Rij =max(R;y) -di, xeN; =T >T;. )

This function uses for the computation of R;; the maxi-
mum transition value, from the nodes whose recommenda-
tions are greater than or equal to the trust value computed
for j.

4.3 Pre-configuration parameters

The proposed framework can uniformly support through
proper configuration from simple nodes that have very re-
stricted role, computational capabilities and should only
trust the nodes they are pre-configured to trust, to highly
adaptive nodes and supervision nodes. This is achieved
though the parameterisation of each node i during pre-
deployment, that should include:

— Setting the pre-established trust associations through as-
signing values T;; and R;; for the nodes j that node i
should trust and receive recommendations from, based on
the pre-deployment knowledge of the network structure.

— Balancing the parameters Tiresnold Of the minimum pos-
itive trust value, Ripreshoia Of the minimum transitivity
value, and the degradation parameter d;. The last two pa-
rameters are the ones that eventually determine the maxi-
mum allowed distance from pre-established trust relation-
ships that the node can establish during the network life-
time.

For nodes that have strictly defined roles in the network
or have limited computational capabilities, the set of pre-
established relationships that recommendations are accepted
from should be restrained through setting R;j < Rreshold-
An example sensor network scenario where this kind of con-
figuration could be applied is that of a body sensor network,
where sensor nodes are collecting physiological data that the
cluster head or gateway to a B3G network is aggregating and
transmitting. In this scenario, it should be allowed only for
the cluster head ¢ to expand the trust relationships in the
cluster. For this reason, for the sensor nodes only R;. should
be set above he threshold, and d; should be set to zero. The
initial trust associations of the cluster head could allow it for
more flexibility, according to its role and the computational
capabilities.

5 Evaluation against requirements

The requirements that were initially set for the proposed
framework were intended to address the perceived trust
establishment needs of real-world sensor network deploy-
ments. Depending on the application space of each sensor
network, diversity is expected to exist in the roles and the
capabilities of the nodes. In order to support this diversity
and fulfil the first objective in Sect. 2, the trust establishment
process was designed to be flexible by providing alternative
options for trust evaluation and combining them on common
evaluation metrics. Moreover, in order for the framework to
be applicable to resource constrained nodes, it enables the
restriction of the alternative options for trust establishment
through the proper configuration based on pre-deployment
knowledge on the network topology and the information
flows. The framework can uniformly support from highly
adaptive nodes to static and restricted nodes, that will never
during the network lifetime need to perform certificate vali-
dations or combinations of recommendations.

Regarding the second objective that was initially set, the
framework supports both hierarchical trust establishment
based on offline trust managing authorities and cooperative
trust establishment based on recommendations from other
nodes and supervision nodes. It fulfils the third requirement
by supporting pre-established and stable trust relationships
within clusters according to the initial configurations. Fi-
nally, it enables control over the evolution of trust relation-
ships through the use of the degradation metric. This metric
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represents the level of distrust that each node should exhibit
towards unknown parties, thus its value depend on the appli-
cation domain and the role of the node.

Evaluated against the supported trust characteristics iden-
tified in [2], the proposed framework does not include sup-
port for uncertain evidence, since it does not support as-
signment of confidence values to evidence supplied for trust
evaluation, including the recommendations. This would be
beneficial especially for the recommendations provided by
supervision nodes. The framework supports controlled trust
transitivity, since the trust values from third parties are
weighted according to the trust relationship the requester has
with the third party. Trust revocation, which is characterised
as controlled if either trust is revoked only by trusted third
parties or some mechanism exists to protect from defaming
attacks, is not supported by the framework yet.

The evaluation of the complexity and computational re-
quirements of the framework highly depends on the type
of each node and its pre-configuration. It is considered
that high computational power would be required to per-
form public key operations and certificate validations, or
to continuously monitor surrounding nodes and re-evaluate
trust relationships based on every event monitored. The first
would only be required by highly adaptive nodes that are
pre-configured to support hierarchical trust establishment,
while the latter should only be performed by supervision
nodes. In the actual sensor network deployments, however, it
is expected that the nodes that would be designated for those
roles would usually be computationally more powerful than
the sensor nodes.

6 Conclusions and future work

The trust establishment framework for sensor networks pro-
posed in this work fulfills its main objectives that it should
be applied uniformly throughout various sensor network de-
ployments, and that it should support through proper con-
figuration the diverse characteristics and needs of sensor
nodes. It both allows for flexibility and for restriction of the
supported trust characteristics by allowing for configuration
based on pre-deployment knowledge on the network topol-
ogy and the information flows.

It is incomplete, however, regarding an important aspect
of the trust management problem, the revocation of trust re-
lationships. Particularly for the case of sensor networks, that
are susceptible to node misbehavior, this is an non trivial is-
sue. Malicious nodes may perform defaming attacks against
legitimate nodes to spread bad reputation, either by directly
spreading false evidence or by pretending to be victims of
defaming attacks themselves to make a legitimate node look
malicious [11]. The design and integration of distributed and
controlled trust revocation mechanisms in the framework is
our future work direction.
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