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���
��������� � 	� �

Oi Y� MBBPM� ;?� FB� ABJB� ;?� M;D>�� Oi Y� =?BM� NJ?LG=B� M?E<;G?@M� ;?� j<G;B�PD@>�

NJ?FEBPM� F<;� D;� ;AB� MDPB� ;GPB� G;� G@;J?=<CBM� D� @BT� NJ?FEBP� ;?� FB� M?ELB=9�

CBJ;GHGCD;B� EGHBC>CEB� PD@DUBPB@;�� Y@� ;AGM� ;ABMGM�� TB� H?C<M� ?@� CBJ;GHGCD;B�

JBL?CD;G?@� D@=� ;AB� TD>� ;AD;� IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@� +I:YR� GM� FBG@U�

=GMMBPG@D;B=�;?�;AB�DNNJ?NJGD;B�M;DVBA?E=BJM��

k <G;B� PD@>� I:Y� PBCAD@GMPM� ADLB� FBB@� NJ?N?MB=� DEJBD=>�� BDCA� ?@B�

D;;BPN;G@U� ;?� GPNJ?LB� M?PB� DMNBC;� ?J� DMNBC;M� ?H� ;AB� I:Y� =GMMBPG@D;G?@�

NJ?CBMM��0AGM�GM�U??=�H?J�JBMBDJCA��MGPNE>�FBCD<MB�;AGM�GM�A?T�JBMBDJCA�P?LBM�

?@��:;BN�DH;BJ�M;BN��GPNJ?LBPB@;�?LBJ�GPNJ?LBPB@;��C?<@;BJ�NJ?N?MG;G?@�?LBJ�

NJ?N?MG;G?@�� ;JGDE�D@=�BJJ?J��l?TBLBJ�� ;ABJB�=?BM�@?;�MBBP�;?�BmGM;�D�<@GHGB=�

HJDPBT?JV� H?J� ;AB� C?PNDJD;GLB� BLDE<D;G?@� +FB� G;� j<DEG;D;GLB� D@=2?J�

j<D@;G;D;GLBR� ?H� ;AB� LDJG?<M�I:Y�PBCAD@GMPM� DEJBD=>� NJ?N?MB=� G@� EG;BJD;<JB��

nB� DJU<B� ;AD;� M<CA� D@� BLDE<D;G?@� HJDPBT?JV� C?<E=� NJ?LB� ;?� FB� <MBH<E� G@�

H<J;ABJ�D=LD@CG@U�JBMBDJCA�G@�;AB�=?PDG@��BMNBCGDEE>�@?T�;AD;�PD@>�=GHHBJB@;�

I:Y�PBCAD@GMPM�ADLB�DEJBD=>�DNNBDJB=�G@�;AB�EG;BJD;<JB��:<CA�D@�BLDE<D;G?@�

HJDPBT?JV�C?<E=�DEM?�NJ?LB�;?�FB�<MBH<E�G@�JBDE�EGHB�MCB@DJG?M�+G�B��?<;MG=B�;AB�

JBMBDJCA� EDFR�� TAB@� M?PB?@B� ADM� ;?� =BCG=B� ?@� ;AB� I:Y� PBCAD@GMP� ;?� <MB��

=BNB@=G@U�?@�;AB�@BB=M�?H�;AB�NDJ;GC<EDJ�CDMB��

e@?;ABJ� GMM<B� TG;A� ;AB� NJ?N?MB=� I:Y� PBCAD@GMPM� GM� ;AD;� ;AB>� H?C<M� ?@�

GPNJ?LG@U� NBJH?JPD@CB� D@=� ;GPBEG@BMM� ?H� G@H?JPD;G?@�� =?T@MGoG@U�

FD@=TG=;A�JBj<GJBPB@;M��PBB;G@U� EBUDE�JBj<GJBPB@;M��l?TBLBJ�� ;ABJB� GM�?@B�

DC;?J�G@�;AB�Oi Y�MCB@B�?@B�DEP?M;�DETD>M�@BUEBC;M�;?�;DVB�G@;?�DCC?<@;9�;AB�B@=�

<MBJ��Oi Y�D==JBMMBM� ;?� ;AB�PDMMBM��F<;� ;AB�DLBJDUB�B@=�<MBJ� GM�NJ?FDFE>�@?;�

;BCA� MDLL>�� p@B� MA?<E=� @?;� BmNBC;� ;AB� B@=� <MBJ� ;?� C?PNJBAB@=� ;AB� G@@BJ�

T?JVG@UM�?H�;AB�I:Y�PBCAD@GMP�G@�?J=BJ�;?�<MB�G;�BHHBC;GLBE>��p@B�MA?<E=�@?;�
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NJ?FDFE>� BmNBC;� DM� TBEE� ;AB� B@=� <MBJ� ;?� DNNJBCGD;B� ;AB� @BB=� H?J� E?CD;G@U��

JB;JGBLG@U�D@=�LBJGH>G@U�I:Y�D@=�;?�DC;�<N?@�;AD;��

Y;�MBBPM�;AD;�JGUA;�@?T�;AB�TBDVBM;�EG@V�G@�;AB�CADG@�?H�Oi Y�GM�;AB�B@=�<MBJ�

TA?� PD>� +?J� PD>� @?;R� <MB� ;AB� DLDGEDFEB� I:Y� PBCAD@GMPM� ;?� LBJGH>� M?PB�

MGU@B=� NGBCB� ?H� G@H?JPD;G?@� ?J� LBJGH>� ;AB� D<;AB@;GCD;G?@� =D;D� M?PB� B@;G;>�

NJ?LG=BM�� I:Y� JBMBDJCA� MA?<E=� DEM?� H?C<M� ?@� GPNJ?LG@U� ;AGM� DMNBC;�� G�B�� ;AB�

;JD@MNDJB@C>�?H�I:Y�PBCAD@GMPM���

Y@�;AGM�;ABMGM��TB�NJBMB@;�D�;Dm?@?P>�?H�I:Y�PBCAD@GMPM�D@=�D@�BLDE<D;G?@�

HJDPBT?JV� H?J� ;ABP�� nB� DEM?� <MB� ?<J� BLDE<D;G?@� HJDPBT?JV� G@� ?J=BJ� ;?�

NJBMB@;� D� C?PNDJD;GLB� BLDE<D;G?@� ?H� ;AB� I:Y� PBCAD@GMPM� NJ?N?MB=� G@� ;AB�

EG;BJD;<JB�� nB� FBEGBLB� ?<J� BLDE<D;G?@� HJDPBT?JV� CD@� FB� ?H� <MB� G@� H<J;ABJ�

JBMBDJCAG@U�I:Y�PBCAD@GMPM��

nB�;AB@�H?C<M�?@�;AB�GMM<B�;AD;�P?M;�I:Y�PBCAD@GMPM�;B@=�;?�@BUEBC;9�;AD;�

?H�I:Y�PBCAD@GMP�;JD@MNDJB@C>��e�<MBJ�MA?<E=�@?;�ADLB�;?�C?PNJBAB@=�;AB�

PBCAD@GCM� ?H�I:Y�PBCAD@GMPM� G@� ?J=BJ� ;?�<MB� ;ABP�D@=� MA?<E=�@?;� DEM?� FB�

AGUAE>�;JDG@B=�JBUDJ=G@U�MBC<JG;>�;?�FB�DFEB�;?�?NBJD;B�G@�;AB�Oi Y�T?JE=���

nB�=BLBE?N�D�NJ?;?;>NB�H?J�D�I:Y�=GMMBPG@D;G?@�PBCAD@GMP��TAGCA�TB�CDEE�

eE;BJ@D;GLB� 1GMMBPG@D;G?@� ?H� IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@� +e1?I:YR�� 0AGM�

PBCAD@GMP�<MBM�:?H;TDJB�eUB@;M� G@�?J=BJ�;?�=GMMBPG@D;B�I:Y��D@=�DEM?�<MBM�

M?PB�?H�;AB�NJ?NBJ;GBM�D@=�H<@C;G?@DEG;>�?HHBJB=�F>�;AB�?;ABJ�I:Y�PBCAD@GMPM��

nB�FBEGBLB� ;AD;�e1?I:Y�D==JBMMBM� M?PB�?H� ;AB� GMM<BM� ;AD;�BPBJUB� HJ?P� ;AB�

<MB�?H� ;AB�?;ABJ�IBJ;GHGCD;B�:;D;<M� Y@H?JPD;G?@�=GMMBPG@D;G?@�PBCAD@GMPM�� Y;�

CBJ;DG@E>�G@CJBDMBM�;AB�EBLBE�?H�;JD@MNDJB@C>��;A<M�NJ?LG=G@U�D�M?E<;G?@�;?�;AB�

DH?JBPB@;G?@B=� qTBDVBM;� EG@Vr� NJ?FEBP�� FBG@U� ;AB�=BNB@=B@;� B@;G;>��TAGCA�

?@B�MA?<E=�@?;�BmNBC;�;?�ADLB�AGUA�EBLBEM�?H�G@H?JPD;G?@�MBC<JG;>�DTDJB@BMM��
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1 INTRODUCTION 

!"! �#$#%&%'#�()�#*%�+,(-.%&�

O<FEGC�i B>� Y@HJDM;J<C;<JBM�MBBP�;?�FB� ;DVG@U�?HH�� Y;�PD>�;DVB�;ABP�E?@UBJ�

;AD@�G@G;GDEE>�BmNBC;B=��F<;�G;�MBBPM�;AD;�;AB>�TGEE�BLB@;<DEE>�FB�BM;DFEGMAB=�DM�

;AB�NJGPDJ>�;??E�H?J�B@;G;>�D@=�=D;D�D<;AB@;GCD;G?@���

Y@� M?PB� C?<@;JGBM�� TABJB� ;AB� NJGLD;B� MBC;?J� G@G;GD;GLB� GM� M;J?@U�� Oi Y� GM�

;DVG@U� ?HH� FBCD<MB� MPDEE� Oi Y� GMED@=M� DJB� FBG@U� CJBD;B=�TG;AG@� ?JUD@GoD;G?@M�

G@;BJ?NBJD;G@U� TG;A� Oi Y� GMED@=M� ?H� ?;ABJ� ?JUD@GoD;G?@M� ;?� ?HHBJ�

G@;BJ?JUD@GMD;G?@DE�MBC<JG;>�PBCAD@GMPM��Y@�?;ABJ�C?<@;JGBM��;AB�=JGLG@U�H?JCB�

FBAG@=�Oi Y�=BLBE?NPB@;�MBBP�;?�FB�BsU?LBJ@PB@;�MBJLGCBM�FBG@U�=BLBE?NB=�

JGUA;�HJ?P�;AB�M;DJ;�TG;A�Oi Y�MBJLGCBM�F<GE;�G@���

Y@� D@>� CDMB�� Oi Y� MBBPM� ;?� FB� ABJB� ;?� M;D>�� Oi Y� =?BM� NJ?LG=B� M?E<;G?@M� ;?�

j<G;B�PD@>�NJ?FEBPM�F<;� D;� ;AB� MDPB� ;GPB� G@;J?=<CBM� D�@BT�NJ?FEBP� ;?�FB�

M?ELB=9�CBJ;GHGCD;B�EGHBC>CEB�PD@DUBPB@;��Y@�;AGM�;ABMGM��TB�H?C<M�?@�CBJ;GHGCD;B�

JBL?CD;G?@� D@=� ;AB� TD>� ;AD;� IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@� +I:YR� GM� FBG@U�

=GMMBPG@D;B=�;?�;AB�DNNJ?NJGD;B�M;DVBA?E=BJM��

k <G;B� PD@>� I:Y� PBCAD@GMPM� ADLB� FBB@� NJ?N?MB=� DEJBD=>�� BDCA� ?@B�

D;;BPN;G@U� ;?� GPNJ?LB� M?PB� DMNBC;� ?J� DMNBC;M� ?H� ;AB� I:Y� =GMMBPG@D;G?@�

NJ?CBMM��0AGM�GM�U??=�H?J�JBMBDJCA��MGPNE>�FBCD<MB�;AGM�GM�A?T�JBMBDJCA�P?LBM�

?@��:;BN�DH;BJ�M;BN��GPNJ?LBPB@;�?LBJ�GPNJ?LBPB@;��C?<@;BJ�NJ?N?MG;G?@�?LBJ�

NJ?N?MG;G?@��C?JJBC;G?@�D@=�J?EEFDCV��l?TBLBJ��;ABJB�=?BM�@?;�MBBP�;?�BmGM;�D�

<@GHGB=� HJDPBT?JV� H?J� ;AB� C?PNDJD;GLB� BLDE<D;G?@� +FB� G;� j<DEG;D;GLB� D@=2?J�

j<D@;G;D;GLBR� ?H� ;AB� LDJG?<M�I:Y�PBCAD@GMPM� DEJBD=>� NJ?N?MB=� G@� EG;BJD;<JB��

nB� DJU<B� ;AD;� M<CA� D@� BLDE<D;G?@� HJDPBT?JV� C?<E=� NJ?LB� ;?� FB� <MBH<E� G@�

H<J;ABJ�D=LD@CG@U�JBMBDJCA�G@�;AB�=?PDG@��BMNBCGDEE>�@?T�;AD;�PD@>�=GHHBJB@;�

I:Y�PBCAD@GMPM�ADLB�DEJBD=>�DNNBDJB=�G@�;AB�EG;BJD;<JB��:<CA�D@�BLDE<D;G?@�

HJDPBT?JV�C?<E=�DEM?�NJ?LB�;?�FB�<MBH<E�G@�JBDE�EGHB�MCB@DJG?M�+G�B��?<;MG=B�;AB�
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JBMBDJCA� EDFR�� TAB@� M?PB?@B� ADM� ;?� =BCG=B� ?@� ;AB� I:Y� PBCAD@GMP� ;?� <MB��

=BNB@=G@U�?@�;AB�@BB=M�?H�;AB�NDJ;GC<EDJ�CDMB��

e@?;ABJ� GMM<B� TG;A� ;AB� NJ?N?MB=� I:Y� PBCAD@GMPM� GM� ;AD;� ;AB>� H?C<M� ?@�

GPNJ?LG@U� NBJH?JPD@CB� D@=� ;GPBEG@BMM� ?H� G@H?JPD;G?@�� =?T@MGoG@U�

FD@=TG=;A�JBj<GJBPB@;M��PBB;G@U� EBUDE�JBj<GJBPB@;M��l?TBLBJ�� ;ABJB� GM�?@B�

DC;?J�G@�;AB�Oi Y�MCB@B�?@B�DEP?M;�DETD>M�@BUEBC;M�;?�;DVB�G@;?�DCC?<@;9�;AB�B@=�

<MBJ��Oi Y�D==JBMMBM�;?�;AB�PDMMBM��;ABJBH?JB�;AB�DLBJDUB�B@=�<MBJ�GM�NJ?FDFE>�

@?;� ;BCA� MDLL>� ?J� MBC<JG;>� MDLL>�� p@B� MA?<E=� @?;� BmNBC;� ;AB� B@=� <MBJ� ;?�

C?PNJBAB@=� ;AB� G@@BJ� T?JVG@UM� ?H� ;AB� I:Y� PBCAD@GMP� G@� ?J=BJ� ;?� <MB� G;�

BHHBC;GLBE>��p@B�MA?<E=�@?;�NJ?FDFE>�BmNBC;�DM�TBEE�;AB�B@=�<MBJ�;?�DNNJBCGD;B�

;AB�@BB=�H?J�E?CD;G@U��JB;JGBLG@U�D@=�LBJGH>G@U�I:Y�D@=�;?�DC;�<N?@�;AD;��

Y;�MBBPM�;AD;�JGUA;�@?T�;AB�TBDVBM;�EG@V�G@�;AB�CADG@�?H�Oi Y�GM�;AB�B@=�<MBJ�

TA?� PD>� +?J� PD>� @?;R� <MB� ;AB� DLDGEDFEB� I:Y� PBCAD@GMPM� ;?� LBJGH>� M?PB�

MGU@B=� NGBCB� ?H� G@H?JPD;G?@� ?J� D<;AB@;GCD;B� D@?;ABJ� B@;G;>�� I:Y� JBMBDJCA�

MA?<E=� DEM?� H?C<M� ?@� GPNJ?LG@U� ;AGM� DMNBC;�� G�B�� ;AB� ;JD@MNDJB@C>� ?H� I:Y�

PBCAD@GMPM�� 0AB� B@=� <MBJ� MA?<E=� @?;� ADLB� ;?� C?PNJBAB@=� ;ABGJ� G@@BJ�

T?JVG@UM� ?H� I:Y� G@� ?J=BJ� ;?� <MB� ;ABP� D@=� DEM?� MA?<E=� @?;� ADLB� ;?� FB� ;AD;�

P<CA� MB@MG;GLB�?J� ;JDG@B=� JBUDJ=G@U�MBC<JG;>� G@�?J=BJ� ;?�=BCG=B� ;?�<MB� M?PB�

I:Y�PBCAD@GMP��Y;�ADM�;?�FB�P?JB�;JD@MNDJB@;���

!"/ � (#01$#0('�

0AB�H?EE?TG@U�DJBDM�CD@�FB@BHG;�HJ?P�?<J�T?JV9�

t� eCD=BPGC� JBMBDJCA� ?@� I:Y�� n?JV� ADM� FBB@� DEJBD=>� NBJH?JPB=� ?@�

BLDE<D;G@U�I:Y�F>�?;ABJMu�A?TBLBJ��BDCA�M<CA�JBMBDJCA�D;;BPN;�GM�FDMB=�?@�

D�HBT�BLDE<D;G?@�CJG;BJGD�C?LBJG@U�?@E>�D�HBT�DMNBC;M�?H�D�I:Y�PBCAD@GMP��

/mGM;G@U�BLDE<D;G?@�BHH?J;M�H?C<M�PDG@E>�?@�;AB�j<DEG;D;GLB�?J�j<D@;G;D;GLB�

BLDE<D;G?@� ?H� ;AB� MCDEDFGEG;>� ?H� I:Y� PBCAD@GMPM�� p<J� BLDE<D;G?@�

HJDPBT?JV�GM�P<CA�P?JB�C?PNEB;B�D@=�;A<M�CD@�FB�<MB=�F>�DCD=BPGD�;?�
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BLDE<D;B� @BT� I:Y� PBCAD@GMPM� DUDG@M;� ?;ABJM� D@=� ;?� DG=� G@� ;AB�

=BLBE?NPB@;�?H�@BT�I:Y�PBCAD@GMPM��X<J;ABJP?JB��;AB�;Dm?@?P>�?H�I:Y�

PBCAD@GMPM� TB� NJBMB@;� C?LBJM� P?M;� +GH� @?;� DEE�� ;?� ;AB� FBM;� ?H� ?<J�

V@?TEB=UBR� N<FEGMAB=� I:Y� PBCAD@GMPM�� ;A<M� FBG@U� D� LBJ>� U??=� I:Y�

PBCAD@GMPMW�JBHBJB@CB�N?G@;�H?J�DCD=BPGD���

6� :BEBC;G@U�D�I:Y�;?�<MB�G@�D@�DC;<DE�Oi Y�GPNEBPB@;D;G?@��0AB�G@=<M;J>�C?<E=�

<MB� ?<J� ;Dm?@?P>� D@=� ?<J� I:Y� PBCAD@GMPMW� BLDE<D;G?@� +D@=� ;AB�

JBMNBC;GLB� HJDPBT?JVR� G@�?J=BJ� ;?�MBEBC;�TAD;� GM� ;AB�FBM;�I:Y�PBCAD@GMP�

?@�D�Oi Y�CDMBsF>sCDMB�FDMGM��;A<M�@?;�FBG@U�EGPG;B=�;?�;AB�?FLG?<M�CA?GCB�?H�

IKvM�=<B�;?�EDCV�?H�V@?TEB=UB�?H�;AB�?;ABJ�BmGM;G@U�PBCAD@GMPM��

7� e�@BT�I:Y�PBCAD@GMP�TG;A�@BT��<@Gj<B� CADJDC;BJGM;GCM��e1?I:Y� CD@�FB�

<MB=� G@� ?J=BJ� ;?� BHHGCGB@;E>� NJ?LG=B� I:Y� ;?� <MBJM� +=BNB@=B@;� B@;G;GBMR� G@�

AGUAE>� =GM;JGF<;B=� B@LGJ?@PB@;M� TG;A?<;� DMM<PG@U� TAD;� P?M;� I:Y�

PBCAD@GMPM�DMM<PB9�+DR�;AD;�;AB�<MBJM�DJB�DETD>M�?@EG@B��+FR�;AD;�;AB�<MBJM�

+=BNB@=B@;� B@;G;GBMR� ADLB� M?PB� UJDMN� ?H� G@H?JPD;G?@� MBC<JG;>� ;ABJBH?JB�

;AB>�V@?T�TA>�D@=�A?T�;AB>�DJB�M<NN?MB=�;?�<MB�D�I:Y�PBCAD@GMP��+CR�

;AD;�;AB�<MBJM�+=BNB@=B@;�B@;G;GBMR�TGEE�DC;�JBMN?@MGFE>�JBUDJ=G@U�I:Y�TAGEB�

?NBJD;G@U�G@�;AB�Oi Y�T?JE=��G�B��;AB>�TGEE�JB;JGBLB�D@=�DMMBMM�I:Y�TAB@BLBJ�

;AGM�GM�@BB=B=�TG;A?<;�HDGE��

!"2 
*$..%'3%4�

Y=BDEE>�� JBMBDJCA� MA?<E=� FB� NBJH?JPB=� G@� ;AB� H?EE?TG@U� TD>9� HGJM;�� FDMGC�

JBMBDJCA� GM� C?@=<C;B=� ?@� D� M<FSBC;� EBD=G@U� ;?� D� ;AB?JB;GCDE� FDMGM� H?J� ;AD;�

M<FSBC;u� ;AB� JBM<E;M� ?H� FDMGC� JBMBDJCA� DJB� ;AB@� <MB=� ;?� P?LB� ?@� ;?� DNNEGB=�

JBMBDJCA� D@=�=BLBE?N�@?;G?@M��PBCAD@GMPM� D@=� G=BDM� ;AD;� C?<E=� DC;<DEE>� FB�

N<;�G@;?�NJDC;GCB�G@�JBDE�EGHB��XG@DEE>��G@=<M;J>�+?J�BLB@�DCD=BPGDR�C?PBM�DE?@U�

TG;A�GPNEBPB@;D;G?@M�FDMB=�?@�;AB�JBM<E;M�?H�DNNEGB=�JBMBDJCA��
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+i ?A@HBE=BJ�t3wxR�G@;J?=<CB=�;AB�@?;G?@�?H�D�CBJ;GHGCD;Bu�D;�;AB�MDPB�;GPB�AB�

NJ?LG=B=�G@MGUA;�DM�;?�;AB�TD>�=BNB@=B@;�B@;G;GBM�MA?<E=�FB�@?;GHGB=�G@�CDMB�D�

CBJ;GHGCD;B� GM�@?� E?@UBJ�LDEG=� H?J�M?PB�JBDM?@�+JBL?CD;G?@R�FDMB=�?@�;AB�P?M;�

TG=BE>� V@?T@� JBL?CD;G?@�PBCAD@GMP�?H� ;AD;� ;GPB9� ;AB� FEDCV� EGM;� ?H� FD@VG@U�

CDJ=M� +CDJ=M� ;AD;� ADLB� FBB@� M;?EB@� ?J� E?M;�� ;ABJBH?JB� ;AB>� MA?<E=� @?;� FB�

DCCBN;B=� DM� LDEG=R�� 0AB� ;AB?JB;GCDE� NJ?NBJ;GBM� ?H� D� I:Y�PBCAD@GMP� +D@=� ;AB�

BLDE<D;G?@�CJG;BJGD�?H�M<CA�D�PBCAD@GMPR�TBJB�@?;�=GMC<MMB=�G@�i ?A@HBE=BJWM�

;ABMGM��MG@CB�;AB�PDG@�C?@;JGF<;G?@�?H�;AB�;ABMGM�TDM�;AB�@?;G?@�?H�;AB��������������

0AGM� ADM� EB=� ;?� I:Y� =GMMBPG@D;G?@� PBCAD@GMPMW� JBMBDJCA� FBG@U� P?JB�

MN?JD=GC� ;AD@� G;� MA?<E=� FBu� JBMBDJCABJM� <M<DEE>� NJBMB@;B=� D� @BT� I:Y�

PBCAD@GMP� ?H� ;ABGJM� D@=� s?H;B@� F<;� @?;� DETD>Ms� NJ?LG=B=� D� C?PNDJD;GLB�

BLDE<D;G?@� ?H� ;ABGJ� PBCAD@GMP� ;?� ?@B� ?J� ;T?� ?H� ;AB� ?;ABJ� I:Y�PBCAD@GMPM�

FDMB=� ?@� D� EGPG;B=� MB;� ?H� CJG;BJGD�� P?M;� ?H� ;AB� ;GPBM� ;AD;� CJG;BJGD� FBG@U�

MCDEDFGEG;>���

Y;�ADM�NJ?LB@� ;?�FB�D@� G@;BJBM;G@U� ;DMV� ;?�F<GE=�D� ;AB?JB;GCDE�FDMGM� H?J�I:Y�

PBCAD@GMPM� D� N?M;BJG?JG� +DH;BJ� PD@>� I:Y� PBCAD@GMPM� AD=� DEJBD=>� FBB@�

NJ?N?MB=R��C?PNJGMG@U�?H�;AB�FDMGC�NJ?NBJ;GBM�?H�D�I:Y�PBCAD@GMP�+;Dm?@?P>�

CJG;BJGDR�D@=�;AB�PBJG;M�?H�D�I:Y�PBCAD@GMP�+BLDE<D;G?@�CJG;BJGDR��

X<J;ABJP?JB�� <MG@U� eUB@;M� ;?� M<NN?J;� ;AB� I:Y� =GMMBPG@D;G?@� NJ?CBMM� +DM�

?<J�PBCAD@GMP��e1?I:Y��=?BMR�=G=�NJ?LG=B�JBED;GLBE>�BDM>�M?E<;G?@M�;?�M?PB�

?H� ;AB� NJ?FEBPM� ?;ABJ� I:Y� PBCAD@GMPM� HDCB=u� A?TBLBJ�� G;� MBBPM� ;?� ADLB�

G@;J?=<CB=� D;� ;AB� MDPB� ;GPB�PD@>�P?JB� GMM<BM� G@� ;AB� DJBD� ?H� MBC<JG@U� ;AB�

PBCAD@GMP�G;MBEH��FBCD<MB�D�E?;�P?JB�NED>BJM�UB;�G@;J?=<CB=�G@�;AB�NJ?CBMM�?H�

I:Y�=GMMBPG@D;G?@�TG;A�eUB@;M� ;AD;�PD>�?J�PD>�@?;�FB� ;J<M;H<E�� Y;�ADM�FBB@�

G@;BJBM;G@U�D@=�CADEEB@UG@U�;?�JBMBDJCA�;ABMB�GMM<BM��
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!"5 
('#,0-6#0('�()�#*%��*%404�

1<JG@U� ;AB� JBCB@;� >BDJM�� PD@>� I:Y� PBCAD@GMPM� ADLB� FBB@� NJ?N?MB=u�

B@AD@CBPB@;M� ;?� ;ABMB�PBCAD@GMPM� D@=�LDJGD;G?@M� ?H� ;ABMB�PBCAD@GMPM� DJB�

C?@M;D@;E>� BPBJUG@U� G@� EG;BJD;<JB� DM� TBEE�� nAD;� MBBPM� ;?� FB� PGMMG@U� GM� D�

M>M;BPGC� DNNJ?DCA� ;?� I:Y� =GMMBPG@D;G?@�� D� ;Dm?@?P>�� e� ;Dm?@?P>��

G=B@;GH>G@U� ;AB� F<GE=G@U� FE?CVM� ?H� I:Y� PBCAD@GMPM� D@=� CEDMMGH>G@U� ;ABP�

T?<E=�NJ?LG=B�P?JB�M?EG=�I:Y�JBMBDJCA�H?<@=D;G?@M�D@=�T?<E=�DEM?�NJ?FDFE>�

H?M;BJ� FB;;BJ� JBMBDJCA� JBM<E;M�� p<J� HGJM;� C?@;JGF<;G?@� GM� D� ;Dm?@?P>� ?H� I:Y�

PBCAD@GMPM��

nAD;� GM� DEM?� PGMMG@U� HJ?P� C<JJB@;� JBMBDJCA� ?@� I:Y� PBCAD@GMPM� GM� D�

;A?J?<UA� BLDE<D;G?@� HJDPBT?JV� ;AD;� CD@� FB�<MB=� G@� ?J=BJ� ;?� C?PNDJD;GLBE>�

BLDE<D;B� ;ABP�� e;;BPN;M� ;?� j<D@;G;D;GLBE>� D@=� j<DEG;D;GLBE>� BLDE<D;B� M?PB�

I:Y�PBCAD@GMPM�� HBT�D;�D� ;GPB��ADLB�DEJBD=>�FBB@�NBJH?JPB=�F<;�;AB>�TBJB�

FDMB=� ?@� MNBCGHGC� NJ?NBJ;GBM� ?H� ;AB� HBT� I:Y� PBCAD@GMPM� ;AB>� TBJB�

C?@MG=BJG@U��G�B��;AB�JBMBDJCABJM�=G=�@?;�NJ?LG=B�D@�D=Bj<D;B�DFM;JDC;G?@�?H�;AB�

BLDE<D;G?@�HJDPBT?JV�M?�;AD;�G;�CD@�FB�<MB=�?@�?;ABJ�I:Y�PBCAD@GMPM�DM�TBEE��

OBJADNM� ;AB� EDCV�?H�D� ;Dm?@?P>�TDM�DEM?�D� HDC;?J� ;AD;� EB=� ;?�M<CA�@DJJ?TB=�

=?T@� BLDE<D;G?@M�� p<J� MBC?@=� C?@;JGF<;G?@�� NJBMB@;B=� G@� ;AGM� ;ABMGM�� GM� D@�

BLDE<D;G?@� HJDPBT?JV� H?J� I:Y� PBCAD@GMPM�� nB� DEM?� <MB� ?<J� BLDE<D;G?@�

HJDPBT?JV� G@� ?J=BJ� ;?� NJBMB@;� D� C?PNDJD;GLB� BLDE<D;G?@� ?H� ;AB� I:Y�

PBCAD@GMPM� NJ?N?MB=� G@� ;AB� EG;BJD;<JB� D@=� N?G@;� ?<;� ;ABGJ� M;JB@U;AM� D@=�

TBDV@BMMBM��nB� FBEGBLB� ?<J� BLDE<D;G?@� HJDPBT?JV� CD@� FB� ?H� <MB� G@� H<J;ABJ�

JBMBDJCAG@U�I:Y�PBCAD@GMPM��

nB�;AB@�H?C<M�?@�;AB�GMM<B�;AD;�P?M;�I:Y�PBCAD@GMPM�;B@=�;?�@BUEBC;9�;AD;�

?H�I:Y�PBCAD@GMP�;JD@MNDJB@C>��e�<MBJ�MA?<E=�@?;�ADLB�;?�C?PNJBAB@=�;AB�

G@@BJ�T?JVG@UM�?H�I:Y�PBCAD@GMPM�G@�?J=BJ�;?�<MB�;ABP�D@=�MA?<E=�@?;�DEM?�

FB� AGUAE>� ;JDG@B=� G@� MBC<JG;>� GMM<BM� ;?� FB� DFEB� ;?� <MB� Oi Y��nB� =BMCJGFB� ;AB�

NJ?;?;>NB�?H�D�PBCAD@GMP�+e1?I:Y9�eE;BJ@D;GLB�1GMMBPG@D;G?@�?H�IBJ;GHGCD;B�
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:;D;<M� Y@H?JPD;G?@R� ;AD;�D;;BPN;M��DP?@U�?;ABJM�� ;?� G@CJBDMB� ;AB� EBLBE�?H�I:Y�

PBCAD@GMP� ;JD@MNDJB@C>�� ;A<M� PG@GPGMG@U� ;AB� JBj<GJBPB@;M� H?J� MBC<JG;>�

BmNBJ;GMB�D@=�DTDJB@BMM�?@�FBADEH�?H� ;AB�DLBJDUB�Oi Y�<MBJ��0AGM�PBCAD@GMP�

+e1?I:YR�GM�?<J�;AGJ=�C?@;JGF<;G?@��

!"7 �*%404�6#.0'%�

Y@�:BC;G?@�6�TB�M<JLB>�I:Y�PBCAD@GMPM�NJ?N?MB=�G@�EG;BJD;<JB�D@=�NJBMB@;�

D�;Dm?@?P>�H?J�;ABP��e@�BDJEGBJ�LBJMG?@�?H�;AGM�MBC;G?@�ADM�FBB@�NJBMB@;B=�G@�

+YEGD=GM��Y?D@@GM��:NG@BEEGM��1G?PG=GM��i D;MGVDM��:?VJD;GM�B;�DE��6555R��Y@�:BC;G?@�7�

TB�NJBMB@;�?<J� BLDE<D;G?@� HJDPBT?JV� H?J�I:Y�PBCAD@GMPM�D@=�DEM?�<MB� ;AB�

NJ?N?MB=� BLDE<D;G?@� HJDPBT?JV� ;?� NJ?LG=B� ;AB� JBD=BJ� TG;A� D� C?PNDJD;GLB�

BLDE<D;G?@� ?H� ;AB� I:Y� PBCAD@GMPM� NJ?N?MB=� G@� ;AB� EG;BJD;<JB�� Q ?M;� ?H� ;AB�

T?JV� NJBMB@;B=� G@� :BC;G?@� 7� ADM� FBB@� N<FEGMAB=� G@� +YEGD=GM�� y?A@�� :NG@BEEGM��

1G?PG=GM��i D;MGVDM��:?VJD;GM�B;�DE��6555R�D@=�+YEGD=GM��ZJG;oDEGM��:NG@BEEGM�B;�DE��

6557R��

Y@� :BC;G?@� z� TB� NJBMB@;� ?<J� NJ?N?MDE� H?J� D� P?JB� <MBJs;JD@MNDJB@;� I:Y�

PBCAD@GMP�FDMB=�?@�:?H;TDJB�eUB@;M�� DE?@U�TG;A�D� C?PNDJD;GLB�BLDE<D;G?@�

?H� ?<J� PBCAD@GMP� ;?� ;AB� DEJBD=>� NJ?N?MB=� ?@BM�� e@� BDJEGBJ� LBJMG?@� ?H� ;AB�

T?JV� NJBMB@;B=� G@� :BC;G?@� z� ADM� FBB@� N<FEGMAB=� G@� +YEGD=GM�� ZJG;oDEGM� D@=�

ZJG;oDEGM� 6557R�TAGEB� M?PB� ?H� ;AB�PBCAD@GMPM� H?J� MBC<JG@U� ;AB� ?NBJD;G?@� ?H�

e1?I:Y�+:BC;G?@�z�7�4R�ADLB�FBB@�N<FEGMAB=�G@�+ZJG;oDEGM��Q ?<EG@?M��YEGD=GM�B;�

DE�� 655tR�� +ZJG;oDEGM� D@=� YEGD=GM� t33xR� D@=� +YEGD=GM�� ZJG;oDEGM� D@=� pGV?@?P?<�

t33xR��

nB�C?@CE<=B�?<J�;ABMGM�F>�NJ?LG=G@U�D�M<PPDJ>�?H�?<J�I:Y�PBCAD@GMPMW�

C?PNDJD;GLB� BLDE<D;G?@� HG@=G@UM�� D@� ?<;EG@B� ?H� ?T@� NJ?N?MDE� JBUDJ=G@U�I:Y�

+e1?I:YR� D@=� HG@DEE>� NJBMB@;G@U� M?PB� ?H� ;AB� H<;<JB� JBMBDJCA�T?JV� ;AD;�TB�

TGEE�CDJJ>�?<;�?@�e1?I:Y��
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2 SURVEY OF RELATED WORK 

/"! �'#,(869#0('�

0AB� D=?N;G?@� ?H� N<FEGCsVB>� CJ>N;?UJDNA>� DM� D� FDMGM� H?J� BEBC;J?@GC�

C?PPBJCB�D@=�?;ABJ�MBC<JG;>sJBED;B=�G@H?JPD;G?@�;BCA@?E?U>�DNNEGCD;G?@M�ADM�

FJ?<UA;�;?�;AB�M<JHDCB�D�@<PFBJ�?H�GMM<BM�JBED;B=�;?�;AB�=BNE?>PB@;�?H�D�EDJUB�

N<FEGCsVB>� G@HJDM;J<C;<JB� +Oi YR��O<FEGCsVB>� CBJ;GHGCD;BM�{�N<FEGC�VB>M� MGU@B=�

F>� D� ;J<M;T?J;A>� B@;G;>�{�DJB� M<FSBC;� ;?� M<FMBj<B@;� JBL?CD;G?@��IBJ;GHGCD;BM�

CD@� FB� JBL?VB=� GH� B�U�� D� <MBJWM� NJGLD;B� VB>� ADM� FBB@� C?PNJ?PGMB=�� ;AB�

D<;A?JG;>� ;AD;� GMM<B=� ;AB� CBJ;GHGCD;B� CBDMBM� ;?� CBJ;GH>� D� UGLB@� <MBJ�� ?J� ;AB�

D<;A?JG;>WM� CBJ;GHGCD;B� GM� C?PNJ?PGMB=�� 0GPBE>� DLDGEDFGEG;>� ?H� C?JJBC;�

JBL?CD;G?@� G@H?JPD;G?@� GM� BMMB@;GDE� ;?� F<GE=� ;J<M;� G@� =GUG;DE� MGU@D;<JBM� D@=�

DNNEGCD;G?@M� F<GE;� ?@�=GUG;DE� MGU@D;<JBM� D@=�Oi YM��0AB�LDEG=G;>�?H� CBJ;GHGCD;BM�

+IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@�{�I:YR�P<M;� ;ABJBH?JB� FB� C?PP<@GCD;B=� F>�

;AB� 	
�� ��������� ;AB� B@;G;>� ;AD;� GM� JBMN?@MGFEB� H?J� PDG@;DG@G@U� I:Y� +D�

CBJ;GHGCD;G?@� D<;A?JG;>� ?J� D� NDJ;>� D<;A?JGMB=� ;?� DC;� ?@� G;M� FBADEHR�� ;?� ;AB�

���������� �������� ;AB� B@;G;>� ;AD;� JBEGBM� ?@� =D;D� G@� ;AB� CBJ;GHGCD;B� ;?� PDVB�

=BCGMG?@M���

0AB�PBCAD@GMPM� <MB=� H?J� NJ?LG=G@U�I:Y� ADLB� GPN?J;D@;� GPNEGCD;G?@M� ?@�

;AB�PD@DUBPB@;��MBC<JG;>��D@=�NBJH?JPD@CB�?H�;AB�Oi Y�;AD;�JBEGBM�?@�;ABP��eM�

N<FEGCsVB>�CBJ;GHGCD;BM�B@;BJ� ;AB�PDG@M;JBDP��;AB>�TGEE�FB� GMM<B=�D@=�<MB=� G@�

EDJUB�@<PFBJM�F>�EBMM�M?NAGM;GCD;B=�<MBJM��D@=�FB�JBEGB=�?@�H?J�D�EDJUB�@<PFBJ�

?H� GPN?J;D@;� ;JD@MDC;G?@M�� X?J� ;ABMB� JBDM?@M�� D� Oi Y�P<M;� FB� FDMB=�?@� D�I:Y�

=GM;JGF<;G?@� PBCAD@GMP� ;AD;� NJ?LG=BM� HEBmGFGEG;>� D@=� ;JD@MNDJB@C>� G@� ;AB�

PD@DUBPB@;� MG=B�� ;GPBEG@BMM� D@=� MCDEDFGEG;>� ?@� ;AB� NBJH?JPD@CB� MG=B��TAGEB�

U<DJD@;BBG@U�AGUA�EBLBEM�?H�;J<M;�D@=�MBC<JG;>��eCC?J=G@U�;?�D�Q Y0K/�KBN?J;�

+|BJV?LG;M�:��t33zR��I:Y�=GMMBPG@D;G?@�CD@�FB�;AB�P?M;�C?M;E>�NJ?CBMM�G@�D�Oi Y�

GPNEBPB@;D;G?@��
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I:Y� PBCAD@GMPM� ADLB� JBCB@;E>� FBB@� NJ?N?MB=� ;AD;� NJ?LG=B� H?J� G@M;D@;�

JBL?CD;G?@� ?H� CBJ;GHGCD;BM� +|B@?� vGFBJ;� D@=� k <GMj<D;BJ� 6557u� |?@BA�� 1G@U��

0M<=GV�B;�DE��655tu�}D@JB@B@��:PG;A�D@=�Q DJCABMG@G�6558u�~D@U��:DV<JDG�D@=�

KABB� 6558R�� 0?� DCAGBLB� ;AGM�� ;AB>� JBj<GJB� D@� ?@EG@B� D<;A?JG;>� ;?� C?EEDF?JD;B�

TG;A� ;AB� CBJ;GHGCD;B�A?E=BJ�TAB@BLBJ�AB�ADM� ;?�<MB�AGM� NJGLD;B�VB>��0AB>�=?�

NJ?LG=B� M?PB� M?E<;G?@M� ;?� C?@HJ?@;� TG;A� ;AB� NJ?FEBP� ?H� N?MMGFEB�

<@DLDGEDFGEG;>� ?H� ;AB� DH?JBPB@;G?@B=� ?@EG@B� D<;A?JG;GBM� +B�U�� ;AJBMA?E=�

CJ>N;?UJDNA>R�F<;� ;AB� GMM<B� M;GEE� JBPDG@M� ;AD;� ;AB� CBJ;GHGCD;B�A?E=BJ�@BB=M� ;?�

C?PP<@GCD;B�TG;A�;ABMB�?@EG@B�D<;A?JG;GBM� ;?�<MB�AGM�NJGLD;B�VB>��B�U��MGU@�D�

NGBCB� ?H� =?C<PB@;�� nAB@� D� CBJ;GHGCD;B� @BB=M� ;?� FB� JBL?VB=�� ;AB� CBJ;GHGCD;B�

A?E=BJ� @?;GHGBM� ;AB� JBMNBC;GLB� D<;A?JG;>� D@=� ;AD;� D<;A?JG;>� MGPNE>� =?BM� @?;�

C?EEDF?JD;B� D@>P?JB� TG;A� ;AB� CBJ;GHGCD;B� A?E=BJ� G@� ?J=BJ� ;?� NJ?=<CB� @BT�

MGU@D;<JBM�� eCC?J=G@U� ;?� ;ABMB� PBCAD@GMPM�� I:Y� GM� BPFB==B=� G@� D� MGU@B=�

NGBCB�?H�G@H?JPD;G?@�FBCD<MB�;AB�CBJ;GHGCD;B�TDM�DMM<JB=E>�LDEG=�D;�;AB�;GPB�?H�

MGU@D;<JB��0ABMB�PBCAD@GMPM�;JD@MN?MB�;AB�NJ?FEBP�?H�;AB�=BNB@=B@;�B@;G;>��

G�B�� ;AB� HDC;� ;AD;� ;AB�=BNB@=B@;�B@;G;>�ADM� ;?�U?�?@EG@B�D@=�JB;JGBLB�I:Y�� ;?�D�

NJ?FEBP� ?H� ;AB� CBJ;GHGCD;B� A?E=BJ�� TA?� ADM� ;?� FB� ?@EG@B� G@� ?J=BJ� ;?� <MB� AGM�

NJGLD;B�VB>��Y;�GM�D@�G@;BJBM;G@U�NJ?FEBP�MAGH;�F<;�G;�GM�?<;MG=B�;AB�MC?NB�?H�;AGM�

;ABMGM��;ABJBH?JB�TB�ADLB�@?;�C?@MG=BJB=�M<CA�PBCAD@GMPM�G@�?<J�M;<=>��

Y@� ;AGM� MBC;G?@�� TB� NJBMB@;� D� PB;A?=� H?J� CD;BU?JGMG@U� IBJ;GHGCD;B� :;D;<M�

Y@H?JPD;G?@� PBCAD@GMPM�� =BNB@=G@U� ?@� ;ABGJ� BEBPB@;DJ>� H<@C;G?@DEG;>�� nB�

NJBMB@;�;AB�BEBPB@;DJ>�H<@C;G?@M�D�IBJ;GHGCD;B�:;D;<M�Y@H?JPD;G?@�PBCAD@GMP�

C?PNJGMBM� ?H�� D@=� NJ?LG=B� D� TD>� ;?� D@DE>MB� ;AB� CDNDFGEG;GBM� ?H� D� I:Y�

PBCAD@GMP� DCC?J=G@U� ;?� ;ABMB� H<@C;G?@M�� 0AGM� ;Dm?@?P>� CD@� FB� <MB=� DM� D�

U<G=B�H?J�MBEBC;G@U�I:Y�PBCAD@GMPM�;?�FB�<MB=�G@�EDJUBsMCDEB�Oi Y�=BNE?>PB@;�

BHH?J;M���
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I:Y� PBCAD@GMPM� DJB� ?NBJD;B=� F>� ?@B� ?J� P?JB� B@;G;GBM�� 0ABMB� B@;G;GBM�

<@=BJ;DVB� ;AB� ;DMV� ?H� G=B@;GH>G@U� ;AB� @BB=� ;?� UB@BJD;B� @BT�I:Y�� UB@BJD;G@U�

I:Y�D@=�M;?JG@U�G;�G@�D�TD>�;AD;�PDVBM�G;�DLDGEDFEB�;?�B@;G;GBM�TA?�=BNB@=�?@�

I:Y�+=BNB@=B@;�B@;G;GBMR��0AB�ED;;BJ�DJB�B@;G;GBM�;AD;�<MB�;AB�M;D;<M�G@H?JPD;G?@�

=<JG@U� ;AB� NJ?CBMM� ?H� CBJ;GHGCD;B� LDEG=D;G?@�� G@� ?J=BJ� ;?� D<;AB@;GCD;B� ?J�

D<;A?JGMB�;AB�JBMNBC;GLB�CBJ;GHGCD;B�A?E=BJ��

0AB�BEBPB@;DJ>�H<@C;G?@M�D�
���;,(108%,�NBJH?JPM�DJB�;AB�H?EE?TG@U9�

t� Y=B@;GHGCD;G?@�?H� ;AB�@BB=�H?J�JBL?VG@U�D�CBJ;GHGCD;B��0AB�I:Y�NJ?LG=BJ�ADM�

;?�NJ?LG=B�;?�Bm;BJ@DE�B@;G;GBM�;AB�CDNDFGEG;>�?H�C?PP<@GCD;G@U�JBL?CD;G?@�

JBj<BM;M��nAB@� ;AB�I:Y� ?NBJD;?J� JBCBGLBM� M<CA� G@H?JPD;G?@�� AB� NJ?CBB=M�

TG;A�LBJGH>G@U�;ABGJ�LDEG=G;>�D@=��GH�;AB>�DJB�LDEG=��UB@BJD;BM�;AB�JBMNBC;GLB�

IBJ;GHGCD;B�:;D;<M� Y@H?JPD;G?@��:NBCGHGC�PBCAD@GMPM�D@=�NJ?CB=<JBM�ADLB�

;?� FB� G@� NEDCB�� F?;A� H?J� ;AB� Bm;BJ@DE� B@;G;GBM� ;?� C?PP<@GCD;B� JBL?CD;G?@�

JBj<BM;M�;?�;AB�NJ?LG=BJ�D@=�H?J�;AB�NJ?LG=BJ�;?�LBJGH>�;AB�LDEG=G;>�?H�M<CA�

JBj<BM;M��

6� ZB@BJD;G?@� ?H� IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@�� e� I:Y� NJ?LG=BJ� <MBM� ;AB�

G@H?JPD;G?@�C?EEBC;B=� G@� ;AB�NJBLG?<M� M;DUB� G@�?J=BJ� ;?�UB@BJD;B�I:Y��0AB�

I:Y�H?JPD;�<MB=�G@�;AGM�M;DUB�PGUA;�@?;�FB�;AB�?@B�;AD;�TGEE�FB�<MB=�H?J�I:Y�

=GMMBPG@D;G?@�;?�;AB�=BNB@=B@;�B@;G;GBM��0AB�N<JN?MB�?H�UB@BJD;G@U�I:Y�D;�

;AGM�M;DUB�GM�@?;�;?�=GMMBPG@D;B�G;�;?�;AB�=BNB@=B@;�B@;G;GBM��F<;�;?�PDG@;DG@�

D� ;J<M;B=� JBN?MG;?J>� ?H� I:Y�� 0AB� CADJDC;BJGM;GCM� ?H� ;AB� I:Y� UB@BJD;G?@�

H<@C;G?@�G@CE<=B�;AB�HJBj<B@C>�?H�I:Y�UB@BJD;G?@��D@=�;AB�H?JPD;�D@=�MGoB�

?H�;AB�NJ?=<CB=�I:Y��

7� :;?JDUB�?H�I:Y�� 0AGM� H<@C;G?@� JBED;BM� ;?� ;AB�PBCAD@GMPM�<MB=�F>� ;AB�I:Y�

NJ?LG=BJ� G@� ?J=BJ� ;?� NJ?;BC;� ;AB� UB@BJD;B=� I:Y�� D@=� JB@=BJ� G;� JBD=GE>�

DLDGEDFEB� ;?� ;AB� =BNB@=B@;� B@;G;GBM� G@� D� H?JPD;� ;AB>� CD@� G@;BJNJB;�� 0ABMB�
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PBCAD@GMPM� PD>� FB� NDJ;� ?H� ;AB� I:Y� PBCAD@GMP� G;MBEHu� DE;BJ@D;GLBE>��

Bm;BJ@DE�PBCAD@GMPM�C?<E=�FB�<MB=�G@�?J=BJ�;?�M<NN?J;�;AB�NJ?;BC;G?@�D@=�

DLDGEDFGEG;>�?H�;AB�UB@BJD;B=�I:Y��

 

p@�;AB�8%;%'8%'#�%'#0#:�MG=B��;AB�BEBPB@;DJ>�I:Y�H<@C;G?@DEG;>�C?PNJGMBM�

?H9�

t� v?CD;G?@�H<@C;G?@��1BNB@=B@;�B@;G;GBM�@BB=�;J<M;B=�G@H?JPD;G?@�G@�?J=BJ�;?�

E?CD;B�I:Y� JBUDJ=G@U� D� CBJ;GHGCD;B� ;AB>�TGMA� ;?� LDEG=D;B��eEM?�� =BNB@=B@;�

B@;G;GBM� @BB=� ;?� V@?T� ;AB� PBCAD@GMPM� ;AB>� ADLB� ;?� <MB� G@� ?J=BJ� ;?�

C?PP<@GCD;B�TG;A�;AB�I:Y�NJ?LG=BJ�D;�;AB�MNBCGHGB=�E?CD;G?@��

6� KB;JGBLDE� ?H� I:Y�� 0AGM� H<@C;G?@� C?@CBJ@M� ;AB� PBCAD@GMPM� =BNB@=B@;�

B@;G;GBM�<MB�G@�?J=BJ�;?�JB;JGBLB�;J<M;B=�C?NGBM�?H�I:Y�;AB>�DJB�G@;BJBM;B=�G@���

7� }DEG=D;G?@� ?H� I:Y� D@=� ?H� ;AB� JBMNBC;GLB� CBJ;GHGCD;BM�� 1BNB@=B@;� B@;G;GBM�

LBJGH>�;AB�G@;BUJG;>�D@=�D<;AB@;GCG;>�?H�I:Y�;AB>�JBCBGLB��Y@�D==G;G?@��;AB>�

LBJGH>� ;AD;� ;AB� I:Y� ;AB>� JBCBGLB=� C?@;DG@M� G@H?JPD;G?@� ?@� ;AB� CBJ;GHGCD;B�

;AB>� TGMA� ;?� LDEG=D;B�� XG@DEE>�� ;AB>� LDEG=D;B� D� CBJ;GHGCD;B�� FDMB=� ?@� ;AB�

JB;JGBLB=�I:Y���

I:Y�PBCAD@GMPM� CD@� FB� CD;BU?JGMB=� G@� ;AJBB�PDS?J� CD;BU?JGBM�� =BNB@=G@U�

?@�;AB�VG@=�?H�G@H?JPD;G?@�;AB>�=GMMBPG@D;B9�

t� I:Y� PBCAD@GMPM� ;AD;� C?PP<@GCD;B� @BUD;GLB� I:Y�� G�B�� I:Y� ;AD;� G@CE<=BM�

G@H?JPD;G?@�?@�JBL?VB=�CBJ;GHGCD;BM��

6� I:Y� PBCAD@GMPM� ;AD;� C?PP<@GCD;B� N?MG;GLB� I:Y�� G�B�� I:Y� ;AD;� G@CE<=BM�

G@H?JPD;G?@�?@�CBJ;GHGCD;BM�;AD;�DJB�M;GEE�LDEG=�

7� I:Y� PBCAD@GMPM� C?PP<@GCD;G@U� C?PNEB;B� I:Y�� G�B�� I:Y� ;AD;� MNBCGHGBM�

BmNEGCG;E>�TAB;ABJ�D�CBJ;GHGCD;B�ADM�FBB@�JBL?VB=�?J�GH�G;�GM�M;GEE�LDEG=�
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IBJ;GHGCD;B� KBL?CD;G?@� vGM;M� TBJB� ;AB� HGJM;� I:Y� PBCAD@GMP� ;?� FB�

M;D@=DJ=GMB=� +Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t33zR��

+Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t334R�� +Y@;BJ@D;G?@DE�

pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t338R�� +l?<MEB>�� X?J=�� O?EV� B;� DE�� t333R��e�

IKv�C?@MGM;M�?H�;GPB�M;DPNB=�N?G@;BJM�;?�JBL?VB=�CBJ;GHGCD;BM��TAGCA�ADLB�@?;�

>B;� BmNGJB=�� 0AB� CBJ;GHGCD;B� G=B@;GHGBJ� <MB=� G@� ;AGM� EGM;� GM� ;AB� <@Gj<B� MBJGDE�

@<PFBJ� DMMGU@B=� ;?� ;AB� CBJ;GHGCD;B� F>� ;AB�IBJ;GHGCD;G?@� :BJLGCB�OJ?LG=BJ� ;AD;�

GMM<B=� ;AB� CBJ;GHGCD;B�� e� CBJ;GHGCD;B� ;AD;� DNNBDJM� G@� D� IKv� GM� @?� E?@UBJ�

C?@MG=BJB=� LDEG=�� eM� ;AB� EGM;� GM� =GUG;DEE>� MGU@B=� F>� ;AB� I:O� ;AD;� GMM<B=� ;AB�

IKv�� G;� CD@�FB�JB;JGBLB=� HJ?P�D@�<@;J<M;B=�I:Y�JBN?MG;?J>�M<CA�DM�D@�v1eO�

MBJLBJ� ?J� D� nBF� MBJLBJ�� /DCA� CBJ;GHGCD;B� C?@;DG@M� D� JBHBJB@CB� ;?� ;AB� I:Y�

JBN?MG;?J>�� ;>NGCDEE>� G@� ;AB� H?JP� ?H� D� �KY�� IKvM� DJB� GMM<B=� F>� IeM�

NBJG?=GCDEE>�� H?J� ;AB� =BNB@=B@;� B@;G;GBM� ;?� V@?T�TAB;ABJ� ;AB>� ADLB� G@� ;ABGJ�

N?MMBMMG?@� ;AB� ED;BM;� JBL?CD;G?@� G@H?JPD;G?@� DLDGEDFEB�� 0ABJBH?JB�� ;AB�

=BNB@=B@;�B@;G;GBM�DJB�@?;�CDNDFEB�?H�N?MMBMMG@U�HJBMA�JBL?CD;G?@�G@H?JPD;G?@�

?@�D�@BB=�s�;?�s�V@?T�FDMGM��e@?;ABJ�NJ?FEBP�;AGM�PBCAD@GMP� HDCBM� GM� ;AD;� ;AB�

IKv� UJ?TM� DM� CBJ;GHGCD;BM� UB;� JBL?VB=�� 0AGM� CD@� EBD=� ;?� D� LBJ>� EDJUB� IKv�

TAGCA�TGEE�FB�=GHHGC<E;�;?�C?PP<@GCD;B�;?�=BNB@=B@;�B@;G;GBM�D@=�FB�G@M;DEEB=�

F>� ;ABP� G@� ;ABGJ� E?CDE� M;?JDUB� PB=GD�� TAGCA� PD>� ADLB� D� JBM;JGC;B=� M;?JDUB�

MNDCB���

Y@� ?J=BJ� ;?� =BDE� TG;A� ;AB� DH?JBPB@;G?@B=� NJ?FEBPM�� ;T?� M?E<;G?@M� ADLB�

FBB@� NJ?N?MB=� +Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t33zR��

+Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t334R�� +Y@;BJ@D;G?@DE�

pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t338R�� +l?<MEB>�� X?J=� B;� DE�� t333R9�

1GM;JGF<;G?@� O?G@;M� D@=� 1BE;DsIKvM�� nG;A� 1GM;JGF<;G?@� O?G@;� IKvM� G;� GM�
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N?MMGFEB� ;?� NDJ;G;G?@� D� H<EE� IKv� G@;?� MBLBJDE� MPDEEBJ� IKv� NDJ;G;G?@M� <MG@U� D�

LDJGB;>� ?H� NDJ;G;G?@G@U� CJG;BJGD� +B�U��� CBJ;GHGCD;B� MBJGDE� @<PFBJM�� CBJ;GHGCD;B�

GMM<G@U� =D;BM�� JBL?CD;G?@� JBDM?@M�� B;C�R�� 0AB� C?EEBC;G?@� ?H� DEE� ;ABMB� IKvM�

G@CE<=BM�DEE�;AB�B@;JGBM�;AB�H<EE�IKv�C?@;DG@M���

eCC?J=G@U� ;?� 1GM;JGF<;G?@� O?G@;M�� BDCA� CBJ;GHGCD;B� C?@;DG@M� ;AB� +?N;G?@DER�

�������������������� � �453L7� CBJ;GHGCD;B� Bm;B@MG?@�� 0AB� Bm;B@MG?@� N?G@;� ;?� D�

LDEG=� �KY� +�������������������R� HJ?P� TAGCA� D� MNBCGHGC� IKv� CD@� FB�

=?T@E?D=B=u�;AGM�IKv�GM�;AB�?@B�;AD;�TGEE�C?@;DG@�;AB�JBL?CD;G?@�G@H?JPD;G?@�

H?J�;AD;�MNBCGHGC�CBJ;GHGCD;B��?@CB�G;�GM�JBL?VB=��Y;�ADM�FBB@�NJ?N?MB=�+l?<MEB>��

X?J=� B;� DE�� t333R� ;?� <MB� �������������������� DM� D� PBD@M� ;?� MBUPB@;� IKvM�

FDMB=� ?@� ;AB� JBL?CD;G?@M� JBDM?@M�� G�B�� ;?� ADLB� ;AB� ��������������������

Bm;B@MG?@� N?G@;� ;?� =GHHBJB@;� E?CD;G?@M� +IKvMR� BDCA� ?H�TAGCA�TGEE� C?@;DG@� ;AB�

MBJGDE�@<PFBJM�?H�CBJ;GHGCD;BM�JBL?VB=�H?J�MNBCGHGC�JBL?CD;G?@�JBDM?@M���

0AGM�NJDC;GCB� C?<E=� EBD=� ;?�D�MBC<JG;>�C?PNJ?PGMB�� GH�D;� ;AB�MDPB�N?G@;� G@�

;GPB�;AB�JBL?CD;G?@�?H�D�CBJ;GHGCD;B�C?<E=�FB�NBJCBGLB=�=GHHBJB@;E>�F>�D@�B@;G;>��

=BNB@=G@U� ?@� ;AB� JBDM?@� G;� ADM� FBB@� JBL?VB=� +I??NBJ� t33xR�� :<NN?MB�

�������������������� GM� <MB=� ;?� NDJ;G;G?@�IKvM� FDMB=� ?@� JBL?CD;G?@� JBDM?@M�

D@=�D�Ie�;DVBM�;AB�@Bm;��E?UGCDE��M;BN�;?�=BCJBDMB�;AB� GMM<D@CB�HJBj<B@C>�?H�

IKvM� C?@;DG@G@U� JBL?VB=� CBJ;GHGCD;BM� =<B� ;?� M<FSBC;MW� DHHGEGD;G?@M� CAD@UBM�

+����������	�������� ;?� ?@B� P?@;A� D@=� @?;� ?@B� TBBV�� TAGCA� GM� ;AB� GMM<D@CB�

HJBj<B@C>� H?J� ;AB� JBM;� ?H� G;M� IKvM�� Y@� M<CA� D� CDMB�� GH� D� PDEGCG?<M� B@;G;>�

C?PNJ?PGMBM�;AB�NJGLD;B�VB>�?H�;AB�CBJ;GHGCD;B�A?E=BJ�;AB@�AB�PD>�D;;BPN;�;?�

DMV� HJ?P� ;AB� Ie� D� CBJ;GHGCD;B� JBL?CD;G?@� H?J� ;AB� C?PNJ?PGMB=� CBJ;GHGCD;B�

+NJGLD;B�VB>R�=<B� ;?�D� CAD@UB� G@�DHHGEGD;G?@� EBM;� ;AB� CBJ;GHGCD;B�A?E=BJ� JBDEGMBM�

;AB� VB>� C?PNJ?PGMB� D@=� JBj<BM;M� D� JBL?CD;G?@� FBCD<MB� ?H� VB>� C?PNJ?PGMB�

+ ��	��������!� Y@� M<CA� D� CDMB�� ;AB� PDEGCG?<M� B@;G;>� G@� N?MMBMMG?@� ?H� ;AB�

NJGLD;B�VB>�TGEE�FB�DFEB�;?�C?@;G@<B�<MG@U�;AB�JBL?VB=�CBJ;GHGCD;B�H?J�;AB�JBM;�?H�

;AB� P?@;A�� 0AB� M?E<;G?@� ;?� ;AGM� GM� H?J� IeM� ;?� =J?N� ;AB� <MB� ?H� ;AB�
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��������������� DE;?UB;ABJ� ?J� D;� EBDM;� <MB� ?@E>� ;AB� ������������

���������������<@EBMM�;AB�JBDM?@�H?J�;AB�JBL?CD;G?@�?H�D�CBJ;GHGCD;B�ADM�FBB@�

;A?J?<UAE>�M<FM;D@;GD;B=��

1BE;DsIKvM� +Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t33zR��

+Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t338R�� +l?<MEB>�� X?J=� B;� DE��

t333R� DJB� ;AB� MBC?@=� PDS?J� LDJGD;G?@� ?@� H<EE� IKvM�� 1BE;DsIKvM� G@;B@=� ;?�

D==JBMM�;AB�NJ?FEBP�?H�<MG@U�<N�;??�P<CA�?H�;AB�DLDGEDFEB�@B;T?JV�JBM?<JCBM�

TAB@� C?PP<@GCD;G@U� ;AB� IKv� BG;ABJ� DM� D�TA?EB�� ?J� BLB@� G@� NDJ;M� ;AJ?<UA�

1GM;JGF<;G?@� O?G@;M�� 1BE;DsIKvM� NJ?LG=B� ;AB� PBD@M� H?J� C?@M;J<C;G@U�

G@CJBPB@;DE�IKvM��NDJ;G;G?@G@U�I:Y�DCC?J=G@U�;?�;GPB�CJG;BJGD��nAB@BLBJ�@BT�

JBL?CD;G?@M�ADLB�;DVB@�NEDCB��;AB�+@BTR�IKv�;AD;�=BNB@=B@;�B@;G;GBM�ADLB�;?�

JB;JGBLB� C?@;DG@M� ?@E>� ;AGM� @BT� CBJ;GHGCD;B� JBL?CD;G?@� G@H?JPD;G?@�� e� 1BE;Ds

IKv� P<M;� C?@;DG@� ;AB�����	��������� Bm;B@MG?@�� M?� ;AB� =BNB@=B@;� B@;G;GBM�

TGEE� V@?T� TAGCA� IKv� G;� GM� ;AD;� D� MNBCGHGC� 1BE;DsIKv� C?PNEBPB@;M�� 0AB�

JBMNBC;GLB�IKv�P<M;�C?@;DG@�;AB������	�����������Bm;B@MG?@��N?G@;G@U�;?�;AB�

1BE;DsIKv��

|BJJ>�B;�DE�+|BJJ>�D@=�ZJBM;>�655tR�NJ?N?MB�D�=GHHBJB@;�TD>�;?�PD@DUB�;AB�

EDJUB�L?E<PB�?H� ;AB�@B;T?JV� ;JDHHGC�IKvM�B@;DGE��0AB>�NJ?N?MB�D�Ie�MA?<E=�

ADLB� D� AGUA� NJG?JG;>� IKv� JBN?MG;?J>� ;AD;� CADJUBM� H?J� DCCBMM� ;?� IKvM��

NJ?LG=G@U�D�AGUAsj<DEG;>�MBJLGCB�EBLBE�DUJBBPB@;�+:veR�FDMB=�MBJLGCB�;?�;A?MB�

TA?�JBDEE>�@BB=�G;��0AGM�AGUA�NJG?JG;>�IKv�JBN?MG;?J>�GM�M<NN?MB=�;?�JBNEGCD;B�

G;M� C?@;B@;M� ;?� E?T� NJG?JG;>� IKv� JBN?MG;?JGBM� ;AD;� =?� @?;� ?HHBJ� :ve� FDMB=�

MBJLGCB�F<;�D;�;AB�MDPB�;GPB��=?�@?;�CADJUB�H?J�DCCBMM�;?�IKvM��

IKvM�=?�@?;� MNBCGH>�D�PBCAD@GMP� H?J� C?EEBC;G@U� JBL?CD;G?@� JBj<BM;M� HJ?P�
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Figure 1: Efficient long-term validation of digital signatures 
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l?TBLBJ�� ;AGM� =?BM� @?;� A?E=� ;J<B� H?J� ;A?MB� I:Y� PBCAD@GMPM� TABJB� ;AB�

CBJ;GHGCD;B�A?E=BJ�GM�DETD>M�DC;GLBE>�G@L?ELB=�G@�;AB�I:Y�=GMMBPG@D;G?@�NJ?CBMM��

0ABMB�PBCAD@GMPM�DJB� ;AB�/HHGCGB@;�XD<E;s;?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@�D@=�

;AB� :BEHsI?@;J?EEB=�O?MG;GLB�I:Y�� Y@� ;ABMB� CDMBM�� @?;GHGCD;G?@� ?H� JBL?CD;G?@� ?J�

M<MNB@MG?@�GM�@?;�DNNEGCDFEB��MGPNE>�FBCD<MB�G;�GM�;AB�CBJ;GHGCD;B�A?E=BJ�AGPMBEH�

NJ?=<CG@U�D@=�=GMMBPG@D;G@U�I:Y��

0DFEB�6z�9�/LDE<D;G@U��?;GHGCD;G?@�?H�KBL?CD;G?@�?J�:<MNB@MG?@�


���� %9*$'04&� �(#0)09$#0('�()��%1(9$#0('�(,�

�64;%'40('�

IKv� � 

:EG=G@U�nG@=?T�1BE;DIKv� � 

XJBMABM;�IKv� � 

KB=GJBC;�IKv� � 

Y@=GJBC;�IKv� � 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � 
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e<UPB@;B=�IKv� � 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� N/A 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� N/A 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � 

IBJ;GHGCD;B�KBsGMM<D@CB� � 

������1 &"	�	�- �
 ��0������ ���	�- �� ����#��� ��� ��� '�����	�'
"�
�����#��	��	�

0AB�I:Y�PBCAD@GMPM�TB�BmDPG@B�=?�@?;�NJ?LG=B�;AGM�VG@=�?H�H<@C;G?@DEG;>��

1BNB@=B@;� B@;G;GBM� CD@@?;� BLDE<D;B� D@=2?J� CA??MB� DP?@U� D� MB;� ?H� I:Y�

PBCAD@GMPM�?HHBJB=�� G@�?J=BJ�;?�UB;�I:Y�HJ?P�;ABP�DCC?J=G@U�;?�D@�?J=BJ�?H�

NJBHBJB@CB�;AB�=BNB@=B@;�B@;G;>�BM;DFEGMABM��

�������2 ��'0��������

p@E>� I:Y� PBCAD@GMPM� NJ?LG=G@U� �������� I:Y� +MBB� :BC;G?@� 6�7�7R� C?<E=�

N?MMGFE>�PBB;�;AGM�CJG;BJG?@��NJ?LG=B=�;AD;�;AB>�DEM?�G@CE<=B�G@�I:Y�;AB�JBDM?@M�

TA>�D�CBJ;GHGCD;B�ADM�FBB@�JBL?VB=���

p<;�?H�;A?MB�I:Y�PBCAD@GMPM��?@E>�pI:O�G@CE<=BM�G@�;AB�I:Y�JBMN?@MB�;AB�

JBDM?@M�TA>�D� CBJ;GHGCD;B�ADM�FBB@� JBL?VB=��l?TBLBJ��pI:O� M<NN?J;M� ;AJBB�

VG@=M� ?H� I:Y� JBMN?@MBM9� ���� ��� ��� D@=� �� �&��� 1<B� ;?� ;AB� �� �&��

JBMN?@MB��pI:O�=?BM�@?;�H<EE>�PBB;�;AB�C?PNEB;B@BMM�CJG;BJG?@��
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IK:�� NJ?LG=BM� �������� 	
��� GH� ?@B� DEM?� C?@MG=BJM� ;AB� B@AD@CBPB@;M� ;AD;�

ADLB�FBB@�NJ?N?MB=�H?J�;AGM�PBCAD@GMP�+����������������������������MBB�:BC;G?@�

6�7�7�tR�

0DFEB�64�9�/LDE<D;G@U�I?PNEB;B@BMM�


���� %9*$'04&� 
(&;.%#%'%44��

IKv� � 

:EG=G@U�nG@=?T�1BE;DIKv� � 

XJBMABM;�IKv� � 

KB=GJBC;�IKv� � 

Y@=GJBC;�IKv� � 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � 

e<UPB@;B=�IKv� � 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� � 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� � 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� Partially 

IBJ;GHGCD;B�KBsGMM<D@CB� � 

2"2"/ +%,)(,&$'9%�

������� )	'��	�����
���

IKvM� ;B@=� ;?� ADLB� D� JD;ABJ� E?T� GMM<D@CB� HJBj<B@C>�� ?;ABJTGMB� ;AB�

PBCAD@GMP�EBD=M�;?�;JDHHGC�C?@UBM;G?@��IKvM�=BHG@G;BE>�=?�@?;�NJ?LG=B��������
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I:Y�� MG@CB�=BNB@=B@;�B@;G;GBM�=?�@?;�V@?T�?H� ;AB�@BT�JBL?CD;G?@M� ;AD;�ADLB�

FBB@�JBj<BM;B=�F>�;AB�JBMNBC;GLB�CBJ;GHGCD;B�A?E=BJM�TG;AG@�;AB�LDEG=G;>�NBJG?=�

?H�D�IKv��<@;GE�;AB�@Bm;�IKv�GM�GMM<B=��1BE;D�IKvM�D@=�:EG=G@U�nG@=?T�1BE;D�

IKvM� JB=<CB� ;AB� ;GPB� G;� ;DVBM� H?J� I:Y� ;?� FB� PD=B� DLDGEDFEB� ;?� =BNB@=B@;�

B@;G;GBM�� A?TBLBJ�� I:Y� M;GEE� ;DVBM� ;GPB� ;?� JBDCA� =BNB@=B@;� B@;G;GBM� +;AB� ;GPB�

JBPDG@G@U�FB;TBB@�;AB�JBL?CD;G?@�JBj<BM;�D@=�;AB�GMM<D@CB�?H�;AB�@Bm;�1BE;D�

IKvR�� 0AB� MDPB� DNNEGBM� ;?� DEE� ?;ABJ�IKvsFDMB=�PBCAD@GMPM� +KB=GJBC;�IKv��

Y@=GJBC;�IKv��/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M�D@=�e<UPB@;B=�IKvMR�TG;A�

;AB�BmCBN;G?@�?H�;AB�XJBMABM;�IKv�PBCAD@GMP��XIKv�NJ?LG=BM�H?J�;GPBE>�I:Y��

MG@CB�;AB�Ie�CD@�GMM<B�LBJ>�HJBj<B@;E>�HJBMA�I:Y�G@�;AB�H?JP�?H�XJBMABM;�1BE;D�

IKvMu� ;ABMB�DJB�@?;� GMM<B=� G@� HGmB=� ;GPB� G@;BJLDEMu� JD;ABJ�� ;AB>�DJB� GMM<B=�DM�

?H;B@� DM� @BB=B=� +B�U�� GH� ;AB� Ie� C?@MG=BJM� ;AD;� D� @BT� ?@B� ADM� ;?� FB� GMM<B=�

FBCD<MB�D�CBJ;GHGCD;B�ADM�FBB@�JBL?VB=��D@=�;AGM�JBL?CD;G?@�PD>�FB�?H�G@;BJBM;�

;?�D�E?;�?H�=BNB@=B@;�B@;G;GBMR��

0AB�/HHGCGB@;�XD<E;s0?EBJD@;�KBL?CD;G?@�PBCAD@GMP�NJ?LG=BM�I:Y�G@�D�LBJ>�

;GPBE>�HDMAG?@��MG@CB�G;�GM�;AB�CBJ;GHGCD;B�A?E=BJ�;AD;�NJ?=<CBM�I:Y�DM�M??@�DM�AB�

JBDEGoBM� ;AD;� ;ABJB� GM� D� @BB=� ;?� JBL?VB� AGM� CBJ;GHGCD;B�� D@=� PDVBM� ;AGM� I:Y�

DLDGEDFEB�;?�PBPFBJM�?H�;AB�=BNB@=BJ�UJDNA��0AB�MDPB�DNNEGBM�G@�;AB�CDMB�?H�

;AB�O?MG;GLB�I:Y�PBCAD@GMP��TABJB�;AB�CBJ;GHGCD;B�A?E=BJ�G@G;GD;BM�;AB�NJGPDJ>�

I:Y�NJ?=<C;G?@�+:<GCG=B��?;BMR�D@=�DEM?�NJ?LG=BM�=BNB@=B@;�B@;G;GBM�TG;A�I:Y�

+IBJ;GHGCD;BM� ?H� lBDE;AR� JB;JGBLB=� HJ?P� :<GCG=B� |<JBD<M� D;� ;AB� ;GPB� ?H� ;AB�

CBJ;GHGCD;BsJBED;B=� ;JD@MDC;G?@�� JBMNBC;G@U� =BNB@=B@;� B@;G;>WM� JBj<GJBPB@;M�

JBUDJ=G@U� ;AB� HJBMA@BMM� ?H� I:Y� MAB� TGMABM� ;?� JBCBGLB�� 0AB� MDPB� DNNEGBM� H?J�

:BEHsI?@;J?EEB=� O?MG;GLB� I:Y� MG@CB� ;AB� CBJ;GHGCD;B� A?E=BJ� AGPMBEH� =GM;JGF<;BM�

O?MG;GLB� I:Y� DE?@U� TG;A� ;AB� MGU@B=� =D;D� D@=� ;A<M� AB� CD@� MGPNE>� M;?N�

=GM;JGF<;G@U� N?MG;GLB� I:Y� DM� M??@� DM� AB� FBEGBLBM� AGM� NJGLD;B� VB>� ADM� FBB@�

C?PNJ?PGMB=�� 0AB� XJBMA@BMMsC?@M;JDG@B=� KBLe� PBCAD@GMP� DEM?� M<NN?J;M�

;GPBE>� I:Y� FBCD<MB� N?MG;GLB� I:Y� GM� =GM;JGF<;B=� G@� ;AB� H?JP� ?H� MA?J;sEGLB=�
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CBJ;GHGCD;BMu� DM� M??@� DM� D� JBL?CD;G?@� @?;GCB� GM� M<FPG;;B=�� KBLe� TGEE� M;?N�

NJ?=<CG@U� ;ABMB� MA?J;sEGLB=� CBJ;GHGCD;BM� D@=� ;AB� MGU@D;<JB� ?H� ;AB� CBJ;GHGCD;B�

A?E=BJ�TGEE�@?�E?@UBJ�FB�LDEG=D;B=��

/HHGCGB@;� v?@Us;BJP�}DEG=D;G?@� ?H�1GUG;DE� :GU@D;<JBM� DEM?� M<NN?J;M� ;GPBE>�

I:Y�DM�LDEG=D;G?@�=D;D�+H?J�D�MNBCGHGC�MGU@D;<JB�?H�;AB�CBJ;GHGCD;B�A?E=BJR�CD@�FB�

NJ?=<CB=�NBJ�JBj<BM;�?H�;AB�=BNB@=B@;�B@;G;>��MBPGsJBDE;GPB��

I:Y�NJ?LG=B=�F>�IK:�D@=�IK0�GM�@?;�LBJ>�;GPBE>u�;AB�C?PN<;D;G?@�;GPB�?H�

IK:2IK0sFDMB=� I:Y� NJBLB@;M� ;AB� Ie� HJ?P� <N=D;G@U� ;AB� I:Y� JBN?MG;?J>� G@�

LBJ>�MA?J;�;GPB�NBJG?=M��;A<M�NJBLB@;G@U�;GPBE>�I:Y��

pI:O�� DM� D@� ?@EG@B� j<BJ>� NJ?;?C?E� UGLG@U� ?<;� I:Y� JBUDJ=G@U� D� MNBCGHGC�

CBJ;GHGCD;B�FDMB=�?@�G@;BJ@DE�I:Y�M;?JB=�G@�;AB�Ie�<N?@�JBL?CD;G?@�@?;GHGCD;G?@�

=?BM�NJ?LG=B�;GPBE>�I:Y��

0AB�IBJ;GHGCD;B�KBsGMM<D@CB�PBCAD@GMP�CD@@?;�NJ?LG=B�;GPBE>�I:Y�FBCD<MB�

;AB�LDEG=G;>�NBJG?=�?H�;AB�I:Y�G;�UGLBM�?<;�CD@@?;�FB�MA?J;sEGLB=�B@?<UA�=<B�;?�

;AB�C?PN<;D;G?@DE�F<J=B@�JBj<GJB=�H?J�NJ?=<CG@U�G;��

0DFEB�68�9�/LDE<D;G@U�0GPBEG@BMM�


���� %9*$'04&� �0&%.0'%44�

IKv� � 

:EG=G@U�nG@=?T�1BE;DIKv� � 

XJBMABM;�IKv� � 

KB=GJBC;�IKv� � 

Y@=GJBC;�IKv� � 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � 

e<UPB@;B=�IKv� � 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� � 
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O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� � 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM�   �  

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � 

IBJ;GHGCD;B�KBsGMM<D@CB� � 

������� ����������
���

0AB�HJBMA@BMM�NJ?NBJ;>�?H�I:Y�H?J�IeM�G@�/<J?NB� GM�D�JBj<GJB=�HBD;<JB�H?J�

DC;<DE�?NBJD;G@U�Oi YM�=<B�;?�EBUDE�JBj<GJBPB@;M�+/��ODJEGDPB@;�t333R���

0AB� =BNB@=B@;� B@;G;>� <@=BJ;DVBM� D� MNBCGHGC� JGMV� F>� ;J<M;G@U� +?J� @?;R� D�

MNBCGHGC�CBJ;GHGCD;Bu�A?TBLBJ��G@�P?M;�I:Y�PBCAD@GMPM�G;�GM�@?;�;AB�=BNB@=B@;�

B@;G;>�TA?�UB;M�;?�GPN?MB�MNBCGHGC�JBj<GJBPB@;M�<N?@�;AB�HJBMA@BMM�?H�I:Y��

Y@�;AB�;DFEB�;AD;�H?EE?TM��TB�NJBMB@;�;AB�EBLBEM�?H�HJBMA@BMM�?HHBJB=�F>�I:Y�

PBCAD@GMPM�� 0AB� MCDEB� @?;D;G?@� TB� <MB� GM� ;AB� H?EE?TG@U9� D� �&� ������ ?H�

HJBMA@BMM�=B@?;BM�;AD;�;AB�I:Y�PBCAD@GMP�=?BM�@?;�?HHBJ�LBJ>�HJBMA�I:Y��TAGEB�

D��������D@=�D������EBLBE�?H�HJBMA@BMM�=B@?;BM�;AD;�;AB�I:Y�PBCAD@GMP�?HHBJM�

HJBMABJ�I:Y�C?PNDJB=�;?�;AB�?@BM�?HHBJG@U�E?T�EBLBEM�?H�HJBMA@BMM��

0DFEB�6w�9�/LDE<D;G@U�XJBMA@BMM�


���� %9*$'04&� ?,%4*'%44�

IKv� Low 

:EG=G@U�nG@=?T�1BE;DIKv� Low 

XJBMABM;�IKv� Medium 

KB=GJBC;�IKv� Low 
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Y@=GJBC;�IKv� Low 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� Low 

e<UPB@;B=�IKv� Low 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� High 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� High 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� High 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� Medium 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� Medium 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� Medium 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� Medium 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� High 

IBJ;GHGCD;B�KBsGMM<D@CB� Medium 

 

IKvM� ADLB� D� �<M<DEE>� EDJUB�� GMM<D@CB� NBJG?=� =<B� ;?� ;ABGJ� MGoB�� ;A<M� ;AB�

EBLBE� ?H� HJBMA@BMM� ;AB>� ?HHBJ� GM� E?T�� YH� D� CBJ;GHGCD;B� GM� GMM<B=�TG;AG@� ;AB� ;GPB�

NBJG?=�FB;TBB@� ;T?�IKv� GMM<D@CBM��=BNB@=B@;�B@;G;GBM�TGEE�?@E>�FB�@?;GHGB=�

TAB@� G;� GM� ;GPB� ;?� GMM<B� ;AB� @BT� IKv�� 0AGM� NJ?FEBP� GM� DEEBLGD;B=� F>�

1BE;DsIKvM� F<;� ;AB� EBLBEM� ?H� HJBMA@BMM� M;GEE� JBPDG@� E?T� FBCD<MB� BLB@� 1BE;D�

IKvM�CD@@?;�FB�GMM<B=�;AD;�HJBj<B@;E>��0AB�MDPB�DNNEGBM�H?J�:EG=G@U�nG@=?T�

1BE;DsIKvM�� KB=GJBC;� IKvM�� Y@=GJBC;� IKvM�� /@AD@CB=� IKv� 1GM;JGF<;G?@�

O?G@;M��e<UPB@;B=�IKvM���

XJBMABM;�IKvM�?HHBJ�PB=G<P�EBLBEM�?H�HJBMA@BMM�D;�;AB�BmNB@MB�?H�MCDEDFGEG;>�

D@=�D;�;AB�BmNB@MB�?H�;GPBsC?PNEB;B@BMM�+MBB�:BC;G?@�7�6�6�7R��I?PP<@GCD;G?@�

C?M;M� DJB� G@CJBDMB=�FBCD<MB�=BNB@=B@;� B@;G;GBM� JBj<GJG@U� ;AGM� LBJ>� HJBMA�I:Y�

TGEE�FB�=?T@E?D=G@U�GJJBU<EDJE>�GMM<B=�1BE;DsIKvM�DEE�;AB�;GPB��?J�D;�;AB�LBJ>�

EBDM;�;AB>�TGEE�FB�j<BJ>G@U�;?�LBJGH>�@?�M<CA�1BE;DsIKvM�ADLB�FBB@�GMM<B=���
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0AB�/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@�DEM?�?HHBJM�AGUA�EBLBEM�?H�

HJBMA@BMM�FBCD<MB�I:Y�GM�UB@BJD;B=�F>�;AB�=BNB@=B@;�B@;G;>�?@�;AB�MN?;��DH;BJ�

;AB�=BNB@=B@;�B@;G;>�=BCG=BM�G;WM�;GPB�;?�JBL?VB�;AB�JBMNBC;GLB�CBJ;GHGCD;B��0AGM�

DNNEGBM�DEM?�;?�;AB�O?MG;GLB�I:Y�PBCAD@GMP��

0AB�:BEHsI?@;J?EEB=�O?MG;GLB�I:Y�PBCAD@GMP�?HHBJM�AGUA�EBLBEM�?H�HJBMA@BMM��

MG@CB�I:Y�GM�BPFB==B=�G@�;AB�DC;<DE�MGU@B=�=D;D��G�B��I:Y�DETD>M�DCC?PND@GBM�

;AB�MGU@D;<JB��

0AB� XJBMA@BMMsC?@M;JDG@B=� KBL?CD;G?@� e<;A?JG;>� NJBMB@;M�PB=G<P� EBLBEM�

?H�I:Y�HJBMA@BMM��0AB�@D;<JB�?H�;AB�PBCAD@GMP�GM�M<CA�;AD;�G;�C?<E=�?HHBJ�AGUA�

EBLBEM�?H�I:Y� HJBMA@BMM� ;?�=BNB@=B@;�B@;G;GBM� GH� G;�TBJB�@?;� H?J� ;AB�LBJ>�AGUA�

NJ?CBMMG@U�C?M;M�?H�I:Y�+H?J�BDCA�GMM<B=�CBJ;GHGCD;B�D@?;ABJ�MA?J;sEGLB�CBJ;GHGCD;B�

GM�GMM<B=�NBJG?=GCDEE>�M;D;G@U�;AD;�;AB�?JGUG@DE�CBJ;GHGCD;B�GM�M;GEE�LDEG=R���

0AB� /HHGCGB@;� E?@Us;BJP� LDEG=D;G?@� ?H� =GUG;DE� MGU@D;<JBM� ?HHBJM� PB=G<P�
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C?M;M� FBCD<MB� ;AB� JBNE>� H?J� I:Y� j<BJGBM� JBj<GJBM� ;AB� ?@EG@B� NJ?=<C;G?@� ?H� D�

@BT�CBJ;GHGCD;B��l?TBLBJ��;AB�@<PFBJ�?H�I:Y�j<BJGBM�;AD;�ADLB�;?�FB�MBJLGCB=�

TG;A� D� @BT� CBJ;GHGCD;B� GM� JB=<CB=� ;AD@VM� ;?� ;AB� Bm;B@MG?@M� NJ?N?MB=� ;?� ;AGM�

PBCAD@GMP�F>�?;ABJ�JBMBDJCABJM�+MBB�:BC;G?@�6�7�7�zR��0AB�C?PP<@GCD;G?@�D@=�

M;?JDUB�C?M;M�DJB�E?T��Y@�;?;DE�;AB�MCDEDFGEG;>�?H�;AB�PBCAD@GMP�GM�PB=G<P��
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Y@=GJBC;�IKv� Low 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� Medium 

e<UPB@;B=�IKv� Medium 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� Medium 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� Medium 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� High 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� Medium 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� Medium 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� High 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� High 
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IBJ;GHGCD;B�KBsGMM<D@CB� Medium 
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1GJBC;GLB�?@�D�I?PP<@G;>�XJDPBT?JV� H?J�/EBC;J?@GC�:GU@D;<JBM�� C?@CBJ@G@U�
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I:Y� =GMMBPG@D;?J� D<;AB@;GCD;G?@� GM� GPN?J;D@;� H?J� =BNB@=B@;� B@;G;GBM�� G@�

?J=BJ� H?J� ;ABP�;?�LBJGH>� ;AB>�DJB�UB;;G@U�I:Y� HJ?P�D�;J<M;B=�M?<JCB� ;AD;�TGEE�

@?;�;J>�;?�=BCBGLB�;ABP�+B�U��JBLBDE�EBMM�HJBMA�I:Y�;AD@�TAD;�GM�DLDGEDFEBR��0AGM�

GM�P?M;E>�CJG;GCDE�G@�I:Y�PBCAD@GMPM�;AD;�=?�@?;�NJ?LG=B�����)��������I:Y�+MBB�

:BC;G?@�7�6�6�7R��

IKvsFDMB=� PBCAD@GMPM� =?� @?;� B@H?JCB� D<;AB@;GCD;G?@� ?H� ;AB� I:Y�

=GMMBPG@D;?J�G@�D@>�TD>��I:Y�=GMMBPG@D;?J�D<;AB@;GCD;G?@�C?<E=�FB�<MB=�+B�U��

v1eO� ?J� l00O� ?LBJ� ::v� TG;A� LBJGHGCD;G?@� ?H� ;AB� v1eO� ?J� l00O� :BJLBJ�

CBJ;GHGCD;BR�F<;�;AGM�GM�D�CA?GCB�;AB�IKvsFDMB=�PBCAD@GMP�GPNEBPB@;BJM�T?<E=�

=?�� JD;ABJ� ;AD@� D� PD@=D;?J>� HBD;<JB� =BMCJGFB=� G@� IKv� PBCAD@GMPM�

;ABPMBELBM�� 0AB� MDPB� DNNEGBM� H?J� ;AB� XJBMA@BMMsC?@M;JDG@B=� KBL?CD;G?@�

e<;A?JG;>�PBCAD@GMP�� ;AB� /HHGCGB@;� v?@Us;BJP� }DEG=D;G?@�PBCAD@GMP�� IK:��
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0AB� /HHGCGB@;� XD<E;s;?EBJD@;� IBJ;GHGCD;B� KBL?CD;G?@� PBCAD@GMP� =?BM� @?;�

NJ?LG=B� D� MNBCGHGC� I:Y� JB;JGBLDE� H<@C;G?@u� ;ABJBH?JB� I:Y� =GMMBPG@D;?J�

D<;AB@;GCD;G?@�GM�@?;�DNNEGCDFEB�G@�;AGM�CDMB��

Y@�;AB�CDMB�?H� ;AB�:BEHsI?@;J?EEB=�O?MG;GLB�I:Y�PBCAD@GMPM��I:Y� GM�AD@=B=�

?LBJ� ;?� ;AB�=BNB@=B@;� B@;G;GBM� HJ?P� ;AB� CBJ;GHGCD;B�A?E=BJ� DM� D� MGU@B=� ;?VB@u�
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O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� N/A 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � 
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M;?JB=�D;�;AB�=BNB@=B@;�B@;G;GBM��E?CDE�M;?JDUB��GM�NJ?;BC;B=�;AJ?<UA�;AB�=GUG;DE�

MGU@D;<JBM�?H�;AB�I:Y�D<;A?JG;>���

IKvsFDMB=� PBCAD@GMPM�� ;AB� O?MG;GLB� I:Y� PBCAD@GMP�� ;AB�

XJBMA@BMMsI?@M;JDG@B=� KBL?CD;G?@� e<;A?JG;>� PBCAD@GMP�� ;AB� /HHGCGB@;�

E?@Us;BJP� LDEG=D;G?@� PBCAD@GMP�� IK:�� IK0�� pI:O� D@=� ;AB� IBJ;GHGCD;B�
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XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 
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IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � 

IBJ;GHGCD;B�KBsGMM<D@CB� � 
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MDPB�DNNEGBM�H?J�;AB�:BEHsI?@;J?EEB=�O?MG;GLB�I:Y�PBCAD@GMP�+F<;�@?;�H?J�;AB�

O?MG;GLB� I:Y� PBCAD@GMP� MG@CB� D� Ie� VB>� C?PNJ?PGMB� T?<E=� B@DFEB� ;AB�

D;;DCVBJM�;?�CJBD;B�D�:<GCG=B�|<JBD<�VB>NDGJ�D@=�CBJ;GHGCD;B�D@=�GMM<B�qFGEEM�?H�
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FBB@� C?PNJ?PGMB=� CD@� FB� C?PP<@GCD;B=� ;AJ?<UA� D@�e<;A?JG;>�KBL?CD;G?@�

vGM;�+eKvR��;A<M�PG@GPGoG@U�;AB�C?@MBj<B@CBM�?H�M<CA�D�C?PNJ?PGMB��0AGM� GM�

;J<B�� ?@E>� G@� ;AB� CDMB� ;AD;� ;AB� KBLe� GM� ?NBJD;B=� F>� D� =GHHBJB@;� B@;G;>� +?@B�

ADLG@U�D�=GHHBJB@;�VB>NDGJR�;AD@�;AB�Ie���

Y@� ;AB� CDMB� ?H� ;AB� /HHGCGB@;� XD<E;s0?EBJD@;� IBJ;GHGCD;B� KBL?CD;G?@� D@=�

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y��C?PNJ?PGMB�?H�KBLe�Bj<DEM�C?PNJ?PGMB�?H�;AB�

CBJ;GHGCD;B� A?E=BJ�� MG@CB� G;� GM� AGP� ;AD;� NJ?=<CBM� ;AB� I:Y�� ;ABJBH?JB� M<CA� D�

C?PNJ?PGMB�TGEE�FB� C?PP<@GCD;B=� ;?�=BNB@=B@;�B@;G;GBM�?@CB� ;AB�CBJ;GHGCD;B�

A?E=BJ�NJ?=<CBM�D@=�=GMMBPG@D;BM�I:Y��

IK:� GM� @?;� NJ?@B� ;?� KBLe� C?PNJ?PGMB� MG@CB� ;AB� B@;G;>� ADLG@U�

C?PNJ?PGMB=�;AB�NJGLD;B�VB>�TGEE�@?;��M<NN?MB=E>��ADLB�DEM?�C?PNJ?PGMB=�

;AB�=D;DFDMB�TG;A� ;AB� G@G;GDE�LDE<BM�?H� ;AB�ADMA�CADG@M� ;AD;� GM�PDG@;DG@B=�F>�

IK:��l?TBLBJ��GH�;AB�VB>�<MB=�;?�MGU@�;AB�IK:�J??;�GM�C?PNJ?PGMB=�;AB@�D@�

eKv�C?<E=�FB�<MB=�;?�=GMMBPG@D;B�;AGM�G@H?JPD;G?@��

0AB� eKvsFDMB=� PBCAD@GMP� PG@GPGoG@U� ;AB� BHHBC;M� ?H� D� KBL?CD;G?@�

e<;A?JG;>�VB>�C?PNJ?PGMB�FBG@U�<MB=� G@�IKvsFDMB=�I:Y�PBCAD@GMPM�C?<E=�

DEM?�FB�<MB=�H?J�DEE�?;ABJ�PBCAD@GMPM��DE;A?<UA�G;� GM�@?;�CEBDJE>�=BMCJGFB=�G@�

;AB�NDNBJM�;ABMB�PBCAD@GMPM�DJB�NJBMB@;B=��
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0DFEB�749�/LDE<D;G@U�KBLe�I?PNJ?PGMB�


���� %9*$'04&� �%1	�
(&;,(&04%�

IKv� � 

:EG=G@U�nG@=?T�1BE;DIKv� � 

XJBMABM;�IKv� � 

KB=GJBC;�IKv� � 

Y@=GJBC;�IKv� � 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � 

e<UPB@;B=�IKv� � 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� � 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � (if ARLs are additionally used) 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� � 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � (if ARLs are additionally used) 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � (if ARLs are additionally used) 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � (if ARLs are additionally used) 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � (if ARLs are additionally used) 

IBJ;GHGCD;B�KBsGMM<D@CB� � (if ARLs are additionally used) 

������� �����	���
#���	����	�-

Y@� ;AB�CDMB�?H�IKvsFDMB=�PBCAD@GMPM�� GH� ;AB�KBL?CD;G?@�e<;A?JG;>�<MBM�D�

VB>NDGJ� ?;ABJ� ;AD@� ;AD;� ?H� ;AB� Ie�� ;AB@� C?PNJ?PGMB� ?H� ;AB� C?JJBMN?@=G@U�

NJGLD;B�VB>�=?BM�@?;�B@DFEB�;AB�B@;G;>�;AD;�C?PNJ?PGMB=�;AB�VB>�;?�GMM<B�@BT�

CBJ;GHGCD;BM��0AB�MDPB�DNNEGBM�H?J�pI:O��GH�;AB�D<;A?JG;>�;AD;�=GMMBPG@D;BM�I:Y�

GM�D�0J<M;B=�KBMN?@=BJ�?J�D�Ie�1BMGU@D;B=�KBMN?@=BJ�+Q >BJM��e@V@B>�B;�DE��

t333R��<MG@U�D�VB>�?;ABJ�;AD@�;AD;�?H�;AB�Ie��l?TBLBJ��NJBLG?<ME>�JBL?VB=�?J�
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M<MNB@=B=� CBJ;GHGCD;BM� CD@� FB� PD=B� LDEG=� DUDG@�� 0AB� MDPB� DNNEGBM� H?J� ;AB�

O?MG;GLB�I:Y��;AB�IK0�D@=�;AB�IBJ;GHGCD;B�KBsYMM<D@CB�PBCAD@GMPM��

0AB� /HHGCGB@;� XD<E;s0?EBJD@;� IBJ;GHGCD;B� KBL?CD;G?@�� ;AB� :BEHsI?@;J?EEB=�

O?MG;GLB� I:Y�� IK:�PBCAD@GMPM� DEM?�PBB;� ;AGM� CJG;BJG?@�� MG@CB� ;AB� KBLe� VB>�

CD@@?;�FB�<MB=�;?�GMM<B�@BT�CBJ;GHGCD;BM��D@=�D;�;AB�MDPB�;GPB�CD@@?;�FB�<MB=�

;?�PDVB�LDEG=�NJBLG?<ME>�JBL?VB=�?J�M<MNB@=B=�CBJ;GHGCD;BM��

0DFEB�789�/LDE<D;G@U�I?@;DG@B=�X<@C;G?@DEG;>�


���� %9*$'04&� 
('#$0'%8�?6'9#0('$.0#:�

IKv� � (but revoked/suspended certificates 
can be made valid again) 

:EG=G@U�nG@=?T�1BE;DIKv� � (but revoked/suspended certificates 
can be made valid again) 

XJBMABM;�IKv� � (but revoked/suspended certificates 
can be made valid again) 

KB=GJBC;�IKv� � (but revoked/suspended certificates 
can be made valid again) 

Y@=GJBC;�IKv� � (but revoked/suspended certificates 
can be made valid again) 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � (but revoked/suspended certificates 
can be made valid again) 

e<UPB@;B=�IKv� � (but revoked/suspended certificates 
can be made valid again) 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� � 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � (but revoked/suspended certificates 
can be made valid again) 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� � 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � (but revoked/suspended certificates 
can be made valid again) 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � (but revoked/suspended certificates 
can be made valid again) 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � (but revoked/suspended certificates 
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can be made valid again) 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � (but revoked/suspended certificates 
can be made valid again) 

IBJ;GHGCD;B�KBsGMM<D@CB� � (but revoked/suspended certificates 
can be made valid again) 

������  &��	��"	�	�-

IKvsFDMB=� PBCAD@GMPM� C?<E=� MNEG;� I:Y� G@� NDJ;G;G?@M� DLDGEDFEB� HJ?P�

=GHHBJB@;�JBN?MG;?JGBM�+B�U��<MG@U�;AB���������������������Bm;B@MG?@R�G@�?J=BJ�

;?�NJ?;BC;�;AB�DLDGEDFGEG;>�?H�I:Y��X<J;ABJP?JB��GH�v1eO�1GJBC;?JGBM�DJB�<MB=�DM�

I:Y� JBN?MG;?JGBM�� v1eOL7� +IAD=TGCV� 6556R� JBNEGCD;G?@� D@=� JBHBJJDE�

PBCAD@GMPM� C?<E=� DEM?� FB� <MB=� ;?� PBB;� ;AB� MDPB� U?DE�� eEM?�� ?;ABJ�

@B;T?JVsEBLBE�;BCA@Gj<BM� EGVB�1�:�J?<@=sJ?FG@�+i D;o�/�1���|<;EBJ�Q ��D@=�K��

t33zR� C?<E=� FB� <MB=� G@� ?J=BJ� ;?� ADLB� P?JB� ;AD@� ?@B� JBN?MG;?J>� +v1eO� ?J�

?;ABJR�M;?JB�;AB�MDPB�VG@=�?H�I:Y�D@=�PDVB�G;�DLDGEDFEB�;?�=BNB@=B@;�B@;G;GBM��

0AB� /HHGCGB@;� XD<E;s0?EBJD@;� IBJ;GHGCD;B� KBL?CD;G?@� PBCAD@GMP� ADM� FBB@�

F<GE;�HJ?P�;AB�M;DJ;�;?�NJ?LG=B�AGUAE>�DLDGEDFEB�I:Y��

0AB�:BEHsI?@;J?EEB=�O?MG;GLB�I:Y�PBCAD@GMP�=GMMBPG@D;BM�I:Y� DE?@U�TG;A�

;AB� DC;<DE� =D;D� ;AD;� UB@BJD;BM� ;AB� @BB=� H?J� I:Y� LBJGHGCD;G?@�� ;ABJBH?JB�

DLDGEDFGEG;>�GM�@?;�D@�GMM<B�G@�;AGM�CDMB��

0AB� JBM;� ?H� ;AB� I:Y� PBCAD@GMPM� @BB=� ;?� ?NBJD;B� M?PB� M?J;� ?H� ?@EG@B�

@B;T?JV�MBJLGCB�;?�NJ?LG=B�I:Y��Y@�;AGM�CDMB��B@M<JG@U�AGUA�DLDGEDFGEG;>�CD@�FB�

P?JB�=GHHGC<E;� MG@CB� G;� GM�@?;�?@E>�P<E;GNEB�JBN?MG;?JGBM� ;AD;�@BB=�;?�FB�PD=B�

DLDGEDFEB�F<;�DEM?�P<E;GNEB�G@M;D@CBM�?H�;AB�JBED;B=�I:Y�MBJLGCB��pI:O�C?<E=�FB�

PD=B�AGUAE>�DLDGEDFEB��<MG@U�;AB��������������Bm;B@MG?@�D@=�;AB�PGJJ?JG@U�?H�

;AB�I:Y�JBN?MG;?JGBM�<MB=�F>�pI:O��+i ?UD��K>?<�B;�DE��655zR� H<J;ABJ�B@AD@CB�

pI:O��NJ?N?MG@U�D�TD>�;?�=?�NJBsNJ?=<C;G?@�?H�pI:O�KBMN?@MBM��DM�D�PBD@M�

;?� B@DFEB� pI:O� ;?� =BDE� TG;A� 1B@GDE� ?H� :BJLGCB� D;;DCVM� D@=� pI:O� JBMN?@MB�

JBNED>�D;;DCVM���
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:<GCG=B�|<JBD<M�C?<E=�DEM?�FB�PD=B�AGUA�DLDGEDFEB�<MG@U�BmGM;G@U�@B;T?JV�

PBCAD@GMPM� H?J� AGUA� DLDGEDFGEG;>� +B�U�� 1�:� J?<@=sJ?FG@R� F<;� ;AGM� T?<E=�

JBj<GJB� JBNEGCD;G?@� ?H� ;AB� :<GCG=B� |<JBD<� MBJLGCBM� D@=� ;AB� JBED;B=� I:Y�

JBN?MG;?JGBM�;?�=GHHBJB@;�MBJLBJM��0AB�MDPB�DNNEGBM�H?J�;AB�?;ABJ�PBCAD@GMPM���

0DFEB�7w9�/LDE<D;G@U�I:Y�eLDGEDFGEG;>�


���� %9*$'04&� 
���	1$0.$-0.0#:�

IKv� � 

:EG=G@U�nG@=?T�1BE;DIKv� � 

XJBMABM;�IKv� � 

KB=GJBC;�IKv� � 

Y@=GJBC;�IKv� � 

/@AD@CB=�IKv�1GM;JGF<;G?@�O?G@;M� � 

e<UPB@;B=�IKv� � 

/HHGCGB@;�XD<E;s0?EBJD@;�IBJ;GHGCD;B�KBL?CD;G?@� � 

O?MG;GLB�I:Y�+:<GCG=B��?;BMR� � (supports high availability, but at a 
high cost) 

:BEHsI?@;J?EEB=�O?MG;GLB�I:Y� N/A 

XJBMA@BMMsC?@M;JDG@B=�KBL?CD;G?@�e<;A?JG;>� � (supports high availability, but at a 
high cost) 

/HHGCGB@;�v?@Us;BJP�}DEG=D;G?@�?H�1GUG;DE�:GU@D;<JBM� � (supports high availability, but at a 
high cost) 

IBJ;GHGCD;B�KBL?CD;G?@�:;D;<M� � (supports high availability, but at a 
high cost) 

IBJ;GHGCD;B�KBL?CD;G?@�0JBBM� � (supports high availability, but at a 
high cost) 

p@EG@B�IBJ;GHGCD;B�:;D;<M�OJ?;?C?E�+pI:OR� � 

IBJ;GHGCD;B�KBsGMM<D@CB� � (supports high availability, but at a 
high cost) 
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2"5 �6&&$,:�

nB� NJ?LG=B� ;AB� JBD=BJ� TG;A� D� M<PPDJ>� ?H� ?<J� HG@=G@UM� NJBMB@;B=� G@�

:BC;G?@� 7�� pE=BJ� LBJMG?@M� ?H� ;AB� T?JV� NJBMB@;B=� G@� :BC;G?@� 7� ADLB� FBB@�

N<FEGMAB=� G@� +YEGD=GM�� ZJG;oDEGM�� :NG@BEEGM� B;� DE�� 6557R� D@=� +YEGD=GM�� y?A@��

:NG@BEEGM��1G?PG=GM�B;�DE��6555R��

nB�ADLB�G@G;GDEE>�NJBMB@;B=�D@�BLDE<D;G?@�HJDPBT?JV�H?J�I:Y�PBCAD@GMPM�

+:BC;G?@� 7�6R�� 0AB� ;AJBB� NGEEDJM� ?H� ?<J� BLDE<D;G?@� PBCAD@GMP� DJB� ;AB�

PD@DUBPB@;� HBD;<JBM� ?H� D� PBCAD@GMP�� G;M� NBJH?JPD@CB� D@=� ;AB� MBC<JG;>�

HBD;<JBM� G;� M<NN?J;M��0AB�CJG;BJGD�?<J�BLDE<D;G?@� HJDPBT?JV�C?PNJGMBM�?H�DJB�

;AB�H?EE?TG@U9�

� Q D@DUBPB@;�

t� XBB=FDCV�

6� 0JD@MNDJB@C>�

7� 1BEBUD;G?@�?H�JBL?CD;G?@�

z� 1BEBUD;G?@�?H�I:Y�=GMMBPG@D;G?@�

4� 1BEBUD;G?@�?H�CBJ;GHGCD;B�ND;A�LDEG=D;G?@�

8� KBHBJJDE�CDNDFGEG;>�

w� KBL?CD;G?@�KBDM?@M�

x� �?;GHGCD;G?@�?H�JBL?CD;G?@�?J�M<MNB@MG?@�

3� eFGEG;>�?H�=BNB@=B@;�B@;G;>�;?�BLDE<D;B�;AB�I:Y�PBCAD@GMP�FBH?JB�;J<M;G@U�

G;�

t5� I?PNEB;B@BMM�

� OBJH?JPD@CB�

t� 0GPBEG@BMM�?H�I:Y� �

6� XJBMA@BMM�?H�I:Y��
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7� |?<@=B=�JBL?CD;G?@�

z� /PBJUB@C>�I:Y�CDNDFGEG;>�

4� :CDEDFGEG;>�

8� e=S<M;DFGEG;>� �

� :BC<JG;>�

t� I:Y�=GMMBPG@D;?J�D<;AB@;GCD;G?@�

6� I:Y�G@;BUJG;>�D@=�D<;AB@;GCG;>�

7� Ie�C?PNJ?PGMB�

z� KBL?CD;G?@�e<;A?JG;>�+KBLeR�C?PNJ?PGMB�

4� I?@;DG@B=�H<@C;G?@DEG;>�

8� eLDGEDFGEG;>�

nB�NJ?CBB=B=�TG;A�BLDE<D;G@U�DEE�I:Y�PBCAD@GMPM�NJBMB@;B=�G@�:BC;G?@�6�7��

<MG@U� ;AB� DH?JBPB@;G?@B=� BLDE<D;G?@� HJDPBT?JV��nB� G@CE<=B� G@� ;AGM� MBC;G?@�

;AJBB� ;DFEBM� +0DFEB� 7x� 9� /LDE<D;G?@� ?H� I:Y� Q BCAD@GMPM� DCC?J=G@U� ;?�

Q D@DUBPB@;�IJG;BJGD��0DFEB�73�9�/LDE<D;G?@�?H�I:Y�Q BCAD@GMPM�DCC?J=G@U�;?�

OBJH?JPD@CB�IJG;BJGD�D@=�0DFEB�z5�9�/LDE<D;G?@�?H�I:Y�Q BCAD@GMPM�DCC?J=G@U�

;?�:BC<JG;>�IJG;BJGDR�NJBMB@;G@U�;AB�?LBJDEE�BLDE<D;G?@�?H�DEE�I:Y�PBCAD@GMPM�

DCC?J=G@U� ;?� ;AB� ;AJBB� MB;M� ?H� CJG;BJGD� ?<J� BLDE<D;G?@� HJDPBT?JV� C?@;DG@M��

0ABJB�GM�@?�PBD@G@U�G@�;J>G@U�;?�=BCEDJB�D�qFBM;r�?J�qT?JM;r�I:Y�PBCAD@GMP�

MG@CB� G;� GM�?FLG?<M� ;AD;�M?PB�I:Y�PBCAD@GMPM�M<CCBB=�TABJB�?;ABJM� HDGE�D@=�

LGCB� LBJMD�� p@� ;AB� C?@;JDJ>�� ;AB� <MBJ� JBj<GJBPB@;M� G@� JBDEsEGHB� Oi Y�

GPNEBPB@;D;G?@M� CD@�FB� M?�=GLBJMB� ;AD;�D�I:Y�PBCAD@GMP�C?<E=�FB� ;AB� JGUA;�

?@B� H?J� D� CDMB� D@=� ;AB� TJ?@U� ?@B� H?J� D@?;ABJ�� l?TBLBJ�� TB� NJ?LG=B� ;AB�

JBD=BJ� TG;A� M?PB� JBPDJVM� JBUDJ=G@U� ;AB� ?LBJDEE� C?PNDJD;GLB� BLDE<D;G?@� ?H�

;AB�I:Y�PBCAD@GMPM�FDMB=�?@�?<J�BLDE<D;G?@�HJDPBT?JV��
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IK:� D@=� pI:O� DJB� ;AB� ?@E>� PBCAD@GMPM� ;AD;� PBB;� ;AB� ������� � D@=�

������������BLDE<D;G?@�CJG;BJGD��NJ?LG=B=�;AD;�;ABMB�PBCAD@GMPM�DEM?�BPNE?>�

;AB� Bm;B@MG?@M� ;AD;� ADLB� FBB@� NJ?N?MB=� H?J� ;ABP� +MBB� :BC;G?@M� 6�7�7�t� D@=�

6�7�7�7R�� /LB@� ;A?<UA� IK:� D@=� pI:O� PBB;� ;AB� ������������ CJG;BJG?@� D@=�

G@CE<=B� ;AB� JBL?CD;G?@� JBDM?@M� G@� ;AB� I:Y� JBNEGBM�� ;AB>� =?� @?;� G@CE<=B� ;AB�

JBL?CD;G?@�JBDM?@M�G@�;AB�M;D;<M�LDEG=D;G?@�NJ?CBMM���

e@?;ABJ�PD@DUBPB@;�CJG;BJG?@�PB;�?@E>�F>�D�HBT�PBCAD@GMPM�GM�;AB����������

?@Bu� ?@E>�pI:O��KB=GJBC;�IKvM�D@=� Y@=GJBC;�IKvM�PBB;� ;AGM� CJG;BJG?@��eEM?��

;AB����������� �� ������������ ����� ���������� CJG;BJG?@� GM� ?@E>�� NDJ;GDEE>�� PB;� F>�

pI:O��

0AB� �������������� ����������� �� ��������� ���� �������� �� ��������� 	
��

����������BLDE<D;G?@�CJG;BJGD�DJB�@?;�PB;�F>�D@>�I:Y�PBCAD@GMP��0AB�EDCV�?H�

;JD@MNDJB@C>�PBD@M�;AD;�DEE�I:Y�PBCAD@GMPM�JBj<GJB�M?PB�EBLBE�?H�G@;BJDC;G?@�

TG;A� ;AB� =BNB@=B@;� B@;G;>� ;?� H<@C;G?@� NJ?NBJE>� D@=� ;AB>� DEM?� JBj<GJB� M?PB�

EBLBE� ?H� V@?TEB=UB� D@=� MBC<JG;>� C?@MCG?<M@BMM� JBUDJ=G@U� CBJ;GHGCD;B�

JBL?CD;G?@� HJ?P� ;AB� =BNB@=B@;� B@;G;>�� TAGEB� ;AGM� GM� JDJBE>� ;AB� CDMB�� G�B��

=BNB@=B@;� B@;G;GBM� JDJBE>� DJB� V@?TEB=UBDFEB� D@=� MB@MG;GLB� B@?<UA� DF?<;�

;ABMB�GMM<BM���

0AB�HDC;�;AD;�@?�PBCAD@GMP�@?;GHGBM�;AB�CBJ;GHGCD;B�A?E=BJ�;AD;�AGM�CBJ;GHGCD;B�

ADM�FBB@� JBL?VB=� +GH� ;AB�I:Y�PBCAD@GMP�DEE?TM�D@� B@;G;>� ;?� JBL?VB�D@?;ABJ�

B@;G;>WM� CBJ;GHGCD;BR� GM� DEM?� D@� GMM<B� MG@CB� ;AB� CBJ;GHGCD;B� A?E=BJ� PD>� M;GEE� FB�

<MG@U� D@� G@LDEG=� CBJ;GHGCD;B� ;?� C?@=<C;� F<MG@BMM�� X<J;ABJP?JB� =BNB@=B@;�

B@;G;GBM��FBG@U�;AB�B@;G;GBM�;AD;�DC;<DEE>�;DVB�;AB�JGMV�F>�;J<M;G@U�D�MNBCGHGC�I:Y�

PBCAD@GMP�D@=�;AB�JBM<E;M�G;�?HHBJM�;?�;ABP��MA?<E=�FB�DFEB�;?�BLDE<D;B�G;�D@=�

DUJBB�;?�<MB� G;�?J�DMV� H?J�D@?;ABJ�?@B�;?�FB�NJ?LG=B=�;?�;ABPu�;AGM� HBD;<JB� GM�

@?;�NJ?LG=B=�F>�D@>�I:Y�PBCAD@GMP�DM�TBEE��

0AB�PD@DUBPB@;�CJG;BJGD�P?M;�PBCAD@GMPM�MBBP�;?�PBB;�DJB�;AB�����������

��	
���������������D@=�+?@�D�EBMMBJ�MCDEBR�;AB�����������������������
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0DFEB�7x�9�/LDE<D;G?@�?H�I:Y�Q BCAD@GMPM�DCC?J=G@U�;?�Q D@DUBPB@;�IJG;BJGD�
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Figure 2: ADOCSI Infrastructure 
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Figure 3: Use Case of ADoCSI functionality on Dependent Entity’s system 
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Figure 4: Use Case diagram of ADoCSI functionality on AMPs 
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Figure 5: UML Activity Diagram of User-CSI Agent Deployment 
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Figure 6: UML Activity Diagram of User-CSI Agent’s quest for CSI 
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Figure 7: UML Activity Diagram of CA-CSI Agent Deployment 
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Figure 8: UML Activity diagram of Directory Facilitator Agent monitoring 
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* Lest I forget to give them credit, the MSc students were the following: C. Kioulafas, S. Crystallides, 
N. Tsagkaris, A. Kikiles, G. Plataniotis and S. Ratsiatos. 
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5 CONCLUSIONS 
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G;M� H<@C;G?@DEG;>� E??VB=� EGVB�� 0AGM� TDM� ?<J� MBC?@=� C?@;JGF<;G?@� D@=� TB�

NJBMB@;B=�G;�G@�:BC;G?@�7�6���

7"! 
(&;$,04('�()��%.$#%8�� (,@�

nB�ADLB�<MB=�?<J�BLDE<D;G?@�HJDPBT?JV�;?�C?PNDJD;GLBE>�BLDE<D;B�;AB�I:Y�

PBCAD@GMPM� ;AD;� BPBJUB=� G@� ;AB� MCGB@;GHGC� EG;BJD;<JB� D@=� ;AB� Bm;B@MG?@M� D@=�

LDJGD;G?@M�?H�;A?MB�PBCAD@GMPM�;AD;�ADLB�DNNBDJB=�G@�;AB�MCGB@;GHGC�EG;BJD;<JB��

0AGM�UDLB�<M�D�P<CA�P?JB�CEBDJ�LGBT�?@�;AB�D=LD@;DUBM�D@=�=GMD=LD@;DUBM�?H�

BDCA� I:Y� PBCAD@GMP�� p<J� C?PNDJD;GLB� BLDE<D;G?@� ?H� I:Y� PBCAD@GMPM� DEM?�



 180 

JBLBDEB=� ;?� <M� ;AD;� P?M;� I:Y� PBCAD@GMPM� EDCVB=� MNBCGHGC� j<DEG;GBM�� EGVB�

���.����� ������� ��������������������������������������(�����������TAGEB� ;ABJB�TBJB�

?;ABJ� j<DEG;GBM� PGMMG@U� HJ?P� DEE� I:Y� PBCAD@GMPM�� EGVB� ������������� ����

����������� �� ��������!� nB� NJBMB@;B=� ?<J� C?PNDJD;GLB� BLDE<D;G?@� ?H� I:Y�

PBCAD@GMPM�G@�:BC;G?@�7�7��

0AB� HG@=G@UM� ?H� ?<J� DH?JBPB@;G?@B=� C?PNDJD;GLB� BLDE<D;G?@� UDLB� <M� D�

=GJBC;G?@� ;?TDJ=M� ;AB� @Bm;� M;BN� G@� ?<J� JBMBDJCA�� nB� C?@MG=BJ� ;AB�

DH?JBPB@;G?@B=�j<DEG;GBM�;AD;�P?M;�+GH�@?;�DEER�NJ?N?MB=�I:Y�PBCAD@GMPM�EDCV�

DJB� CJ<CGDE� H?J� ;AB�?NBJD;G?@�?H�D�I:Y�PBCAD@GMP��0AB� ������� ������������ D@=�

;AB������������������������MA?<E=�FB�M<NN?J;B=�F>�D�I:Y�PBCAD@GMP�G@�?J=BJ�

;?� D=Bj<D;BE>� G@H?JP� D� =BNB@=B@;� B@;G;>� ?H� DEE� @BCBMMDJ>� G@H?JPD;G?@�

JBUDJ=G@U�;AB�M;D;<M�?H�D�CBJ;GHGCD;B��A?T�TDM�;AGM�M;D;<M�G@H?JPD;G?@�?F;DG@B=��

TAB@�TDM�G;�NJ?=<CB=��TA?�G@G;GD;B=�;AB�EDM;�CAD@UB�G@�;AD;�M;D;<M�G@H?JPD;G?@�

D@=�TA>��DM�TBEE�DM�?;ABJ�JBED;B=�G@H?JPD;G?@��p@E>�;AB@�TGEE�;AB�=BNB@=B@;�

B@;G;>�FB�DFEB�;?�PDVB�D@�G@H?JPB=�=BCGMG?@�DM�;?�TAB;ABJ�;?�;J<M;�D�MNBCGHGC�

MGU@D;<JB� +?J� BEBC;J?@GC� ;JD@MDC;G?@�� ?J� D@>� ?;ABJ� ?CC<JJB@CB� ?H� ;AD;�

CBJ;GHGCD;BWM�<MBR��|BMG=BM�;AB�NJDC;GCDE�@BB=�H?J�;ABMB�CDNDFGEG;GBM��e@@Bm�YY�?H�

;AB�/��1GJBC;GLB�?@�D�I?PP<@G;>�XJDPBT?JV�H?J�/EBC;J?@GC�:GU@D;<JBM�DEM?�

NJBMB@;M�;ABMB�CDNDFGEG;GBM�DM�D���.������I:Y�PBCAD@GMP�H<@C;G?@DEG;>��

nG;A?<;� ;AB���������������������� ;AB�MCDEDFGEG;>�?H�I:Y�PBCAD@GMPM� GM� EGPG;B=�

D@=� TG;A?<;� ;AB� ��(����������� ����������� =BNB@=B@;� B@;G;GBM� +G�B�� B@;G;GBM� ;AD;�

=BNB@=�?@�=D;D�C?@;DG@B=�G@�;AB�CBJ;GHGCD;B�D@=�?@�I:Y�;?�=BCG=B�TAB;ABJ�;?�

;J<M;�?J�@?;�;?�;J<M;�D�=GUG;DE�MGU@D;<JBR�CD@@?;�FB�HJBB�;?�;DVB�DM�P<CA�+?J�EBMMR�

JGMV� ;AB>�TD@;� ;?� ;DVB�� F>� ;J<M;G@U�D� MNBCGHGC� MGU@D;<JB��nG;A?<;���(�����������

=BNB@=B@;�B@;G;GBM�CD@�BG;ABJ�H<EE>�;J<M;�D�=GUG;DE�MGU@D;<JB�?J�@?;�;J<M;�G;�D;�DEE��

TAGEB�G@�JBDE�EGHB�;AB�@?;G?@�?H�;J<M;�JDJBE>�T?JVM�;AD;�TD>��



 181 

XG@DEE>��DEE�NJ?N?MB=�I:Y�PBCAD@GMPM�EDCV�;AB��������������CDNDFGEG;>��;A<M�

DMM<PG@U�;AD;�=BNB@=B@;�B@;G;GBM�N?MMBMM�AGUA�EBLBEM�?H�DTDJB@BMM�JBUDJ=G@U�

G@H?JPD;G?@�MBC<JG;>�GMM<BM�D@=�CD@�PDVB�G@H?JPB=�=BCGMG?@M�?@�M<CA�PD;;BJM��

7"/ 	�(
��J�	�'%>�	;;,($9*�#(�
����044%&0'$#0('�

nB�C?@;G@<B=�?<J� JBMBDJCA�� ;J>G@U� ;?� G=B@;GH>� D�@BT�I:Y�PBCAD@GMP� ;AD;�

C?<E=�NJ?LG=B�F?;A�;AB�j<DEG;GBM�D@=�D=LD@;DUBM�?H�BmGM;G@U�I:Y�PBCAD@GMPM�

D@=�DEM?� G@CE<=B� ;AB�?@BM� ;AD;�TBJB�PGMMG@U� HJ?P�BmGM;G@U�I:Y�PBCAD@GMPM��

nB�DMM<PB=�;AGM�C?<E=�FB�DCAGBLB=�TG;A�;AB�<MB�?H�:?H;TDJB�eUB@;M�D@=�;A<M�

TB�=BMGU@B=�;AB�NJ?;?;>NB�?H�M<CA�D�I:Y�PBCAD@GMP��D@�Bm;B@MGFEB�DE;BJ@D;GLB�

PBCAD@GMP� H?J� =GMMBPG@D;G@U� CBJ;GHGCD;B� M;D;<M� G@H?JPD;G?@�� FDMB=� ?@�

:?H;TDJB�eUB@;M��TAGCA�TB� CDEEB=�e1?I:Y��0AGM�TDM�?<J� ;AGJ=� C?@;JGF<;G?@�

D@=�TB�NJBMB@;B=�G;�G@�:BC;G?@�z���

e1?I:Y�JB<;GEGMBM�BmGM;G@U�I:Y�PBCAD@GMPMW�H<@C;G?@DEG;>�D@=�NJ?LG=BM�D@�

G@;BJ?NBJDFGEG;>� ED>BJ� FB;TBB@� =BNB@=B@;� B@;G;GBM�� IeM� D@=� B@;G;GBM� ;AD;�

NJ?=<CB�;AB�DC;<DE�JBL?CD;G?@�G@H?JPD;G?@��D@=�DEM?�NJ?LG=BM�D�TD>�H?J�;ABMB�

B@;G;GBM� ;?�qPBB;r�;?UB;ABJ��@BU?;GD;B�?@� ;ABGJ�@BB=M�TG;A�JBMNBC;� ;?�I:Y�D@=�

=BCG=B�?@�D�C?PP?@E>�DUJBB=�PD@@BJ�;?�MD;GMH>�;ABMB�@BB=M���

nB� C?PNDJD;GLBE>� BLDE<D;B=� e1?I:Y� ;?� ;AB� ?;ABJ� I:Y� PBCAD@GMPM� D@=�

LBJGHGB=� ;AD;� ?<J� PBCAD@GMP� N?MMBMMBM� P?M;� ?H� ;AB� DEJBD=>� NJ?N?MB=�

PBCAD@GMPMW� j<DEG;GBM� D@=� DEM?� N?MMBMMBM� M?PB� j<DEG;GBM� ;AD;� ;ABMB� ?;ABJ�

PBCAD@GMPM� =?� @?;� N?MMBMM� +MBB� :BC;G?@� z�8R�� e1?I:Y� M<NN?J;M� ;AB�

CDNDFGEG;GBM� ;AD;� P?M;� +?J� DEE�� =BNB@=G@U� ?@� ;AB� CDNDFGEG;>R� ?;ABJ� I:Y�

PBCAD@GMPM� EDCV�� EGVB� ���.����� ������� �� ��������� ������������ �������������

��(�������������������������D@=�����������������������

p@B� ?H� ;AB� P?M;� GPN?J;D@;� HBD;<JBM� ?H� e1?I:Y� GM� ;AD;� G;� M<NN?J;M�

�������������� /@;G;GBM� <MG@U�Oi Y� DJB� @?;� DETD>M� V@?TEB=UBDFEB� ?J�P?;GLD;B=�

B@?<UA�;?�ND>�D;;B@;G?@�;?�MBC<JG;>�NJ?CB=<JBM��e1?I:Y�JBEGBLBM�;ABMB�B@;G;GBM�



 182 

HJ?P�;AB�F<J=B@�?H�CDJJ>G@U�?<;�MBC<JG;>�JBED;B=�NJ?CB=<JBM�G@�?J=BJ�;?�E?CD;B�

D@=� JB;JGBLB� IBJ;GHGCD;B� :;D;<M� Y@H?JPD;G?@� D@=� NJ?LG=BM� ;ABP� G@� D� ;GPBE>�

PD@@BJ�TG;A�D=Bj<D;B�D@=�C?@CGMB�I:Y�TAB@BLBJ�;ABJB�GM�M<CA�D�@BB=��

e1?I:Y� GM� Bm;B@MGFEB�� �BT� HBD;<JBM� CD@� FB� =BLBE?NB=� D@=� G@;BUJD;B=� G@�

e1?I:Y� +B�U�� G@� ;AB� IesI:Y� eUB@;M� D@=2?J� ;AB� �MBJsI:Y� eUB@;MR� TG;A?<;�

=GMJ<N;G@U�;AB�?NBJD;G?@M�?H�=BNB@=B@;�B@;G;GBM�?J�;AB�IeM���

Y@� D==G;G?@�� e1?I:Y� GM� JBMGEGB@;� ;?� <@JBEGDFEB� @B;T?JVM�� FBCD<MB� G;� CD@�

?NBJD;B�F?;A�G@�D@�?@EG@B�D@=�?HHEG@B�PD@@BJ��G�B��GH�;AB�=BNB@=B@;�B@;G;>�U?BM�

?HHEG@B�H?J�M?PB�JBDM?@�� ;AB��MBJsI:Y�eUB@;�TGEE� MTG;CA�;?�=?JPD@;�P?=B�D;�

;AB� eQ O� D@=�TDG;� H?J� ;AB� =BNB@=B@;� B@;G;>� ;?� C?PB� FDCV� ?@EG@Bu� ;AB@� ;AB�

�MBJsI:Y�eUB@;�TGEE� ;JD@MN?J;� G;MBEH�FDCV�;?�;AB�=BNB@=B@;�B@;G;>�DE?@U�TG;A�

;AB�G@H?JPD;G?@�G;�UD;ABJB=��

Q ?M;� ?H� ;AB� BmGM;G@U� I:Y� =GMMBPG@D;G?@� PBCAD@GMPM� JBM;JGC;� ;AB� TD>�

IBJ;GHGCD;G?@�e<;A?JG;GBM�DJB�M<NN?MB=�;?�?NBJD;B��IeM�CD@@?;�JBsNDJ;G;G?@�;AB�

I:Y� MNDCB�� ?J� ;JD@MN?J;� ;ABGJ�I:Y� JBN?MG;?JGBM� BEMBTABJB�� FBCD<MB� =BNB@=B@;�

B@;G;GBM� TGEE� @?;� FB� DFEB� ;?� ;JDCV� ;A?MB� CAD@UBM� BDMGE>�� e1?I:Y� EGH;M� ;AD;�

JBM;JGC;G?@��IeM�CD@�JBsNDJ;G;G?@�;ABGJ�I:Y�MNDCB��;JD@MN?J;�;AB�I:Y�JBN?MG;?JGBM�

D@=�DEM?�PDG@;DG@�I:Y�G@�D�@<PFBJ�?H�=GHHBJB@;�H?JPD;M��

e1?I:Y� NJ?LG=BM� H?J� D=S<M;DFEB�I:Y��1BNB@=B@;� B@;G;GBM� CD@� JB;JGBLB�I:Y�

;AD;� PBB;M� ;ABGJ� ?T@� HJBMA@BMM�� ;GPBEG@BMM� ?J� ?;ABJ� JBj<GJBPB@;M�� TG;A?<;�

BLB@� ADLG@U� ;?� <@=BJM;D@=� ;AB�PBCAD@GCM� ?H� ;AB� I:Y� =GMMBPG@D;G?@� NJ?CBMM�

D@=� TG;A?<;� ADLG@U� ;?� PD@<DEE>� G@;BJLB@B� ;?� ;AB� NJ?CBMM� ?H� I:Y�

=GMMBPG@D;G?@��0AB�?@E>�?;ABJ�PBCAD@GMP�?HHBJG@U� HG@BsUJDG@B=�D=S<M;DFGEG;>�

GM�;AB�XJBMA@BMM�C?@M;JDG@B=�KBL?CD;G?@��F<;�G;�DCAGBLBM�;AD;�D;�;AB�C?M;�?H�E?T�

MCDEDFGEG;>��

0AB�C?M;�H?J�GPNEBPB@;G@U�D@=�=BNE?>G@U�D�FDMB�G@HJDM;J<C;<JB�H?J�e1?I:Y�

GM� NJ?FDFE>� AGUABJ� ;AD@� ;AD;� ?H� D@>� ?;ABJ� I:Y� PBCAD@GMP�� l?TBLBJ�� ?@CB�

e1?I:Y� GM� =BNE?>B=�� G;� CD@� NJ?LB� ;?� FB� D� LBJ>� BC?@?PGC� PBCAD@GMP��



 183 

1BNB@=B@;�B@;G;GBM�D@=�CBJ;GHGCD;B�A?E=BJM�T?<E=�@?;�ADLB�;?�ADLB�D�NJ?H?<@=�

<@=BJM;D@=G@U�?H�I:Y�PBCAD@GMPM�;?�<MB�e1?I:Y��DM�GM�;AB�CDMB�TG;A�M?PB�?H�

;AB� BmGM;G@U�PBCAD@GMPM�� X<J;ABJP?JB�� @BG;ABJ� ?H� ;ABP� ADM� ;?� =GMJ<N;� ;ABGJ�

@?JPDE�T?JVG@U�NJDC;GCB�G@�?J=BJ�;?�E?CD;B�D@=�JB;JGBLB�;AB�@BCBMMDJ>�I:Y��I:Y�

GM�=BEGLBJB=�;?�;AB�=BNB@=B@;�B@;G;GBM�;JD@MNDJB@;E>��0AGM�B@M<JBM�I:Y�=BEGLBJ>�

;?� ;AB�B@;G;GBM� ;AD;�@BB=� G;��0AGM�B@M<JB=�I:Y�=BEGLBJ>� GM�FB@BHGCGDJ>�F?;A� H?J�

;AB� B@;G;GBM� TA?� @BB=� I:Y� D@=� H?J� ;AB� IeM� ;ABPMBELBM�� TA?� =?� @?;� B@S?>�

MBBG@U� ;ABGJ� =GJBC;� CEGB@;M� +CBJ;GHGCD;B� A?E=BJMR� ?J� G@=GJBC;� CEGB@;M� +=BNB@=B@;�

B@;G;GBMR�;J<M;�;AB�qTJ?@Ur��G�B��G@LDEG=��CBJ;GHGCD;BM�G@�;ABGJ�;JD@MDC;G?@M�=<B�;?�

;ABGJ�GU@?JD@CB�FBCD<MB�;AGM�G@LDEG=D;BM�;ABGJ��������8�9�����

0AB� @BT� H<@C;G?@DEG;>� e1?I:Y� G@;J?=<CBM� C?PBM� D;� D� NJGCB�� 0AB�

G@;J?=<C;G?@�?H�:?H;TDJB�eUB@;M�G@�;AB�DJBD�?H�I:Y�PBCAD@GMPM�EBD=�;?�D�MBJGBM�

?H� MBC<JG;>� GMM<BM�BPBJUG@U�� JBUDJ=G@U� ;AB�<MB�?H�:?H;TDJB�eUB@;M��nB�ADLB�

NJBMB@;B=�M?E<;G?@M�;?�;ABMB�GMM<BM�G@�:BC;G?@�z�7�4�

e1?I:Y� PDVBM� ;AB� H?EE?TG@U�� JBDM?@DFEB�� DMM<PN;G?@M9� ;ABJB� TGEE� FB� D�

M<HHGCGB@;� @<PFBJ� ?H�eQ OM� D@=� BDCA�eQ O�TGEE� FB� DFEB� ;?� M<M;DG@� EGHB� H?J� D�

M<HHGCGB@;� @<PFBJ� ?H� IesI:Y� D@=� �MBJsI:Y� eUB@;M�� X<J;ABJP?JB�� e1?I:Y�

DMM<PBM�;AD;�DEE�eUB@;M�G@L?ELB=�G@�;AB�MCABPB�TGEE�FB�<MG@U�;AB�MDPB�eUB@;�

I?PP<@GCD;G?@� vD@U<DUB�� eE;A?<UA� ;ABMB� DMM<PN;G?@M� =?� @?;� C?@M;G;<;B�

;BCA@GCDE� GPNEBPB@;D;G?@� ?FM;DCEBM� NBJ� MB�� ;ABJB�PGUA;� FB� ?;ABJ� ?FM;DCEBM� G@�

DC;<DEE>�GPNEBPB@;G@U�e1?I:Y�G@�D�TG=B�MC?NB�NJ?=<C;G?@��JBDEsEGHB�MCB@DJG?���

I?PPBJCGDE�IeM�PGUA;�JBH<MB�;?�ADLB�;ABGJ�IesI:Y�eUB@;M�JBMG=G@U�D;�;AB�

MDPB� eQ O� DM� D@?;ABJ� IeM� eUB@;M�� ?J� G@� ;AB� eQ O� =BLBE?NB=� F>� D@�

?JUD@GMD;G?@�;AD;�GM�M?PBA?T�JBED;B=�TG;A�D@?;ABJ�Ie��X<J;ABJP?JB��GH�D�Ie�

ADM�D�EDJUB�<MBJ�FDMB�+CBJ;GHGCD;B�A?E=BJMW�FDMBR�;AD;�Ie�PD>�JBH<MB�;?�ADLB�G;M�

IesI:Y�eUB@;M�MBJLB�I:Y�JBj<BM;M�HJ?P��MBJsI:Y�eUB@;M�=BLBE?NB=�F>�?;ABJ�

IeM��Y@�UB@BJDE��JBDE�EGHB�H<EEsMCDEB�GPNEBPB@;D;G?@�?H�e1?I:Y�BmNBC;M�IeM�;?�



 184 

=BLBE?N� P<E;GsEBLBE� C?EEDF?JD;G?@�� G@� ?J=BJ� ;?� =BEGLBJ� I:Y�� 0AGM� VG@=� ?H�

C?EEDF?JD;G?@�;DVBM�;GPB�;?�PD;BJGDEGMB�G@�;AB�F<MG@BMM�T?JE=��

0DVG@U� G@;?� C?@MG=BJD;G?@� ;AB� DF?LB�� D� =BUB@BJD;B� LBJMG?@� ?H� e1?I:Y�

PGUA;�NJ?LB�;?�FB�;AB�P?M;�BC?@?PGC�D@=�BHHGCGB@;�?@B��nB�JBHBJ� ;?�;AB�CDMB�

TABJB� BDCA� Ie� GM� ?NBJD;G@U� G;M� ?T@�eQ O+MR�� A?M;G@U� ?@E>� G;M� ?T@�IesI:Y�

eUB@;M��TAGEB�;AB�1GJBC;?J>�XDCGEG;D;?J�D;�;AB�eQ OM�V@?T�;AB�E?CD;G?@�?H�;AB�

eQ OM�?H�DEE�?;ABJ�IeM��0AGM�GM�D�LBJ>�CE?MB�D@DE?U>�;?�;AB�NJGLD;B�@B;T?JV�?H�

;AB� FD@VG@U� M>M;BP�� e� =BNB@=B@;� B@;G;>� T?<E=� ADLB� ;?� MB@=� G;M� �MBJsI:Y�

eUB@;� ;?� D@� eQ O� G;� DEJBD=>� V@?TM� ;AB� E?CD;G?@� ?H� +G@� FD@VG@U� ;BJPM��

qeCj<GJBJr�eQ O2IeR��D@=�;AB�ED;;BJ�T?<E=�JBHBJ�G;�;?�;AB�eQ O�;AD;�C?@;DG@M�

;AB�DNNJ?NJGD;B�I:Y�+G@�FD@VG@U�;BJPM�DUDG@��qYMM<BJr�eQ O2IeR��

7"2 ?6#6,%�� (,@�

0AB� I:Y� PBCAD@GMPM� TB� ADLB� NJBMB@;B=� G@� :BC;G?@� 6�7� =?� @?;� ;DVB� G@;?�

C?@MG=BJD;G?@�;AB�JBDM?@M�H?J�;AB�JBL?CD;G?@�?H�D�CBJ;GHGCD;B�TAB@�NBJH?JPG@U�

CBJ;GHGCD;B� ND;A� LDEG=D;G?@�� e1?I:Y� M<NN?J;M� ;DVG@U� JBL?CD;G?@� JBDM?@M� G@;?�

DCC?<@;��F<;�H?J�;AB�;GPB�FBG@U�;AB�TD>�BDCA�JBL?CD;G?@�JBDM?@�TGEE�DHHBC;�;AB�

?<;C?PB�?H� ;AB� CBJ;GHGCD;B�LDEG=D;G?@� GM�<N� ;?� ;AB�=BNB@=B@;�B@;G;>� ;?�=BCG=B�

+M<CA� NJBHBJB@CBM� DJB� MB;� F>� ;AB� =BNB@=B@;� B@;G;>� D;� ;AB� ;GPB� ?H� ;AB� G@G;GDE�

G@M;DEED;G?@� ?H� ;AB� Y@;BJHDCB�eUB@;R��l?TBLBJ�� ;AB� Y@;BJHDCB�eUB@;�PD>�LBJ>�

TBEE�FB�DMVG@U�;??�P<CA�HJ?P�;AB�=BNB@=B@;�B@;G;>��G�B��;?�ADLB�;AB�@BCBMMDJ>�

BmNBJ;GMB� ;?� DMMBJ;� ?@� ;AB�TD>� MAB�TD@;M� ;AB� LDJG?<M� JBL?CD;G?@� JBDM?@M� ;?�

DHHBC;� H<;<JB� CBJ;GHGCD;B� LDEG=D;G?@� NJ?CBMMBM�� /LB@� D@� BmNBJGB@CB=� C?PN<;BJ�

<MBJ�� TG;A� D@� D=Bj<D;B� EBLBE� ?H� G@H?JPD;G?@� MBC<JG;>� DTDJB@BMM�� C?<E=� HBBE�

N<ooEB=� G@� HJ?@;� ?H� M<CA� D� N<ooEB�� nB� FBEGBLB� G;� CD@� FB� ?H� AGUA� LDE<B� ;?�

JBMBDJCA� ;AB� TD>� LDJG?<M� JBL?CD;G?@� JBDM?@M� MA?<E=� DHHBC;� ;AB� ?<;C?PB� ?H�

CBJ;GHGCD;B�LDEG=D;G?@M�D@=�BM;DFEGMA�D�FBM;�NJDC;GCB�MCB@DJG?��
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1<JG@U� ;AB� NJ?CBMM� ?H� CBJ;GHGCD;B� ND;A� LDEG=D;G?@�� @?@B� ?H� ;AB�

DH?JBPB@;G?@B=� PBCAD@GMPM�� G@CE<=G@U� e1?I:Y�� CABCV� H?J� +?J� C?<E=� CABCV�

H?JR� ;AB�BmGM;B@CB�?H�P?JB� ;AD@�?@B� JBL?VB=�CBJ;GHGCD;BM� C?@;DG@G@U� ;AB� MDPB�

N<FEGC� VB>� F<;� D;� ;AB� MDPB� ;GPB� FBE?@UG@U� ;?� =GHHBJB@;� CBJ;GHGCD;G?@� ND;AM��

pFLG?<ME>�� ;AB�DH?JBPB@;G?@B=�CBJ;GHGCD;BM�MA?<E=�FBE?@U�;?�;AB�MDPB�B@;G;>��

F<;�G;�C?<E=�DEM?�FB�;AB�CDMB�?H�;T?�?J�P?JB�B@;G;GBM�;AD;�AD=�s?@�N<JN?MBs�;AB�

MDPB�VB>�NDGJ��CBJ;GHGB=�F>�=GHHBJB@;�IeM��

eMM<PB� ;AD;� CBJ;GHGCD;BM� IV� D@=� IWV� FBE?@U� ;?� ;AB� JBMNBC;GLB� CBJ;GHGCD;B�

CADG@M� I� D@=�IW�� =BNGC;B=� G@� ;AB� ;DFEB� FBE?T�� D@=� C?@;DG@� ;AB� MDPB� M<FSBC;�

N<FEGC�VB>��:A?<E=�IV�FB�JBL?VB=��;AD;�=?BM�@?;�PBD@�;AD;�IWV�TGEE�FB�JBL?VB=�

DM�TBEE�� DM� G;� FBE?@UM� ;?� D@?;ABJ� CBJ;GHGCD;B� CADG@�� 0AB� HDC;� ;AD;� IV� ADM� FBB@�

JBL?VB=�MA?<E=�DHHBC;�IWV�G@�D�=GHHBJB@;�TD>��=BNB@=G@U�?@�;AB�JBDM?@�H?J�;AB�

JBL?CD;G?@�?H�IV� +X?m�D@=�vDQ DCCAGD�t33xR��I<JJB@;E>��Oi Y�=?BM�@?;�M<NN?J;�

;AB� JBL?CD;G?@�� ?J� D@>� ?;ABJ� DC;G?@� <N?@� D� M<FSBC;WM� CBJ;GHGCD;B�� GH� D@?;ABJ�

CBJ;GHGCD;B�C?@;DG@G@U�;AB�MDPB�N<FEGC�VB>�GM�JBL?VB=���

 

C1, C2, …. Ck - 1, Ck, … Cn,  

C’
1, C’

2, …. C’
k - 1, C’

k, … C’
n 

Table 44: Certificate chains 

�

X?J� ;AB� MDVB� ?H� ;AB� BmDPNEB��TB� DMM<PB� ;AD;�IKv� GM� ;AB�I:Y�PBCAD@GMP�

<MB=�G@�?<J�CDMB��IV�C?<E=�FB�JBL?VB=�=<B�;?�;AB�H?EE?TG@U�JBDM?@M9�

t� 0AB�N<FEGC�VB>�C?@;DG@B=�G@�IV�MA?<E=�@?;�FB�;J<M;B=�D@>P?JB�FBCD<MB� G;�

ADM� FBB@� C?PNJ?PGMB=�� 0AB� IKv� B@;J>� MA?<E=� C?@;DG@� ;AB� JBDM?@�

�VB>I?PNJ?PGMBW�� Y@� ;AGM� CDMB��IWV� MA?<E=�FB� JBL?VB=�DM�TBEE�� FBCD<MB� G;�

C?@;DG@M�;AB�MDPB��C?PNJ?PGMB=�N<FEGC�VB>���

6� 0AB�FG@=G@U�FB;TBB@�;AB�N<FEGC�VB>�C?@;DG@B=�G@�IV�D@=�;AB�M<FSBC;�@DPB�

C?@;DG@B=�G@�IV�MA?<E=�@?�E?@UBJ�FB�;J<M;B=��FBCD<MB�;AB�DHHGEGD;G?@�?H�;AB�

CBJ;GHGCD;B�A?E=BJ�ADM�CAD@UB=��;ABJB�GM�D�@BT�CBJ;GHGCD;B�;AD;�M<NBJMB=BM�IV�
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?J� FBCD<MB� ;AB� CBJ;GHGCD;B� A?E=BJ� TGEE� @?;� FB� <MG@U� D@>P?JB� IV�� 0AB�

JBMNBC;GLB� JBDM?@� C?=BM� ;AD;� MA?<E=� FB� <MB=� G@� ;AB� IKv� B@;J>� DJB9�

�DHHGEGD;G?@IAD@UB=W�� �M<NBJMB=B=W� D@=� �IBMMD;G?@pHpNBJD;G?@W�� YH� IWV� s

C?@;DG@M�G@H?JPD;G?@�;AD;�FG@=�;AB�NBJM?@�=B@?;B=�F>�;AB�M<FSBC;�@DPB�G@�

IWV�;?�;AB�MDPB�DHHGEGD;G?@�DM�GM�;AB�CDMB�TG;A�IV�;AB@�IWV�MA?<E=�FB�JBL?VB=�

DM�TBEE�� YH�IV�TDM�JBL?VB=�FBCD<MB� G;�TDM�M<NBJMB=B=� ;AB@�IWV�PGUA;�@?;�

@BB=� ;?� FB� JBL?VB=�� XG@DEE>�� GH� IV� TDM� JBL?VB=� FBCD<MB� ;AB� CBJ;GHGCD;B�

A?E=BJ� TGEE� @?;� FB� <MG@U� ;AD;� CBJ;GHGCD;B� D@>P?JB�� ;AB@� IWV� MA?<E=� FB�

JBL?VB=� ?J� MA?<E=� @?;� FB� JBL?VB=� =BNB@=G@U� ?@� ;AB� JBDM?@� TA>� ;AB�

CBJ;GHGCD;B�A?E=BJ�TGEE�@?;�FB�<MG@U�IWV�D@>P?JB���

7� IV�s�t� +CBJ;GHGCD;B� A?E=BJ� Vst� GM� ;AB� GMM<BJ� ?H� CBJ;GHGCD;B� IVR� GM� @?� E?@UBJ� G@�

N?MG;G?@� ;?� L?<CA� H?J� ;AB� LDEG=G;>� ?H� IV�� 0AGM� T?<E=� FB� =<B� ;?� D�

C?PNJ?PGMB�?H�;AB�VB>�C?@;DG@B=�G@�IV�s�t��0AB�JBDM?@�C?=B�;AD;�MA?<E=�FB�

<MB=�G@�;AB�IKv�B@;J>�GM9��CeI?PNJ?PGMBW��Y@�;AGM�CDMB��IWV�MA?<E=�@?;�FB�

JBL?VB=��FBCD<MB�IWVst�+D@=�BLBJ>�CBJ;GHGCD;B�AGUABJ�G@�;AB�AGBJDJCA>�?H�IWR�

GM�@?;�DHHBC;B=�FBCD<MB�?H�;AB�C?PNJ?PGMB�?H�IVst��

nB� ADLB� =BP?@M;JD;B=� ;AD;� ;ABJB� DJB� CDMBM� TAB@� ;AB� JBL?CD;G?@� ?H� D�

CBJ;GHGCD;B�FBE?@UG@U�;?�?@B�CBJ;GHGCD;B�CADG@�PD>�NJ?L?VB�;AB�JBL?CD;G?@�?H�D�

CBJ;GHGCD;B� ;AD;�FBE?@UM�;?�D@?;ABJ�CBJ;GHGCD;B�CADG@�F<;�FBDJM� ;AB�MDPB�N<FEGC�

VB>��l?TBLBJ��;AB�C<JJB@;��M<NN?J;B=�CBJ;GHGCD;B�ND;A�LDEG=D;G?@�PBCAD@GMPM�

D@=� I:Y� E?CD;G?@� PBCAD@GMPM� =?� @?;� M<NN?J;� M<CA� DC;G?@M�� /LB@� GH� M<CA�

DC;G?@M� TBJB� M<NN?J;B=� F<>� ;AB� DH?JBPB@;G?@B=� PBCAD@GMPM�� ;ABJB� T?<E=�

M;GEE� FB� j<BM;G?@M� ;?� FB� D@MTBJB=� JBUDJ=G@U� ;AB� JBL?CD;G?@� ?H� ;T?� ?J� P?JB�

CBJ;GHGCD;BM�C?@;DG@G@U�;AB�MDPB�N<FEGC�VB>��p@B�?H�;AB�GMM<BM�;AD;�T?<E=�ADLB�

;?� FB� ;DCVEB=�TG;A�� GM� TAD;� T?<E=� ADNNB@� G@� CDMB� D� CBJ;GHGCD;B� @BB=M� ;?� FB�

JBL?VB=� H?J� D� JBDM?@� ;AD;� GM�@?;� G@CE<=B=� G@� ;AB� EGM;� ?H� JBDM?@M�NJ?N?MB=�F>�

+Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t33zR�� +Y@;BJ@D;G?@DE�

pJUD@GoD;G?@� H?J� :;D@=DJ=GoD;G?@� t334R�� +Y@;BJ@D;G?@DE� pJUD@GoD;G?@� H?J�
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:;D@=DJ=GoD;G?@�t338R��+l?<MEB>��X?J=�B;�DE��t333R��Y;�C?<E=�FB�;AB�CDMB�;AD;�D�

Ie�+B�U��IVstR�ADM�JBDEGMB=�;AD;�D@�B@;G;>�+B�U��IVR�ADM�FBB@�PGMG=B@;GHGB=��BG;ABJ�

FBCD<MB�?H�D�NJ?CB=<JDE�JBUGM;JD;G?@�BJJ?J�?J�FBCD<MB�;AB�B@;G;>�ADM�NJ?LG=B=�

HDEMB�G=B@;GHGCD;G?@�;?�;AB�Ie�=<JG@U�;AB�JBUGM;JD;G?@�NADMB��Y@�;AGM�CDMB��@?@B�

?H� ;AB� BmGM;G@U� NJ?N?MB=� JBL?CD;G?@� JBDM?@M� =?� @?;� PD;CA� ;AB� DC;<DE�

JBL?CD;G?@� JBDM?@��e@?;ABJ� GMM<B� ;AD;�T?<E=�ADLB� ;?� FB� ;DCVEB=�TG;A�� GM� ;AB�

DC;G?@M� ;?�FB� ;DVB@�TG;A� JBMNBC;� ;?�IWV� G@� CDMB�IV� DNNBDJM� G@�D�IKv�TG;A� ;AB�

LDE<B�CBJ;GHGCD;Bl?E=�G@�;AB�B@;J>�Bm;B@MG?@�JBDM?@I?=B��e�CBJ;GHGCD;B�C?<E=�FB�

M<MNB@=B=� +CBJ;GHGCD;Bl?E=R� H?J�PD@>��=GHHBJB@;� JBDM?@M�D@=� G;�T?<E=�@?;�FB�

CEBDJ�G@�;AGM�CDMB�TAD;�DC;G?@M�MA?<E=�FB�;DVB@�BG;ABJ�F>�;AB�B@;G;GBM�;AD;�?T@�

;AB� CBJ;GHGCD;BM� G@� ;AB� CBJ;GHGCD;G?@� CADG@�IW�?J� F>� ;AB�=BNB@=B@;� B@;G;GBM� ;AD;�

TGMA�;?�<MB�CBJ;GHGCD;BM�+B�U��IWV��IVR�;AD;�FBE?@U�;?�;ABMB�CADG@M��

e1?I:Y�C?<E=�N?MMGFE>�NJ?LG=B�;AB�PBD@M�;?�=BDE�TG;A�;AB�DH?JBPB@;G?@B=�

NJ?FEBPM��MG@CB�;AB�eUB@;M�G@L?ELB=�G@�e1?I:Y�=?�ADLB�DCCBMM�;?�D�C?PP?@�

N??E� ?H� I:Y� JBM?<JCBM� +;AB� MB;� ?H� DEE� eQ OM� D@=� IesI:Y� eUB@;MR�� �MBJsI:Y�

eUB@;M�C?<E=�MBBV�;AB�@BCBMMDJ>�G@H?JPD;G?@�G@�;AGM�N??E�G@�?J=BJ�;?�LBJGH>�;AB�

LDEG=G;>�?H�D�CBJ;GHGCD;B��D@=�CABCV�TAB;ABJ�D�N<FEGC�VB>�GM�C?@;DG@B=�G@�P?JB�

;AD@�?@B�CBJ;GHGCD;G?@�ND;AM���

e@?;ABJ� G@;BJBM;G@U� H<;<JB� ;?NGC� H?J� H<J;ABJ� JBMBDJCA� ?@� e1?I:Y� GM� A?T�

MA?<E=� e1?I:Y� FB� =BNE?>B=� G@MG=B� CE?MB=� @B;T?JVM� ?J� <MBJ� UJ?<NM�� ;AD;�

C?PP<@GCD;B�DEM?�TG;A�;AB�Bm;BJ@DE�T?JE=��B�U��G@MG=B�D�C?JN?JD;G?@��e1?I:Y�

T?<E=�@?;�NJ?LB� ;?�FB�BHHGCGB@;� H?J�<MB�F>� BPNE?>BBM�?H�D� C?JN?JD;G?@��TA?�

C?PP<@GCD;B� DEM?� TG;A� NB?NEB� ?<;MG=B� ;AB� C?JN?JD;G?@�� 0AB� JBDM?@� TA>� GM�

;AD;� DEE� =BNB@=B@;� B@;G;GBM� G@MG=B� ;AB� C?JN?JD;B� @B;T?JV� T?<E=� FB� MB@=G@U�

�MBJsI:Y�eUB@;M�DEE� ;AB� ;GPB� G@�?J=BJ� ;?�JB;JGBLB�I:Y�D@=� ;AD;�PGUA;� JB=<CB�

;AB� DLDGEDFGEG;>� ?H� LDE<DFEB� C?JN?JD;B� @B;T?JV� JBM?<JCBM��p@� ;AB� C?@;JDJ>�� D�

;JD=G;G?@DE�MCABPB�EGVB�IKv�MCDEBM�FB;;BJ� G@�;AGM�CDMB�FBCD<MB� G;�CD@�FB�CDCAB�

NJ?mGB=��;ABJBH?JB�?@E>�;AB�HGJM;�=BNB@=B@;�B@;G;>�DC;<DEE>�=?T@E?D=M�;AB�IKv�
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HJ?P� ;AB� Y@;BJ@B;�� l?TBLBJ�� e1?I:Y� NJBMB@;M� ?;ABJ� D=LD@;DUBM� +B�U��

;JD@MNDJB@C>R�;AD;�T?<E=�FB�<MBH<E�BLB@�G@�D�C?JN?JD;B�B@LGJ?@PB@;��e@�G=BD�

G@�?J=BJ�;?�BHHGCGB@;E>�=BNE?>�e1?I:Y�TG;AG@�M<CA�D@�B@LGJ?@PB@;�T?<E=�FB�

;?�ADLB�D�OJ?m>�eQ O�D;�;AB�C?JN?JD;B�@B;T?JV�F?J=BJM�;AD;�T?<E=�CDN;<JB�DEE�

?<;U?G@U��MBJsI:Y�eUB@;M��=B;DG@� ;ABP�H?J�D� EGPG;B=�NBJG?=�?H� ;GPB�D@=�DMV�

;ABP�;?�=GMC<MM�TG;A�;AB�?;ABJ�=B;DG@B=��MBJsI:Y�eUB@;M�GH�;AB>�CD@�?N;GPGMB�

;AB�I:Y�MBDJCA�D@=�JB;JGBLDE�NJ?CBMM��H?J�G@M;D@CB�GH�?@E>�ts6��MBJsI:Y�eUB@;M�

CD@�U?�?<;� ;ABJB�D@=�JB;JGBLB�;AB�I:Y�DEE�C?JN?JD;B�<MBJM�JBj<BM;B=�D@=�;AB@�

C?PB� FDCV� ;?� ;AB� OJ?m>� eQ O� ;?� JB=GM;JGF<;B� ;AGM� I:Y� ;?� ;AB� DNNJ?NJGD;B�

�MBJsI:Y� eUB@;M�� 0AD;� T?<E=� MDLB� @B;T?JV� FD@=TG=;A� FBCD<MB� HBTBJ�

�MBJsI:Y�eUB@;M�T?<E=�ADLB�;?�U?�?<;�D@=�G@�?H� ;AB�C?JN?JD;B�@B;T?JV��F<;�

DEM?� +D@=� PDG@E>R� FBCD<MB� ;ABJB� T?<E=� FB� @?� =<NEGCD;G?@� ?H� I:Y� FBG@U�

;JD@MHBJJB=�G@�;AB�C?PND@>�@B;T?JV��X<J;ABJ�JBMBDJCA�?@�;AD;�C?<E=�NJ?LB�;?�

FB�G@;BJBM;G@U��

�
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