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Accounting is generally considered as one of the most challenging issues in modern and
future mobile networks. As multi-domain complex heterogeneous environments are
becoming a common terrain, accounting procedures performed by network and service
providers have turned into a key aspect. However, in order for these networks to reliably
deliver modern real-time services, they should, among other things, provide accurate
accounting services, particularly billing. This work elaborates on the accounting process,
proposing a novel and robust accounting system. The requirements of the proposed
mechanism are defined and all the accounting scenarios that the system should cope with
are examined. All the proposed accounting extensions are implemented by means of
Diameter AVPs and commands. Our mechanism is generic and capitalizes on the existing
AAA infrastructure, thus providing secure means to transfer and store sensitive billing
data. More importantly, it can be easily incorporated into the providers’ existing mecha-
nisms regardless of the underlying network technology. At the same time, its generic nat-
ure allows for interoperability between different network operators and service providers.
Through extensive experimentation, we can also infer that our scheme is lightweight,
scalable, and easy to implement requiring only minor modifications to the core Diameter

protocol.

© 2009 Elsevier B.V. All rights reserved.

1. Introduction

Accounting along with authentication and authoriza-
tion comprise the well-known concept of authentication,
authorization and accounting (AAA) [1]. In heterogeneous
environments, where different administrative domains
and diverse wired and wireless technologies are utilized,
these principles are often hard and complex to correctly
implement and evaluate. Specifically, accounting, which
is our topic of interest, is in many cases a complicated pro-
cedure since many and often hidden aspects need to be ta-
ken into careful consideration. Such issues include Quality
of Service (QoS) requirements, security, and in particular
privacy of user profiles as well as Service Level Agreements
(SLAs) between users and operators or between operators
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as the case may be. The latter issue is expected to become
more complex in future networks as it follows a many-to-
many relationship model. Other key parameters may be
the frequent handoffs occurring inside an administrative
domain (intra-network handoffs) or between different
administrative domains (inter-network handoffs), and the
diversity of network access technologies utilized by opera-
tors and supported by users’ mobile terminals.

In this respect, a distributed, flexible, robust, secure and
generic accounting system is required which is able to
determine which user has acquired which services and
for how long at each operator realm. Such an accounting
mechanism must support the collection of usage data and
provide the means to securely transfer accounting informa-
tion between different network entities. Traffic and service
usage data need to be constantly measured and accounting
information has to be generated reliably. Moreover,
accounting records must be reliably and securely trans-
ferred towards the administrative party in charge.
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The topic of AAA services has been under constant study
and attention by researchers especially in the last few
years. However, as far as accounting is concerned, little
work has been done as researchers mostly focus on the
authentication and authorization factors as well as on secu-
rity aspects of the AAA architecture rather than on account-
ing itself [2-9]. For instance, works [2,7] deal with
authentication schemes while [8,9] are devoted to QoS
and mobility issues. Accounting is considered straightfor-
ward and the Internet Engineering Task Force (IETF) draft
[10] directions are followed by all current AAA implemen-
tations with only limited variations and room for modifica-
tions. Most studies in the literature so far propose
accounting systems that build on standard AAA protocols
such as Remote Authentication Dial In User Service (RA-
DIUS) and are suited for specific environments and technol-
ogies. At the same time, such accounting schemes usually
have been designed based on pre-defined number of users
and pre-configured relationships between users and exist-
ing network providers [11-13]. In our opinion, though,
accounting should be performed in a more generic way
thus avoiding the limitations stemming from the underly-
ing network access technology, the specific AAA protocol
being utilized, the population of the users/providers, etc.

The remainder of the paper is structured as follows: The
next section presents related work in the topic focusing on
accounting mechanisms. Section 3 provides basic back-
ground information regarding the current AAA protocols
and the main principles of accounting procedure. Section
4 identifies the different accounting scenarios our system
should be able to handle. Section 5 presents the proposed
architecture in detail and discusses a real-usage scenario.
Since our scheme is built around the Diameter protocol,
Section 6 elaborates on the proposed architecture and de-
scribes our accounting extensions in terms of Diameter
Attribute-Value Pairs (AVPs) and commands. Our test-bed
architecture and performance evaluation are given in Sec-
tion 7. The last section concludes the paper and gives some
directions for further research.

2. Related work

Though limited, the issue of accounting as part of the
AAA framework is not completely ignored by researchers.
In [14,15] accounting is recognized as an essential task
for commercial service usage, while generic accounting
systems are regarded essential to cope with present and
future ubiquitous challenges. The authors identify
accounting requirements and define the roles and relation-
ships between entities participating in mobile networks.
They also propose an accounting system based upon three
discrete roles that an Authentication, Authorization,
Accounting, Auditing and Charging (A4C) Server may have
when responsible for the accounting process. The commu-
nication between the A4C servers is performed via the A4C
protocol, which is specified as an extended Diameter pro-
tocol. The accounting system the authors propose is sec-
onded by a Configuration Repository in order for the
operator to store the required information for business
processes (e.g., user profiles and SLAs). A Generic Data

Storage also exists to store the accounting and charging re-
cords generated by the A4C servers. In [15] the authors de-
fine some accounting extensions to the standard Diameter
protocol and study both intra-A4C and inter-A4C handoff
scenarios. In case the user shifts to a foreign administrative
domain the same principles apply and the accounting
management treats the new handoff as if it occurred inside
the home administrative domain.

The work presented in [16] studies the issue of account-
ing management for session mobility in ubiquitous envi-
ronments. Specifically, this study considers an example
scenario where a user transfers a running session between
different devices. Session Initiation Protocol (SIP) is used
for providing session transfer service and an extended
Diameter protocol handles the accounting requirements.
The authors describe the required interactions between
the signaling and the accounting protocols to support ses-
sion mobility and present a use case scenario.

The last work [17] presents a custom-tailored network
architecture that consists of SQL database servers for offer-
ing access control and accounting in large WLAN systems.
The proposed architecture relies upon the MySQL master/
slave chain replication and is destined to provide high lev-
els of reliability, scalability and availability. The authors
define the communication framework as well as all mes-
sage flows between the engaged network elements and
the corresponding database servers. It is worth noting that
none of the aforementioned works deals with performance
issues, i.e.,, none of them provides performance results
either theoretical or experimental.

Also, in this section we would like to summarize and
clarify the contribution of this paper compared to our pre-
vious work. The theoretical background of this paper lies
on our previous work already presented in [15]. However,
as discussed further down in Section 5.2, here we substan-
tially revise our initial architecture by incorporating sev-
eral changes and improvements. Also, we elaborate on
the enhanced architecture by extensively describing all
message exchanges between network elements. Moreover,
we emphasize on the proposed changes to the base Diam-
eter protocol in terms of commands and AVPs. This analy-
sis, provided in Section 6, is also introduced in this paper.
The test-bed experimental results included in Section 7
are also novel and to the best of our knowledge the first
of its kind in the AAA literature. As already pointed out
in the previous section, several works in the AAA literature
do provide performance evaluation facts but none of them
is devoted to accounting.

3. Background
3.1. AAA protocols

The generic AAA scheme as described by IETF defines
the necessary mechanisms for dispatching the functions
of Authentication, Authorization and Accounting. Every
network operator integrates AAA into his mechanisms thus
providing interworking between different operators [19]. A
number of AAA-enabled servers (called AAA servers) are
scattered throughout the network in order to provide the
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required functionality. Depending on the network, the AAA
server has only one role performing a single task; say val-
idating authentication credentials as part of the authenti-
cation process for users requiring 802.11 network access,
or be responsible for all AAA services. The required com-
munication is performed by utilizing an appropriate proto-
col as the case may be.

At present, several AAA protocols [19,20] have been
proposed. Incipient protocols, such as [21,22], were imma-
ture having several limitations. For example, most of them
present several difficulties when integrating into networks
that utilize new technologies. That is, technologies that
were not present prior to the formation of the protocols.
The RADIUS protocol [23,24] was designed by IETF for
transferring authentication, authorization, and accounting
data between a Network Access Server (NAS), which deter-
mines a RADIUS client, and the corresponding RADIUS ser-
ver holding the information to authenticate and authorize
a user. A RADIUS server can also act as a proxy, i.e., a client
to other RADIUS servers. Originally, RADIUS was limited to
support dialup connections, but today is able to support
different situations and technologies. Nevertheless, several
shortcomings and weaknesses have been discovered in RA-
DIUS [25] and because of them it is no more considered
widely acceptable as a modern AAA protocol. Furthermore,
RADIUS is only applicable over TCP.

The Diameter protocol [26,27] was defined as a succes-
sor to RADIUS, in order to overhaul known deficiencies of
its predecessor [25]. Diameter fully satisfies the require-
ments for accessing heterogeneous network technologies,
including wireless packet data technology and distributed
security models for multi-domain and roaming scenarios.
Diameter consists of a base protocol that defines header
formats, and security extensions as a number of mandatory
commands and AVPs. The base protocol is session-oriented
based on the Peer-to-Peer (P2P) model. Besides TCP, Diam-
eter operates over Stream Control Transmission Protocol
(SCTP) as a transport protocol. Information is exchanged
by means of AVPs. Different extensions to the base proto-
col allow the utilization of different network access tech-
nologies by defining special command codes and AVPs.
The NAS server requirements (NASREQ) extensions are
able to support RADIUS authentication protocols, Extensi-
ble Authentication Protocol (EAP) methods [28], and
authorization needed by NAS services. Also, Mobile IP
extensions define AVPs to support Mobile IP across dispa-
rate administrative domains. This enables a Diameter ser-
ver to authenticate, authorize, and collect accounting
information for services requested by a mobile node. The
same accounting extension defines a set of generic
accounting AVPs that can be used for all services support-
ing real-time accounting as well.

Other related but less accredited protocols not dis-
cussed here include the Common Open Policy Service
(COPS) [21] and the Terminal Access Controller Access
Control System (TACACS) [22].

3.2. Accounting

Once a user successfully authenticates himself with the
network and gains the appropriate authorization privileges

he is granted access to network resources. From that time
on, the user activities need to be constantly tracked and
metered in order for the network operator to calculate
and accordingly charge the user. As already mentioned,
this procedure is called accounting and is extremely
important for both the customer, in order to keep his faith
towards the network operator, and the network operator
or service provider as his revenue relies upon it. The main
purpose of the accounting procedure is to bind user-re-
lated activities with accounting metrics. The latter may
be the overall time the user spent connected to the net-
work, the kilobytes of data downloaded, or even some
pre-defined tariffs correlated with a specific service the
user acquired.

In a typical accounting scenario several entities in-
volved. First, the customer (or subscriber) who is actually
a user utilizing the appropriate device to gain access to a
network. The customer holds a subscription with a net-
work operator who is responsible for offering and support-
ing network access to his customers. This operator is called
the Home Operator (HO) and is the only party holding a
user profile, consisting of detailed information regarding
the user. A user SLA is also required to provide additional
information for the services the user has subscribed to
and to any other special parameters. Charging is also deter-
mined by the user’s SLA. An external or foreign network
operator, known as the Foreign Operator (FO), may be uti-
lized in case of roaming. This allows the user to continue
receiving network access outside the area covered by his
HO. In most cases an FO holds a roaming agreement with
the user’s HO. The last party involved is called the Foreign
Service Provider (FSP). This is a third party capable of pro-
viding add-value services to his subscribers. A user may
have contractual agreement directly with the FSP or the
services provided by the FSP may be part of his agreement
with the HO. These services are in most cases charged sep-
arately, but this partial cost is finally added to the overall
cost of network access by either the HO or the FO. Addi-
tionally, the role of FSP may be taken by the HO or FO,
meaning that the entities granting network access may
also offer a wide variety of services. In many scenarios
though, especially when sophisticated services are the
case, a foreign third-party service provider may be neces-
sary. Fig. 1 depicts all participants in a typical accounting
scenario along with the network connections between
them. Note that in the figure the user is only connected di-
rectly with the home network as he is subscribed to that
corresponding network operator only.

In all cases the HO is accountable for posing the final
charges as well as the preparation of the corresponding in-
voice. Actually, the HO is the only party the user has direct
subscription to. Also, normally, the HO is also the only en-
tity the user trusts. The invoice will include all charges that
all participating parties have gathered on behalf of the cor-
responding user. Revenue shares between the charging
parties are defined separately according to their bilateral
agreements and contracts.

Charging can be a relatively straightforward and simple
process or becomes highly complicated as more and more
network operators and service providers are participating
into. The factors affecting the accounting procedure are
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bipartite. On the one hand lay the different administrative
domains the user visits during handoffs. Whilst, on the
other, emerge the technological variations, as more and
more different technologies are available to the user, but
not all network operators offer complete support for all
of them.

4. Accounting scenarios

The simplest accounting scenario involves the employ-
ment of a device to acquire a service offered by the net-
work provider the user holds a contractual relationship
with. Complexity arises in many scenarios including those
the subscriber requires the acquisition of services offered
by a different access technology domain. Also, this may
happen due to several other reasons, for example, when
the user is forced to change network access provider be-
cause the HO experiences connectivity problems or lack
of connectivity in a given area (e.g., the user is roaming
abroad).

More specifically, think of a scenario where a user uti-
lizes his 3G mobile device in order to receive high-speed
Internet connectivity from a specific network operator that
allows for a video conference. As the user roams from place
to place the required handoffs take place. Eventually, he
may find himself in an area where 3G (i.e., UMTS) coverage
is not available by his network operator. This scenario is
frequent in places outside big residential areas. Upon
reaching this area the user’s connection will shift towards
the old 2.5G (i.e., GSM/GPRS) system which is also pro-
vided by his network operator. The video conference will
end abruptly while the user will experience a decreased
Internet connection speed. At a later stage the user may
move towards another UMTS cell again or even find an
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802.11 hot-spot deployed by his HO to offer high-speed lo-
cal connectivity.

Shifting from one technology to another must be fully
transparent to the user but apart from other issues such as
continuity of connection, fast handoffs, security consider-
ations or any other technological bottlenecks and chal-
lenges, the procedure of accounting is also affected. Since
the utilization of different access technologies implies possi-
ble variations in charging according to SLA’s and QoS agree-
ments, preparing the final invoice may not be an easy task.

In a similar way, apart from selecting different techno-
logical means to access the network, the user may also
need to shift from one network operator to another and
thus move to a different administrative domain. This ap-
plies to scenarios where either home provider connectivity
issues temporarily arise or connectivity in a specific area is
not present. Such cases also raise several difficulties and
complications in the process of accounting. This is mainly
due to the fact that the user usually holds a contractual
relationship with one network operator only, but he may
require services offered by many others his HO is keeping
roaming agreements with. In this case, the charging pro-
cess needs to take into consideration the details regarding
the revenue derived from the roaming agreement between
the two network operators as well as possible extra
charges the user may be requested to pay.

In this respect, technological handoffs and administra-
tive domain handoffs often become intertwined as the user
enjoys the benefits of the new 4G heterogeneous environ-
ments and their services, which in turn are derived from
the use of innovative network technologies. Thus, modern
accounting systems need to meet and satisfy several chal-
lenges and demands in order to provide robust, secure and
foolproof services to network operators. The possible

Foreign Service _>
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AAA client: a device at the edge of the network that provides access control and
forwards any user queries towards the AAA Server in charge

Fig. 1. Generic AAA Network architecture.
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accounting scenarios can be classified into the following
four distinct categories:

1. Same administrative domain, same technological domain:
The user has a contractual relationship with his HO,
accesses the network through the HO using, e.g., his
UMTS enabled device. This is the simplest accounting
scenario where the user is charged solely by the HO.

2. Same administrative domain, different technological
domain: The same as before, but when the user needs
to shift from a 3G network to a WLAN (also provided
by the HO) he can do so since his device also supports
802.11 technology, for example. In this case, the user
is charged by his HO for network access and services
consumed, with possible change in pricing when shift-
ing from 3G to WLAN.

3. Different administrative domain, same technological
domain: The user has a contractual relationship with
his HO. He accesses the network through HO but needs
to shift to a different FO that supports the same tech-
nology. In this case the user is charged by his HO for
the time he remains under the HO coverage and from
the FO for the time he spends under FO coverage. The
accounting data the FO collects are transmitted to the
HO for the preparation of the final invoice. Increased
tariffs are usually imposed when the user shifts to the
FO. As far as the operators are concerned they most
probably have a long-time bilateral agreement covering
revenue issues and financial share between them.

4. Different administrative domain, different technological
domain: The user has a contractual relationship with
his HO. He accesses the network through the HO but
shifts to different FOs and to different network access
technologies. The same principles as in the aforemen-
tioned scenario apply with only difference the possibil-
ity of dissimilar charges involved due to the transition
from one technology to another.

In case the user requests services from an FSP then he is
charged by his HO for network access as well as from the
FSP for service usage. The FSP collects accounting data
regarding service utilization by the user, calculates the
price according to his particular pricing scheme and sends
the information back to the HO, since the user expects a
single bill from his contractual operator. The agreement
between the HO and the FSP determines the financial share
between them, if any. Note that as the user may shift from
the HO to FO while accessing a service provided by an FSP
more complicated scenarios may arise as well.

5. Proposed accounting architecture
5.1. General issues and requirements

Every new accounting system should take into consid-
eration all the parameters related to: (a) the heterogeneous
environment, (b) the multi-network operator relationship
model, (c¢) the existence of many innovative technologies
possibly incompatible with each other, and (d) the large
number of mobile user population as each one of them is

a potential customer or service-requiring entity for all
existing network operators and service providers. A solu-
tion based on well-structured, pre-defined contractual-like
relationships between users and several likely network
operators is far from desirable. This is because in the real
world - where millions of mobile users constantly roam
between disparate administrative domains, utilize differ-
ent technologies and enjoy several services at the same
time - pre-defined relationships is practically an infeasible
solution. Thus, a more flexible and scalable approach
should be proposed that relies on temporary or on-the-
fly creation of the required relationships and transfer of
data.

Apart from the practical difficulties this problem pre-
sents, security considerations should also be treated as of
major importance for any new accounting system. User
personal information (user profiles or contexts), SLAs and
invoices issued to customers contain private data and need
to be protected. Under these circumstances privacy should
be guaranteed and mechanisms to reliably and securely
store information or send accounting data from one net-
work operator to another should be utilized. Again, it is
stressed that only the network operator the user has con-
tractual relationship with (the HO) is allowed to store
and process personal information about that particular
user. In a nutshell, the desirable requirements a new
accounting system must meet are the following:

1. Generic: The new accounting system should be applica-
ble regardless of the underlying network access tech-
nology used. In this way forthcoming technologies
should be easily incorporated.

2. Distributed: The magnitude and complexity of current
accounting demands can only be tackled with distrib-
uted architectures. A distributed architecture also helps
mitigate future problems and technical failures.

3. Secure: Security is critical during the accounting proce-
dure. Data privacy, confidentiality and integrity should
be ensured. Also, of utmost importance is the protection
of user personal information. Private personal data
should be safely stored and never be transmitted to
any party other than the one the user has a contractual
relationship with. At the same time, accounting data
regarding a user should be securely and reliably com-
municated between the administrative parties
involved. Therefore, the confidentiality and integrity
of accounting data in transit are of major importance
here.

4, Transparent to users: Users must receive a single bill
regardless of the number of operators or other charging
parties are involved in the process of accounting.

5.2. Analysis

In our previous work [18] we proposed a novel architec-
ture to successfully fulfill the security and other require-
ments pointed out in Section 5.1 of this paper.
Nevertheless, during the implementation and evaluation
of a prototype system destined to measure and prove the
effectiveness of the proposed architecture several issues
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arose. In this work we present our revised architecture
incorporating all the required amendments and additions.
Throughout this section we point out all changes providing
a detailed explanation and justification of their necessity.
To further explain the proposed architecture we also dem-
onstrate the mechanism responsible for storing the user’s
accounting records into the corresponding database.

5.2.1. Network entities and their roles

As already mentioned, the two key factors governing
the overall accounting process are the vertical and horizon-
tal handoffs occurring as the user moves from domain to
domain. A vertical handoff involves changing the data link
layer technology used to access the network, while a hori-
zontal handoff takes place between different wireless Ac-
cess Points (APs) that use the same technology. A handoff
occurrence may only involve the same administrative do-
main or happen between different administrative domains.
Whenever one of these events occurs or every time the
user requires a new service, charging is most likely affected
and thus the accounting system should provide a mecha-
nism to store and process the associated event. To cope
with this, the proposed accounting system relies upon
the creation of hierarchical discrete identification numbers
(IDs). Each ID corresponds to a single occurring event. In
this way all user activities can be tracked and charged,
while at the same time, it constitutes the basis behind
the successful fulfillment of the requirements described
previously in Section 5.1.

In a typical AAA architecture several network entities
collaborate to perform accounting-related activities. Apart
from the user device, also referred to as supplicant, it is
important to introduce the concepts of AAA client and
AAA server. As opposed to our previous work [18] where
only the role of the AAA server was taken into consider-
ation, we now choose to clearly define the properties of
an AAA client. An AAA client is a device at the edge of
the network that provides access control and forwards
any user queries towards the AAA server in charge [1]. It
utilizes an appropriate AAA protocol (e.g., Diameter) and
generates AAA messages to request authentication, autho-
rization and accounting services on behalf of the user. In
most cases a NAS undertakes the role of the AAA client,
but in fact any network device destined to provide network
access, regardless of the utilized technology, can act as an
AAA client. This is true provided that an AAA protocol is
properly installed and configured. It is important to note
that in the proposed architecture AAA clients are of major
significance as they are the only parties that gather
accounting metrics (also referred as accounting data).

AAA servers on the other hand are deployed by network
operators inside their administrative domain. Such servers
receive AAA messages from AAA clients and perform the
authentication, authorization and accounting services,
respectively. Regarding our accounting system, AAA serv-
ers are responsible for handling the accounting process,
calibrate accounting settings on AAA clients and transform
accounting metrics into accounting records. Similarly, in a
typical AAA architecture, an AAA server can perform any or
all of the AAA services and often collaborate with neigh-
boring AAA servers (e.g., by proxying AAA messages).

Hence, several AAA clients may be serviced by one or more
of the AAA servers deployed by the network operator.

AAA servers, according to their specific role regarding
accounting, can be referred as either Accounting servers
or Billing servers. As described in the generic AAA model
[1] the main role of an Accounting server is to process
the accounting data received from the AAA client. This pro-
cessing may include summarization of interim accounting
information, elimination of duplicate data, or generation of
session records. Accordingly, the Billing server typically
handles rating and invoice generation, but may also carry
out auditing, cost allocation, trend analysis or capacity
planning functions. Real-life network operators usually
choose to distinguish between the role of Accounting and
that of Billing server. This is because a considerably large
number of Accounting servers are required as opposed to
Billing servers, where all relative activities can be per-
formed by a single machine. Concerning our proposed
model, both Accounting and Billing servers maintain the
same attributes and properties as in the generic AAA mod-
el, but their role is not distinguished as we choose to use
the notion of AAA server for all accounting-related activi-
ties. It is important to keep in mind that AAA clients gather
accounting metrics while AAA servers transform these
accounting metrics into accounting records.

In this context, the proposed accounting system relies
on typical AAA servers already used by network operators.
According to our model, during the accounting process, an
AAA server can take either the role of the Root server or
that of the Administrative server. The Root server is an
AAA server inside the home domain responsible for the
AAA client (usually a NAS). That is, the server that has al-
ready successfully completed the authentication and
authorization process and granted access to the user. In
several scenarios the AAA server that the user initially at-
taches to might not be suitable to provide the required ser-
vices and thus AAA requests may be proxied to a new AAA
server that will be granted the role of the Root server.
Therefore, as opposed to our previous work, the Root ser-
ver should no longer be defined as the server the user first
attaches to, but as the one that has successfully completed
authentication and authorization requests via the AAA cli-
ent on behalf of the specific user. From now on, in terms of
Accounting, the Root server will be responsible for that
specific user. Therefore, the same AAA server will be used
for collecting accounting records from the respective
Administrative servers throughout the entire user session.
In a nutshell, the Root server initializes and terminates the
accounting process for a given user.

5.2.2. User ID mapping scheme

Upon granting network access to the user the Root ser-
ver creates a unique identification number (ID) and at the
same time stores in the corresponding database a record
mapping the newly created ID with the actual user ID as
shown in Fig. 2, case A. The actual user ID may be the user’s
International Mobile Station Identifier (IMSI) (this is a per-
manent ID), a temporary ID such as Network Access Iden-
tifier (NAI) [29], or even a pseudonym. The first ID that the
Root server creates is called Master ID. This ID can be al-
tered, updated or deleted only by the Root server. The Root
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[ User ID IMasterlD] @

Master 1D | EventiD 1 | Event D 2 |

[ Event ID IAccounhng Data ] ©

[Parent EDI Event ID 3 ] ©

[Master ID I Event ID 1 IAccounting Data 1 I Event ID 2 IAccounting Data 2] @

Fig. 2. (a) Mapping user information with the Master ID, (b) mapping the Master ID with Event IDs 1 and 2, (c¢) mapping the event ID with accounting data,
(d) mapping the Parent ID with Event ID 3 and (e) record stored in the database by the Root server.

server is also responsible for accepting frequent requests
for accounting information by the Administrative servers
as well as for the preparation of the final invoice to be sent
to the subscriber. Any Administrative server on the other
hand, will respond to an accounting query sent by a Root
server.

The Administrative server is initially the same as the
Root server. As the user moves from one domain to another,
handoffs occur and the user may need to attach to a differ-
ent NAS or even require the services of a new AAA server.
For example, when moving inside the area of a WLAN the
user’s device may shift from one AP to another. Conse-
quently, the Administrative server is the local AAA server,
which is at the given moment responsible for the user. It
is important to note that the Administrative server can be
an AAA server that is located in the administrative domain
of a foreign network operator. This server is responsible for
collecting accounting records and keeping track of the user
activities while the user remains under its supervision.
Practically, the Administrative server configures account-
ing parameters on the AAA client and orders the initiation
or termination of the accounting data collecting procedure
from the same entity. Moreover, it receives all accounting
metrics that are later on converted to accounting records
to be sent towards the Root server. While the user moves
from one AAA client to another the current Administrative
server terminates accounting on the old AAA client and asks
the new one to take charge and initialize the proper
accounting procedures. Each Administrative server holds
only limited information about the actual user. Specifically,
it keeps only the required SLA parameters needed for charg-
ing as well as a reference to an ID sent to it by the previous
Administrative server.

Each time the user initializes an event that needs to be
tracked and metered the Administrative server will create
a new unique ID, called Event ID, mapped to that particular
event. Each event ID must be globally unique, so for
instance, it could take the form of {Administattive_
Server_Name_or_IP||Event_ID||Current_time_in_milliseconds}.
The server will securely store in the corresponding data-
base the correlation between the newly created event ID
and the received Reference ID as shown in Fig. 2, cases B
and D. For multiple events created by the same user the
corresponding IDs will be utilized to track all user activi-
ties. A database is accessed to securely store records bind-

ing the user event IDs with accounting data as shown in
Fig. 2, case C. When a user leaves the current Administra-
tive server, or when required for other purposes, all gath-
ered accounting data will be sent towards the Root
server. The Root server will eventually combine all events
and store an accounting record in the form of that shown
in Fig. 2, case E.

The notion of the Reference ID contains two discrete
entities. While the user remains inside the administrative
domain of the home network the Reference ID is the Master
ID created by the local Root server. On the other hand, while
the user remains under the coverage of a foreign adminis-
trative domain a Parent ID takes the role of the Reference
ID, as described further down. For a given user the same
Master ID is used during a session while several Parent IDs
may be utilized. This happens because it is vital that every
time a foreign AAA server is involved a new ID should be
used as areference. The Root server in the case of the Master
ID and the previous Administrative server in the case of the
Parent ID can be extracted from the Master and Parent ID
values correspondingly, so that the current Administrative
server knows where to send the accounting records.

In case the user moves to the domain of a foreign net-
work operator the same principles apply but security
requirements suggest the use of a new identifier other than
the Master ID to be utilized as a reference for any new
event IDs. This is fulfilled by a new identification number
we call Parent ID. The Parent ID is an ID created by the
Administrative server in the home domain to be sent to
the new Administrative server inside the foreign domain.
This Parent ID will thereafter be used as a reference to
any newly created event IDs. The Parent ID notion serves
a dual purpose. First, it constitutes a completely new refer-
ence neither created nor relevant to the initial Master ID or
the actual user ID. Thus, even when the Master ID is used
as a reference to event IDs it remains inside the home do-
main and has never become available to a server inside the
FO. This assists to further protect the user real identity and
other related confidential information. Secondly, the Par-
ent ID helps to clearly distinguish the role of the Parent
ID and the Master ID. Note that in our previous work
[18] both entities were referred to as Master ID although
their role was distinctly defined.

At this point another amendment to our initial architec-
ture [18] was considered crucial and is introduced in this
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work. Our previous work suggested that while remaining
inside the foreign domain all vertical handoffs should be
treated as if the user was inside the home domain. How-
ever, we now require that in case of a vertical handoff it
is preferable that the new Administrative server does not
contact directly the previous Administrative server inside
the foreign domain. Instead, request all necessary informa-
tion to be sent during authentication by the latest Admin-
istrative server inside the home domain. This server will
send the required SLA and any other charging instructions
as well as the user’s Parent ID. The latter is a new Parent ID
different than any other previously used for the same user.
As the user terminates all actions, or when asked for other
purposes, each engaged Administrative server inside the
foreign domain that tracked user activities for some time
will send the relevant accounting records to the corre-
sponding Administrative server inside the home domain.
The Administrative server will later on forward them along
with its own collected accounting records to the Root ser-
ver inside the home domain.

It is also noted that it is not necessary for the Adminis-
trative server inside the home domain to wait for the
accounting data from the server(s) placed inside the foreign
domain(s). On the contrary, interim data could be sent to
the Root server, having them updated several times. As
soon as the complete accounting records from foreign
Administrative servers are available they may be forwarded
to the Root server. The above amendment is expected to
add both a bandwidth and a time penalty compared to
our previous mechanism but should be regarded rather
minor as it is reported in the performance evaluation sec-
tion further down. On the other hand, this new scheme of-
fers a greater level of security and complies with the
respective common practices and current standardized
mechanisms [26,30]. Finally, if an FSP interferes, the cur-
rent Administrative server will generate a new Parent ID
to be used as a reference to the newly created event IDs.

5.2.3. Security and privacy considerations

Considering the security analysis of the proposed archi-
tecture it is stressed that the confidentiality and integrity
of the accounting data in transit are guaranteed since the
wired links between providers are normally secured by IP
secure (IPsec) or sometimes by Transport Layer Security
(TLS) protocol. For instance, modern AAA protocols such
as Diameter suggest the use of IPsec for data exchanges in-
side the same administrative domain and TLS in case of
data crossing administrative domains [26]. Of course, addi-
tional security mechanisms either symmetric or asymmet-
ric can be employed but this is out of the scope of this
paper. On the other hand, privacy is also assured consider-
ing the fact that no user’s direct or indirect personal infor-
mation (permanent identity, Master ID, etc.) leaves the
possession of Root AAA server in charge inside the home
domain (see Section 5.2.2).

Another important concern is the protection of user’s
location privacy. It is known that while a handoff allows
for seamless service delivery to mobile users, it seems that
it comes with a cost in their location privacy [31]. For in-
stance, with the use of the Context Transfer Protocol
(CTP) [32] to support seamless handoffs, every administra-

tive domain is aware of the previous and the next admin-
istrative domain of the user, without excluding itself.
This means that every domain can track a part of the user’s
movement. Even worse, the user’s movement can be com-
pletely tracked, given that some administrative domains
collude. Note that this does not imply that all administra-
tive domains in the path of the user movement are re-
quired to collude for such an attack, but every second
domain in that path.

The same issue is relevant to accounting event IDs re-
quired by our mechanism. An eavesdropper may manage
to associate some event IDs with a given user so as to track
his movement. However, this attack is very difficult to
implement because (a) as already mentioned all communi-
cations between AAA servers are IPsec/TLS protected; so
having access to an event ID means getting access to the
AAA itself, (b) the generated event IDs can be sufficiently
random making it very difficult for passive or active eaves-
droppers to correlate them with the actual identity of a
user.

5.3. Real-usage scenario

To better understand the proposed accounting system
this section presents a real-usage typical scenario and
demonstrates how the proposed system will respond. For
the need of the scenario all matters regarding user authen-
tication and authorization as well as other security and
network considerations are left out. Only accounting issues
will be discussed. The user is supposed to carry a mobile
device which supports GSM and UMTS networks as well
as 802.11. He also holds a contractual relationship with a
network provider.

Fig. 3 depicts the network architecture of the described
scenario. The Home domain represents the administrative
domain owned by the HO. It offers three AAA servers and
the respective AAA clients. AAA server 1 handles queries
transferred from AAA clients 1, 2 and 3. Likewise, AAA server
2 is responsible for AAA client 4, while AAA server 3 is
accepting AAA messages from AAA clients 5 and 6. Respec-
tively, the foreign domain represents an FO the user needs
to attach to for roaming purposes. Also, keep in mind that
between the Home and the foreign domain a contractual
agreement or a pre-defined relationship is not required [26].

The actions (steps) performed by the user upon success-
ful connection to the network are the following:

1. The user connects to the WLAN utilizing his dual UMTS/
802.11 device. He is connected through the correspond-
ing hot-spot that beacons in the area. The hot-spot has
been deployed and is being managed by the HO for
high-speed network access.

2. The user is accessing the Internet by visiting several
web-pages.

3. The user ends the current Internet session and moves
outside the area. As a result, his device is now forced
to connect to the UMTS network provided by the same
network operator.

4. At this point the user initiates a new Internet session
and visits the network operator web-page where he
buys and downloads one mobile game.
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Fig. 3. Scenario architecture and steps.
5. The next day finds the user abroad without network successful attachment to the 3G network, through AAA cli-

coverage from his HO. His device connects to a foreign
network operator through UMTS. The user makes two
phone calls.

In order for the user to connect to the WLAN, one of the
three AAA clients inside the Home network needs to react
and serve the user’s request. This is done by AAA client 1
(e.g., the local AP) that forwards authentication requests
to the AAA server in charge. Upon successful authentica-
tion, and in terms of accounting, AAA server 1 takes over
the role of the Root server for that specific user, while
AAA client 1 will collect the corresponding accounting
metrics. The server retrieves the user-related SLA and con-
figures accounting parameters on AAA client 1 before initi-
ating the accounting process.

First off, AAA server 1 creates a Master ID and stores in
the corresponding database a record mapping the Master
ID with the actual ID of the user as the case may be. Ini-
tially, AAA server 1 also plays the role of the Administrative
server by beginning to track user activities. A new Event ID
1 is created with reference to the Master ID. The Event ID 1
is assigned to the accounting data corresponding to the
user connection to the network. According to the user
SLA he is charged with a monthly tariff for network access
regardless the technology used or the time he stays con-
nected. Considering the first step of user activities the
accounting data collect results to no additional charge for
the user. Thus, the first record corresponding to Event ID
1 contains the null value. The second step involves Internet
access which, according to the user SLA, is charged sepa-
rately and the actual cost is metered in terms of down-
loaded kilobytes. In this case the cost for Internet access
through the WLAN for the kilobytes the user downloaded
is charged with the amount of 10€. As the new event is dis-
covered by AAA server 1 a new Event ID 2 is created with
reference to Master ID and the cost of 10€ along with some
comments is stored.

Step 3 requires that the access technology has changed
and UMTS connection is activated. This requests that the
user attaches to AAA client 5 that supports UMTS. Upon

ent 5, a new AAA server 3 takes the role of the Administra-
tive server. The old Administrative server requires that
AAA client 1 terminates accounting while AAA server 3,
acting as the new Administrative server from now on, con-
figures and initializes accounting on AAA client 5. At that
time the AAA server 1 sends to AAA server 5 the SLA of
the user as well as his Master ID. AAA server 5 creates a
new Event ID 3 in order to store accounting data regarding
the user access to the UMTS network which is null for this
case. Event ID 4 is created in order to determine the cost
regarding the Internet access. According to the user’s SLA
and the volume of data downloaded the cost is 2€. Also, a
new Event ID 5 is necessary in order to keep the accounting
data regarding the purchase of a mobile game (i.e., step 4).
The game is priced 3€ by the network operator.

In step 5 the user leaves the Home Network and needs
services offered by an FO. Thus, the user attaches to AAA
client 7 that is being serviced by AAA server 4. Both ma-
chines reside inside the foreign domain. During the process
of authentication and authorization, AAA server 3 sends
the required SLA along with Parent ID 1 to be used as a ref-
erence for any new event ID(s) created by AAA server 4.
AAA server 4 is now the Administrative server in charge
and Event ID 6 stores accounting data regarding the user
access to the 3G network which is null for this case. Event
ID 7 is created in order to determine the cost regarding the
two phone calls performed by the user.

Finally, according to the mechanism described in the
previous section, all accounting records will be forwarded
towards AAA server 1, that is, the Root server for the given
user.

6. Analysis of communication messages and procedures

Communication between all network elements that
participate in the accounting process as described in the
previous section is performed via the Diameter protocol.
This section elaborates on the proposed architecture in
terms of message exchange between network elements
emphasizing on the required Diameter commands (also
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Table 1
Proposed extensions and additions to the base Diameter protocol.
New Diameter command/ Added to Purpose
AVP command
IP-Address-Realm CER and CEA AVP to store the IP address to be assigned to a newly-arrived user
Peer-Accounting-Role CER and CEA AVP to define the role of the AAA peer regarding accounting
Reference Id CER and CEA AVP to transfer the reference ID between AAA servers
Request-Accounting-Details CER AVP used to request accounting instructions for a specific user
Accounting-Details CEA AVP to convey the appropriate accounting instructions for a given user
Root-Server-Name CER and CEA AVP to store the identity of the Root server
Technology-Type AA-Request AVP to inform the AAA server regarding the desirable access technology
Event Id AA-Answer AVP to convey a new event ID
Setup-Accounting AA-Answer AVP to inform the AAA client to initiate or terminate the accounting process. It carries all the accounting
setup instructions
Accounting-Records-Request - Diameter command used to transfer accounting records between AAA servers
(ARR)
Accounting-Records-Answer - Diameter command used to acknowledge the delivery of the accounting records
(ARA)
Accounting-Records ARR AVP to convey the accounting records between AAA servers
Accounting-Response ARA AVP to acknowledge the correct delivery of accounting records or request a new transfer

referred to as Diameter messages) and AVPs employed. In
the context of our work several Diameter commands and
AVPs have been introduced or enhanced to incorporate
new abilities to the base protocol. In accordance to the
guidelines regarding the creation of new accounting appli-
cations [26] and for the sake of compatibility we have tried
to keep the number of new custom commands and AVPs to
the minimum possible and instead re-use pre-defined
ones. All amendments and additions we made to base pro-
tocol are summarized in Table 1.

Before the establishment of any new session, Diameter
capabilities negotiation must be carried out in order to
determine what Diameter applications are supported by
each peer. Diameter sessions must be routed only through

authorized nodes that have advertised support for the
Diameter application required by the session. By doing
so, all entities inside a domain are aware of the capabilities
of the neighboring peers as part of the network initializa-
tion/discovery procedure. It is important that throughout
this process AAA peers know which AAA clients are ser-
viced by which AAA servers and which users are serviced
by which AAA clients. The latter is achieved as AAA clients
keep a pre-defined number of IP addresses to be assigned
to newly arrived users. Diameter protocol capabilities
negotiation is actually performed every time two Diameter
peers need to communicate before establishing the actual
connection. The Diameter peers participating in capabili-
ties negotiations can be either AAA clients or AAA servers.

<CER> ::= < Diameter Header: 257, REQ >
{ Origin-Host }

{ Origin-Realm }

1* { Host-IP-Address }

{ Vendor-Id }

{ Product-Name }

[ Origin-State-Id )

* [ Supported-Vendor-Id )

* | Auth-Application-Id |

* [ Inband-Security-ld |

* | Acct-Application-Id |

* [ Vendor-Specific-Application-1d |

| Firmware-Revision ]

[ IP-Address-Realm ]

| Peer-Accounting-Role |

[ Reference-Id ]

[ Request-Accounting-Details ]
[ Root-Server-Name |

*[AVP]

CEA> ::= < Diameter Header: 257 >
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

1* { Host-IP-Address }

{ Vendor-Id }

{ Product-Name }

[ Origin-State-Id |

[ Error-Message |

* [ Failed-AVP ]

* [ Supported-Vendor-Id |

* [ Auth-Application-Id |

* | Inband-Securily-Id |

* [ Acct-Application-Id |

* [ Vendor-Specific-Application-Id ]
[ Firmware-Revision |

[ IP-Address-Realm ]

[ Peer-Accounting-Role )
[ Reference-Id |

[ Accounting-Details |
[Root-Server-Name |

*[AVP]

Fig. 4. CER and CEA message format.
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The above process is achieved via the Diameter protocol
commands Capability-Exchange-Request (CER) and Capabil-
ity-Exchange-Answer (CEA). The CER command is used to
let the recipient know the exact capabilities of the sender.
Respectively, the CEA is sent in response to a CER com-
mand. As shown in Fig. 4, a new AVP, namely, IP-Address-
Realm, is added to these messages in order to store the IP
addresses as described previously. Apart from standard
AVPs we created a new one called Peer-Accounting-Role.
This defines the role of the given peer as far as accounting
is concerned. Peer-Accounting-Role carries a value when
sent by one AAA server to another and the specified role
can take three distinct values, i.e., Root server, Home_
Administrative server, or Foreign_Administrative server.

It is also required that the Master ID or Parent ID is
transferred from an AAA server to the next one through
the new AVP Reference Id as shown in Fig. 4. The Request-
Accounting-Details AVP added in a CER message is used in
order to request specific accounting instructions for a given
user (e.g., information derived from the user SLA). Also, the
Accounting-Details AVP in the CEA command conveys the
appropriate accounting instructions.

Finally, the new AVP Root-Server-Name is used to store
the identity of the Root server. This is desirable so that

every Administrative server is able to transfer the required
accounting records towards the correct Root server. Alter-
natively, the Administrative servers are aware of the Root
server by extracting the Root-Server-Name from the Refer-
ence Id field. However, the implementation of the Root-
Server-Name AVP is used to speed up the process. This
AVP carries a value only when sent from an AAA server
to another.

When the user attaches to a serving AAA client, and be-
fore accounting is triggered, the authentication and autho-
rization requirements must be successfully fulfilled. The
AAA client contacts the appropriate AAA server and re-
quires authentication and authorization on behalf of the
user. This is achieved via the standard Diameter AA-Request
(AAR) and AA-Answer commands. The AAR command is
used to request authentication and/or authorization for a
given AAA client. In response to this, the AA-Answer com-
mand is sent by the AAA server towards the AAA client pro-
viding all important information regarding the received
query. In case the AAA server that controls the current
AAA client is not capable or responsible for granting
authentication to the specific user, these messages may
be proxied to an appropriate AAA server. This point is of
major importance in cases where the user is requesting

AA-Request> ::= < Diameter Header: 265, REQ, PXY >

<AA-Answer> ::= < Dlameter Header: 265,PXY >

< Session-Id >

{ Auth-Application-Id }
{ Origin-Host }

{ Origin-Realm }

{ Deslination-Realm }
{ Auth-Request-Type }
[Destination-Host]
[NAS-Identifier]
[NAS-IP-Address]
[NAS-IPv6-Address]
[NAS-Port)
[NAS-Port-1d]
[NAS-Port-Typa]
[Origin-AAA-Protocol]
[Origin-State-Id|
[Port-Limit]
[User-Name]
[User-Password]
[Service-Type)

[Technology-Type]

[State]
[Authorization-Lifetime]
[Auth-Grace-Period]
[Auth-Session-State]
[Callback-Number)
[Called-Station-Id]

[Connect-Info]
[Calling-Station-1d]
[Originating-Line-Info]
[CHAP-Auth]
[CHAP-Challenge]
*|Framed-Compression)
[Framed-Interface-Id)
[Framed-IP-Address]
*[Framed-1Pv6-Prefix]
[Framed-IP-Netmask]
[Framed-MTU)
[Framed-Protocol]
[ARAP-Password]
[ARAP-Security]

*[ARAP-Security-Data)
*[Login-IP-Host]
*[Login-IPv6-Host]
[Login-LAT-Group)
[Login-LAT-Node]
[Login-LAT-Port)
[Login-LAT-Service]
*[Tunneling]
“[Proxy-Info]
*[Route-Record]
*[AVP)

< Session-d >

{ Auth-Application-Id }
{ Auth-Request-Type }
{ Result-Code }

{ Origin-Host }

{ Origin-Realm }
[User-Name]
[Service-Type]
[Technology-Type]
*[Class)
*[Configuration-Token]
[Acct-Interim-Interval]
[Error-Message)
[Error-Reporting-Host)
*[Failed-AVP]
[Idle-Timeout)
[Authorization-Lifetime]
[Auth-Grace-Period])
[Auth-Session-State]
[Re-Auth-Requesl-Type]
[Multi-Round-Time-Out]
[Session-Timeout]
[State)
*[Reply-Message]
[Origin-AAA-Protocol]
[Origin-State-Id]
*[Filter-d]
[Password-Relry]
[Port-Limit]

[Prompt]

[ARAP-Challenge-Responss]

[ARAP-Features]
[ARAP-Security]
“[ARAP-Security-Data)
[ARAP-Zone-Access)
[Callback-Id]

[Callback-Number)
[Framed-Appletalk-Link]
* [Framed-Appletalk-Network]
[Framed-Appletalk-Zone]
* [Framed-Compression]
|Framed-Interface-Id]
[Framed-1P-Address]

* [Framed-IPv6-Prefix]
[Framed-1Pv6-Pool]

* [Framed-1Pv6-Route]
[Framed-1P-Netmask)]

* [Framed-Route]
[Framed-Pool]
[Framed-1PX-Network]
[Framed-MTU]
|Framed-Protocol)
[Framed-Routing]

* [Login-IP-Host]

* [Login-IPyB-Hosl]
[Login-LAT-Group]
[Login-LAT-Node]
[Login-LAT-Port]
[Login-LAT-Service]
[Login-Service]

[Login-TCP-Port)

* [NAS-Filter-Ruls)

* [QoS-Filter-Rule]

* [Tunneling)

* [Redirect-Host]
[Redirecl-Host-Usage]
[Redirect-Max-Cache-Time)

[Event-ld]
[Setup-Accounting)

* [Proxy-Info]
*[AVP)

Fig. 5. AA-Request and AA-Answer message format.
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services from a foreign domain or an FSP, meaning that an
AAA server inside the home domain must be contacted
during the authentication process.

Upon successful authentication the user is granted an IP
address and is thereafter allowed to access network ser-
vices and data, based on the authorization details con-
tained in the AA-Answer message. At this point the
accounting procedure must be triggered and thus all ac-
tions performed by the user need to be constantly moni-
tored. Therefore, we introduced the following additions
to the AA-Request and AA-Answer commands. First off,
the AA-Request command has to inform the AAA server
regarding the preferable access technology. Preferable ac-
cess technology refers to the mechanism the user wishes
to utilize to access the selected services. Possible values
may contain GPRS, Bluetooth, UMTS, 802.11, 802.16 and
other access technologies. The new AVP is called Technol-
ogy-Type. In case this AVP contains the null value it implies
that the user wishes to access the service using the current
technology; this is the most common scenario in real-life
network operation. It is worth noting that standard Diam-
eter does provide a similar AVP, namely, Service-Type.
However, the aforementioned AVP carries only general cat-
egories of services, “voice”, “data”, etc. and thus cannot
serve our purposes.

Likewise, via the AA-Answer command the AAA server
(i.e., the Administrative server in charge of accounting)
sends an event ID, to which the AAA client will assign
accounting metrics. This is achieved through the Event Id
AVP we have incorporated into the AA-Answer command
as shown in Fig. 5. In this way whenever the AAA client for-
wards accounting records to the AAA server the appropri-
ate event ID will be utilized.

Additionally, the new Setup-Accounting AVP contained
in the AA-Answer message informs the AAA client to either
initiate or terminate accounting. It also conveys all the re-
quired parameters regarding accounting setup. This infor-
mation is derived from the user’s SLA and other user-
related data.

It is stressed that we demand an AA-Request and AA-
Answer command to be used each time a new event ID is
created. This is mandatory as new event IDs are generated
in case: (a) the access technology has changed, (b) the
administrative domain has changed, (c) the user attaches
to a new AAA client, and (d) the user requests a new ser-

vice. In the first three cases authentication is mandatory
and the user allocates a new IP address while in (d) autho-
rization is executed prior to service delivery. For the latter
case, the standard Diameter RE-AUTH-Request (RAR) and
RE-AUTH-Answer (RAA) commands can also be utilized.
These two commands are very useful for an AAA server
that has initially authorized a session in case of prepaid
services to confirm that the user is still receiving the ser-
vice [30]. For the sake of brevity the format of the two
aforementioned commands is not depicted here since they
behave in a similar way as the AA-Request and AA-Answer
ones.

When asked by the AAA server or when the user moves
outside the coverage of the current AAA client, the AAA cli-
ent sends all the gathered accounting metrics to the AAA
server in charge. This is achieved via the Accounting-Re-
quest (ACR) command. In response to this, an Accounting-
Answer (ACA) message is sent as an acknowledgement
from the AAA server back to the AAA client.

Contrariwise to standard Diameter where accounting
metrics are sent only from AAA clients to AAA servers, in
our case, Administrative servers need a mechanism to reli-
ably transfer all accounting records, produced after the
manipulation of accounting data, to the Root server or to
another Administrative server (i.e., in case of handoff to a
foreign domain). To cope with this issue we introduce
two new DIAMETER commands named Accounting-Re-
cords-Request (ARR) and Accounting-Records-Answer (ARA).
The message structure of these two new commands is de-
picted in Fig. 6. The Accounting-Records AVP carries the ac-
tual accounting records while the Accounting-Response AVP
included in the ARA message acknowledges the delivery of
accounting records or requires a new transfer.

Upon termination of an active session it is required that
the AAA client informs the AAA server about the incident.
The session termination could be either due to network
malfunction or a normal procedure when the user chooses
to disconnect. The Session-Termination-Request (STR) mes-
sage is used by the AAA client to inform the AAA server
regarding the termination of the session for the current
user. In response to that message the AAA server will send
the Session-Termination-Answer (STA) message, acknowl-
edging the session termination. Similarly, the AAA server
is able to force the AAA client to stop providing a service
to a given user by sending an Abort-Session-Request (ASR)

<ARR>::=<Diameter Header:999,REQ,PXY>
< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }
{ Deslination-Host }

[ Origin-State-Id ]

[ Event-Timestamp ]

[ Accounting-Records ]
* [ Proxy-Info ]

* [ Route-Record ]
*[AVP]

<ARA>::=<Diameter Header:999,PXY>
< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

[ Origin-State-1d ]

[ Event-Timestamp ]

[ Accounting-Response |
* [ Proxy-Info ]

*[AVP]

Fig. 6. ARR and ARA message format.
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message. The AAA client needs to respond to this message
via the Abort-Session-Answer (ASA) command. All the afore-
mentioned messages (STR, STA, ASR, ASA) are provided by
the base Diameter protocol.

7. Performance evaluation

The performance of the proposed architecture is evalu-
ated in a properly designed test-bed and the results are
presented in this section. As already mentioned in Section
2 no other results either theoretical or experimental are
available for a direct comparison. So, in the following we
only compare our results with standard Diameter where
applicable.

7.1. Test-bed setup

In mobile ubiquitous environments one of the key fac-
tors affecting user experience and market acceptance of a
particular technology is the response time in terms of ser-
vice time and utilization of resources. In this work we
have enhanced standard Diameter-based AAA principles
by adding new services and procedures, thus expecting
network or/and service times to increase. So, the key ques-
tion here is whether the perceived cost in terms of service
time is affordable compared to common user (and pro-
vider) practices and requirements. This section aims not
to measure time requirements for AAA procedures but
actually to determine and evaluate the performance pen-
alty imposed by our modifications compared to standard
AAA Diameter.

Since AAA architectures comprise several time-con-
suming discrete procedures, service time measurements
produce useful information only when they refer to the
same scenario parameters. So, in order to provide a prop-
er test-bed for our architecture, we build a basic and gen-
eric scenario without utilizing any sophisticated
equipment. As no comparable metrics from relevant
accounting architectures exist until now (see Section 2),
we designed our test-bed in order not to simply measure
the time penalty imposed by our custom-made account-
ing procedures but actually evaluate how these account-
ing-related additions or modifications affect the overall
AAA operations. Specifically, the most important metric
is the overall time required from the point the user at-
tempts to attach to an AAA client until he finally acquires
the requested service. This time window may include all

Table 2
Test-bed components.

authentication and authorization operations as well as
accounting-related procedures. Also, it considers possible
handoffs and network malfunctions, mainly in the form
of packet losses in case of heavy traffic and network
utilization.

It should be noted that all AAA operations other than
those related to accounting are not affected by our archi-
tecture and thus are expected to perform according to the
standard Diameter protocol. Nevertheless, as reported in
Section 6, our architecture adds some new accounting-re-
lated commands and inserts data (i.e., AVPs) into several
AAA messages used during the authentication and/or
authorization process aiming at minimizing the overall
bandwidth consumption. This is the case with AA-Request
and AA-Answer messages described in Section 6. As a re-
sult, while the actual authentication and authorization
procedures (i.e., cryptographic operations) should not
withstand any time penalty, the creation, exchange and
processing of the corresponding messages is expected to
impose time and other resource consumption-related
penalties. Of course, testing such a complex scenario
may lead to ambiguous observations as a result of the
large number of hard to evaluate events due to casual
Internet and connection difficulties and bottlenecks. In-
stead of that, we argue that our accounting extensions
as given in Section 6 affect only authentication and
accounting-related procedures. This is especially true in
case of frequent handoffs. Hence, we have constructed
two different scenarios focusing specifically on these
two services.

Apart from the service time measurement tests we also
utilize other metrics to determine the CPU/memory utili-
zation penalty imposed by our architecture. These tests
are utilized to determine the soundness and robustness
of the proposed scheme regarding resource consumption.
This is equally important as carelessly designed accounting
procedures may result to high resource requirements
which of course is not suitable for mobile environments
as discussed here.

In this context, our experimental test-bed comprises
the following elements, also described in Table 2. Note that
each element is required to take a corresponding role
according to the deployed scenario:

e One PDA MIO P560 equipped with a 400Mhz Samsung
2443 CPU, 64 MB of RAM and 802.11g capabilities. The
PDA runs Windows Mobile v 6.00 Classic.

Machine/role CPU RAM (MB) Operating system

Low-end user device/PDA Samsung 2443 at 400MHz 64 Windows Mobile v. 6.00

High-end user device/PC Intel Mobile Core 2 Duo T7500 2048 OpenSuse 11.0 (32 bit)Kernel v. 2.6.25.16-0.1
AAA client AMD Mobile Athlon 4 downgraded to 350 MHz 256 -/[-

Low-end AAA server 1 Intel Pentium 3 at 733 MHz 512 -/[-

Low-end AAA server 2 Intel Pentium 3 at 800 MHz 348 -/[-

Low-end AAA server 3 Intel Pentium 3 at 800 MHz 512 -/[-

High-end AAA server 1 AMD Athlon 64 X2 3800+ 2048 -/[-

High-end AAA server 2 Intel Core 2 Duo 8200 2048 -/]-

High-end AAA server 3 Intel Mobile Core 2 Duo T7500 2048 -/[-
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¢ One high-end laptop incorporating an Intel Mobile Core
2 Duo T7500 processor along with 2048 MB of 333 MHz
RAM. This machine affords both Ethernet and 802.11
connectivity and is only used as a high-end user device.

e One low-end laptop machine incorporating an AMD
Mobile Athlon 4 CPU along with 256 MB of 133 MHz
RAM. To keep processing power to the minimum possi-
ble level we have downgraded the CPU to 350 MHz from
the original 1200 MHz using Powersave daemon in ver-
sion 0.14.0 [33]. This machine is connected to a Linksys
WGK200G router via the Ethernet adapter and is only
used as an AAA client.

e One Intel Pentium 3 733 MHz desktop PC that incorpo-
rates 512 MB of 133 MHz RAM. This machine is used
as a low-end AAA server.

e One Intel Pentium 3 800 MHz desktop PC incorporates
348 MB of 133 MHz RAM. This machine is used as a
low-end AAA server in scenarios which require an addi-
tional low-end one.

e One laptop machine equipped with an Intel Pentium 3
800 MHz processor and 512 MB of 133 MHz RAM that
is used as a low-end AAA server. This machine is utilized
in scenarios that require three low-end AAA servers.

e One AMD Athlon 64 X2 3800+ desktop PC with 2048 MB
of 333 MHz RAM. This machine takes the role of a high-
end AAA server.

e One Intel Core 2 Duo 8200 desktop PC having 2048 MB
of 666 MHz RAM to acts as a high-end AAA server. This
machine is utilized in scenarios that require an addi-
tional high-end AAA server.

e One high-end laptop incorporating an Intel Mobile Core
2 Duo T7500 processor along with 2048 MB of 333 MHz
RAM. This machine is employed in scenarios requiring
three high-end AAA servers.

All systems, except the PDA, utilize Linux OpenSuse
11.0 (32 bit) with Kernel v. 2.6.25.5-1.1. Our architecture
does not require the employment of a remote database ser-
ver for storage purposes. This functionality is instead pro-
vided by local databases implemented directly into the
AAA server machines. For this purpose we use MySQL in
version 5.0.45. The well-known MD5 and DES mechanisms
are used for the cryptographic operations involved in sce-
narios that require authentication. The communication be-
tween all AAA nodes is based on OpenDiameter v.1.0.7-1
[27]. In all scenarios we use the term “standard Diameter”
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to refer to the original version of the OpenDiameter. Con-
versely, the term “Diameter with proposed extensions” is
used to denote the usage of our custom-made Diameter
as it is described in Section 6. Also, the library schedutils
which is part of the Linux operating system is used to force
Diameter processes to run on a single CPU in multiproces-
sor systems. This is an important issue when measuring
CPU utilization as we utilize both single and multi proces-
sor systems. In all scenarios we use both low-end and high-
end client/server configurations.

In order to properly configure and being capable of
measuring the performance of an AAA client a low-end lap-
top machine with high-speed direct Ethernet connection
with the router is utilized. Usually, in real-life deploy-
ments, AAA clients (e.g., an AP) do not afford sufficient
CPU resources so here we only utilize a low-end machine.
In any case, an AAA client mainly proxies messages be-
tween a user device and an AAA server, hence measure-
ments are not affected by this machine. Also, our
accounting message extensions do not involve AAA clients
by any means.

7.2. Scenario I: evaluation of the authentication phase

The first scenario determines the time penalty imposed
by our architecture due to user authentication. That is, the
time required for a successful user registration with the
network. Recall that the main concern here is not to mea-
sure the overall authentication time but actually the penal-
ties imposed by adding accounting-related information to
the messages used during the authentication process. In
this sense, we determine if the additional time cost due
to the creation, exchange and processing of (our) more
complex messages is acceptable in terms of service time.
As described in Section 6 these messages are the: (a) CER
and CEA commands used during the capability exchange
procedure prior to session establishment, (b) AAR and
AA-Answer commands utilized during the actual authenti-
cation and authorization process, and (c¢) RAR and RAA
commands used within an already established session.

Instead of studying a simple authentication scenario
that involves a user requesting authentication from his
home domain we choose to examine a scenario where a
user is attempting to register for the first time to a
foreign network. Fig. 7 depicts this situation. The current
scenario resembles real roaming incidents and requires

Fig. 7. Network architecture for Scenario 1.
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the involvement of the user’s home domain AAA server
apart from other AAA servers placed inside the foreign
domain. This results in an increased number of authentica-
tion-related messages as well as an additional delay due to
Internet roundtrip time. In fact, this is the worst case sce-
nario regarding an authentication request and is thus ideal
for our purposes. Achieving a mean authentication time
close to that witnessed when standard Diameter is
employed should ensure acceptable overall performance
experienced by the end users.

Specifically, we measured the overall time required for
the completion of the process that starts when the AAA Cli-
ent 1 creates a CER message to be sent towards AAA Server
1, and ends upon the delivery of an AA-Answer message to
the AAA Client 1. This time includes the following events:
(a) exchange of CER/CEA messages between AAA Client 1
and AAA Server 1, (b) dispatch of an AAR message from
AAA Client 1 to AAA Server 1, (c) exchange of CER/CEA
messages between AAA Servers 1 and 2, (d) exchange of
AAR and AA-Answer messages between AAA Servers 1
and 2, and (e) dispatch of an AA-Answer message from
AAA Server 1 to AAA Client 1.

As depicted in Fig. 7 this scenario parameters include
the use of the PDA as the user device, the AAA client along
with Low-end AAA servers 1 and 2 for the low-end config-
uration and High-end AAA servers 1 and 2 for the high-end
configuration. This leads to four discrete measurement
groups, which correspond to the following variations:

(A) Standard Diameter with low-end configuration,

(B) Standard Diameter with high-end configuration,

(C) Diameter with proposed extensions with low-end
configuration, and

(D) Diameter with proposed extensions with high-end
configuration.

Measurements were taken from 500 runs for each of the
four aforementioned configurations. Table 3 summarizes
the results for each particular case. Apart from the mean
delay metric we include in the corresponding table the
standard deviation, and the 95% confidence interval. A
graphical comparison between different scenarios mean
authentication delay time is also provided in Fig. 8.

This scenario is also suitable to measure the CPU work-
load due to the creation and process of our new messages.
Since authentication is the most CPU-intensive procedure,
as it requires cryptographic operations, we can get a good
estimation of the complexity added to the authentication-
related messages due to accounting. To do so, we tracked
and logged measurements of the AAA server 1 CPU work-
load for 500 runs. Table 4 illustrates the average percent-

Table 3
Service time results for Scenario 1.

Configuration Mean time Standard Confidence interval
(ms) deviation (ms) (95%)

A 53.529 8.638 (52.772, 54.287)

B 43.005 2.806 (42.759, 43.251)

C 56.030 6.978 (55.419, 56.642)

D 44.936 3.192 (44.656, 45.216)
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56.030| DDIAMETER with propesed extensions
50 4-----

40
304

20 1-----

Delay (milliseconds)

104

Low-end canfiguration

Hgh-end configuration
Client/ServerConfiguration

Fig. 8. Comparison of mean authentication delay: standard Diameter vs.
Diameter with proposed extensions.

Table 4
CPU utilization for AAA server 1.

Configuration CPU workload (%)

Mean Standard deviation Confidence interval (95%)

A 19.50 3.07 (19.19, 19.81)
B 1312 257 (12.89, 13.35)
C 2030 4.09 (19.80, 20.80)
D 1323 231 (13.02, 13.44)

age of workload as well as the standard deviation and
confidence interval metrics.

The results reveal that our architecture produces a neg-
ligible time penalty on the authentication procedure. Spe-
cifically, both configurations produce a time penalty
between 2.501 (i.e., 56.030-53.529) and 1.931 (i.e.,
44.936-43.005) ms. Also, standard deviation of all values
remains low, showing that their majority is spread near
the mean delay. This observation is further supported by
the calculated confidence intervals. On top of that, this
observation is perceived in a worst case scenario as already
described. This is very important as authentication inci-
dents are expected to happen frequently during handoffs,
network malfunctions and events that require re-authenti-
cation on behalf of the user. Thus, it is desirable to keep the
required time delay to the minimum possible. Other less
demanding authentication scenarios that we have also
tested include:

(a) first time authentication with the home network,

(b) re-authentication to another AAA server inside the
same domain, and

(c) authentication after successive handoffs.

All the above cases also register an even smaller pen-
alty. For instance, in case of Diameter with proposed exten-
sions and high-end configuration the mean delay
witnessed for the above three scenarios was 5.61, 3.91
and 19.07 ms correspondingly. Concluding, we can say
that the overhead imposed by accounting in the overall
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authentication process in terms of service time is negligible.
At the same time accounting is triggered with no additional
bandwidth consumption as the authentication messages
also carry accounting-related instructions and other re-
quired information (see Section 6). Regarding the CPU
workload we can maintain arguably that even relatively
weaker machines in the role of AAA servers would be able
to cope with the demands that our extensions generate.

7.3. Scenario II: evaluation of core accounting procedures

The second scenario is destined to evaluate our new
accounting procedures. Recall that until now there is no
relevant work to compare our findings with. Moreover, a
comparison with the default Diameter would not yield
any reliable observations for this second scenario since
our accounting extensions are not supported by the stan-
dard Diameter. Moreover, as mentioned in Section 4 and
further explained in Section 5.1, standard Diameter is not
able to cope with all possible accounting scenarios and
their requirements. Therefore, the current scenario aims
to determine: (a) the consistency and soundness of the
proposed accounting system, and (b) how the engaged net-
work elements respond to the new requirements in terms
of resource consumption imposed by our accounting
extensions.

The network architecture of this scenario is depicted in
Fig. 9. Specifically, the user registers to his home network
by connecting to an AAA client but sometime later a hand-
off occurs and he needs to attach to a foreign network
through AAA client 1. AAA servers 1 and 2, which are
placed inside the home network, take over the role of the
Root server and Administrative server 1, respectively. Like-
wise, AAA server 3 inside the foreign network acts as the
new Administrative server 2 for the time the user remains
inside the foreign network and no further handoff occurs.
AAA servers 1 and 2 reside in the same 100 Mbps LAN
and connect with AAA server 3 through the Internet. Con-
nection is realized through a 1MB ADSL line, i.e.,
1024 Kbps downlink and 256 Kbps uplink maximum
speed. The average ping time between the two subnet-
works is 23.4 ms but this value can only be considered as
an indication.

Among all new accounting procedures the most inter-
esting and sensitive one is the transfer of accounting re-
cords from all engaged Administrative servers back to the
Root server. The current scenario, which follows the
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assumptions presented below, focuses on that specific inci-
dent. The Root server sends a message towards the Admin-
istrative servers involved to force them into sending all
accounting data regarding the user. This is realized by
the standard Diameter Accounting-Poll-Ind command [34].
In fact, the Root server is only aware of the Administrative
server 1 (AAA server 2), but Administrative server 1 is
expecting accounting records from the Administrative ser-
ver 2 (AAA server 3) before sending all accounting records
to the Root server. Such a situation is presented in Fig. 10.

During the execution of this second scenario we mea-
sured the mean time required for the completion of the
process that starts when the Root server requests the user’s
accounting records and ends when all the corresponding
accounting records are collected and stored in the data-
base. This scenario was also repeated 500 times. Both the
low-end and the high-end client/server configurations are
utilized. We also logged the mean CPU workload trying
to identify any overheads imposed by the proposed
accounting extensions. In a typical scenario AAA servers
are expected to simultaneously handle a large number of
requests that demand a lot of processing. Hence, keeping
CPU workload to the minimum possible is very important.
As it is illustrated further down in Tables 5 and 6 we only
present the results derived from the AAA servers as they
are solely responsible for the new accounting extensions.
AAA client workload does not yield any interesting or
unexpected results and thus is not depicted here. Recall
that our accounting message extensions do not involve
AAA clients by any means. The following assumptions are
regarded important:

e The user has already successfully authenticated himself
to the home network.

e Later on, the handoff is completed with a successful
authentication through AAA client 1 and no further re-
authentication is required.

e Root server and Administrative server 1 have already
gathered their accounting records for the specific user.

e Administrative server 2 is currently responsible for the
user and has not yet gathered any accounting record
as the user is still receiving the service.

e AAA client is responsible for collecting accounting met-
rics to be sent to the Administrative server 2.

o All accounting-related information including user SLAs,
Reference IDs have already been transferred to the
engaged AAA nodes.
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Fig. 9. Network architecture for Scenario II.
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Fig. 10. Accounting scenario message workflow.

Table 5
CPU workload metrics for Scenario II.

Entity Low-end configuration PU workload (%) High-end configuration PU workload (%)

Mean Standard deviation Confidence interval (95%) Mean Standard deviation Confidence interval (95%)
Root server 35.01 4.02 (34.66, 35.36) 14.89 2.54 (14.67, 15.11)
Administrative server 1 29.63 5.96 (29.11, 30.15) 9.72 0.84 (9.67, 9.79)
Administrative server 2 30.47 2.56 (30.25, 30.69) 10.13 2.01 (9.96, 10.30)

Table 6
Service time results for Scenario II.

Configuration Mean Standard deviation  Confidence interval

(s) (s) (95%)
Low-end 10312 1510 (10.180, 10.444)
High-end 7409 1386 (7.287, 7.531)

This is a well-designed scenario to test the performance
and most importantly the soundness of the proposed
accounting extensions as it involves:

(a) creation, exchange and process of the new Diameter
commands and extensions,

(b) gathering accounting metrics from an AAA client.
Accounting data transformation into the corre-
sponding records from the AAA servers is included
as well,

(c) transfer of accounting records between two Admin-
istrative servers and between an Administrative ser-
ver and a Root server and

(d) storage of the final accounting records having the
proper form by the Root server.

Table 5 depicts the CPU workload induced to the AAA
servers in terms of mean, standard deviation, and confi-

dence interval metrics for both low and high-end configu-
rations. From the results we can infer that high-end
configuration keeps CPU utilization at a considerably low
level, as is expected. When low-end machines take over
the role of the AAA servers, CPU workload is increased
but not in an unacceptable level. In realistic scenarios all
machines are expected to be a lot more powerful than
the ones we employed here for the low-end configuration.
So, we believe that the proposed architecture is viable in
real-life implementations.

To further investigate this remark we altered the
parameters of the current scenario by adding one more cli-
ent. This client corresponds to a new user. The client sends
authentication request messages to the AAA servers
repeatedly (i.e., following a negative exponential distribu-
tion), hence increasing the number of messages the AAA
servers need to process. The AAA servers were configured
to respond to all requests though denying user authentica-
tion as we did not wish to incorporate authentication pro-
cedures delays in this scenario. Also, the servers under
stress were not allowed to forward requests to other serv-
ers. A small delay was witnessed in case of the low-end
configuration, i.e., mean workload for Root server and
Administrative servers 1 and 2 was increased by 3.2%,
2.7%, and 2.5% correspondingly. This penalty was even
smaller when our high-end machines were utilized, i.e.,
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1.9%, 1.3%, and 1.4% correspondingly for the Root server
and Administrative servers 1 and 2. This means that even
under stress, the AAA servers respond well to the demands
posed by our scheme.

Table 6 provides the mean overall run time for both
scenarios. It is to be noted that the results depend
highly on the Internet roundtrip time as proven by sev-
eral similarities perceived in the time values gathered
for both the low-end and high-end configurations. This
was expected and actually desirable as this is the case
in real-life scenarios with the weakest factor being the
link quality between the different administrative
domains.

Our findings show that the implementation of the pro-
posed accounting extensions is sound and they do not con-
tain any inherent design flaws. The mean times of 10.3 and
7.4 s for the low-end and high-end configuration, respec-
tively, are highly appreciated for the current scenario. As
in the first scenario, standard deviation of all values re-
mains small, showing that their majority is spread near
the mean delay. This observation is further supported by
the calculated confidence intervals. We also incorporated
the same amendment to the scenario parameters, by add-
ing one more user client to stress the servers, receiving no
noticeable variations to the mean CPU utilization times.
Once more, no authentication-related procedures were ini-
tiated by the AAA servers and they were only allowed to
process the incoming message. A pre-defined response
was created in response and sent towards the correspond-
ing AAA client.

8. Conclusions

In this paper we elaborate on the issue of accounting
as part of the AAA concept. Our goal is to provide a
practical and easy-to-implement accounting solution
for next generation mobile heterogeneous environments.
We briefly discuss the main principles of accounting in
such realms and provide background information
regarding current AAA protocols. We argue that an
accounting system should be generic, distributed, flexi-
ble and above all secure. In this direction we analyze
the desirable criteria and characteristics an accounting
system should meet. Also, having in mind the demand
for frequent handoffs occurring in mobile multi-admin-
istrative environments, we identify the most important
accounting scenarios and elaborate on them by provid-
ing a real-usage scenario.

We particularly focus on Diameter because it is expected
to dominate the AAA market in the near future. Hence, our
implementation is based on this protocol and is realized by
means of new Diameter AVPs and commands. Our design
tries to minimize intervention with the core Diameter pro-
tocol so as to maximize compatibility. Indeed, the proposed
scheme requires no modifications to hardware or software
of any involved network entity (i.e., AAA server, router, cli-
ent) and attains full compatibility with the base Diameter
protocol. More importantly, our scheme can be easily con-
veyed into any present or future AAA protocol and support
modern brokering environments [26].

A test-bed is designed to allow us to determine the per-
formance penalty imposed by our Diameter extensions in
comparison to the core protocol when applicable. We focus
on time delays and servers CPU workload and investigate
both low-end and high-end system configurations.
Through extensive experimentation we can infer that the
proposed accounting architecture is sound, robust, and
above all, easy to realize. Additionally, the conducted re-
sults exhibit that our scheme is promising for real-life
deployments. All tests show that the engaged parties re-
spond well to the new accounting processes, and the
imposed penalties in terms of service time and resource
utilization are considered rather insignificant, if not
negligible in some cases. Future work will focus on the sca-
lability of our mechanism by incorporating real-time
accounting procedures and exploring real-performance
data.
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