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Abstract

Public Key Infrastructure (PKI) is a set of roles, policies, hardware, software and procedures that can be used to create, manage,

distribute, store and revoke digital certificates and manage public-key encryption. It’s purpose is to facilitate the secure electronic

transfer  of  information  between  entities  inside  a  network.  Where  simple  passwords  are  inadequate,  for  example  a  banking

application, it is required to confirm the identity of the parties involved in the communication and to validate the information being

transferred. There comes PKI to give the solution by providing the guarantees that an entity is the one it claims it is. PKI services

are provided via third parties and this makes them central points of failure. So there is a need for alternate similar systems so as to

avoid third parties while keeping the main PKI functionality. Decentralization is the key point here and blockchain technology

seems that can help decentralize PKI. The emerging technology coming out of this union is called Decentralized Public Key

Infrastructure and offers a great alternative to the classic PKI solution. With DPKI  any user of the system can sign each other's

public key certificate and keys are by design intended to have multiple signatures. If one signer is compromised and the signer's

key is revoked, the impact on the trust network is limited.  Decentralization of PKI enhances security, integrity, scalability and

availability of the classic implementation, as there is no reliance on a central authority. Instead, a blockchain is deployed and

utilized as the record-keeping of device identities, with smart contracts to interface with the blockchain network. A decentralized

PKI solves the problem of trusting the authorities in the key technologies behind the Internet. The main idea for DPKIs is the

ability to establish trust relations between all parties, in a web-of-trust model, avoiding centralized authorities and related root-of-

trust certificates and are designed to address a fully decentralized ledger for managed certificates, providing data-replication with

strong consistency guarantees, and fairly distributed trust management properties founded on a P2P trust model.

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 8
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1 Introduction

Problem Statement

Public Key Infrastructure (PKI) establishes a relation between a user and a respective public key. Public Key Infrastructures (PKIs),

which rely on digital  signature  technology to establish trust  in  a communication channel,  allow entities  to  interoperate  with

authentication  via  X.509v3  digital  certificates.  Despite  PKI  technology  being  used  by  many  applications  for  their  security

foundations  (e.g.  WEB/HTTPS/TLS,  Cloud-Enabled  Services,  LANs/WLANs Security,  VPNs,  IP-Security),  there  are  several

concerns regarding the use of a centralized authority to handle all PKI’s functionality. Nowadays there exist third party services that

control identities online. This situation can result in security challenges Internet-wide. Not to mention that as the technology of

Internet-of-Things (IoT) advances, the potential benefit of compromising such networks increases. Conventional security stacks

like that of a classic PKI fails to address certain issues that are prevalent in these networks, as it lacks of a secure methodology of

verifying the identities of devices without a central point of failure.

Objective

To avoid  the  aforementioned  centralization  drawbacks,  a  Decentralized  Public  Key  Infrastructure  (DPKI)  can  be  the  secure

alternative. Decentralization of PKI enhances security, integrity, scalability and availability of the classic implementation, as there

is no reliance on a central authority to do everything. Instead, a blockchain is deployed and utilized as the record-keeping (integrity

through redundancy) of device identities, with smart contracts to interface with the blockchain network. A decentralized PKI solves

the problem of trusting the authorities in the key technologies behind the Internet. The main idea for DPKIs is the ability to

establish trust  relations between all  parties,  in a web-of-trust  model,  avoiding centralized authorities and related root-of-trust

certificates and are designed to address a fully decentralized ledger for managed certificates, providing data-replication with strong

consistency guarantees, and fairly distributed trust management properties founded on a P2P trust model. Classic PKI functions are

supported cooperatively, with validity agreement based on consistency criteria, for issuing, verification and revocation of X509v3

certificates. In our proposed DPKI framework model, X509v3 certificates are issued and managed following security invariants,

processing rules, managing trust assumptions and establishing consistency metrics, defined and executed in a decentralized way by

the Blockchain nodes, using Smart Contracts. So in this dissertation is about the implementation of a decentralized Public Key

Infrastructure system using a Smart Contract and it is proposed so as to solve key-bootstrapping in IoT networks. [1 - 5].

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 9
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2  Blockchain

Introduction

A blockchain is a nothing more than an ordered and continuously growing back-linked list of blocks of transactions data structure

represented as  a  merkle-tree  [18-19].  The back-linking property is  achieved through the cryptographic  SHA-256 hash of  the

previous block each block contains in it’s block header. So we can say that each block references the previous one through it’s hash.

Also, each block carries transaction data in it’s main body and after the block is filled then we say that it is “mined” and another

one gets to be created and filled up with new transactions. So that is how this list of blocks gets to grow. And since these blocks are

“tied” together by their cryptographic hashes, we can say that they form a chain and since it’s parts are called blocks it is a chain of

blocks aka blockchain. 

Blockchain is usually called a public distributed ledger. That is because, the blockchain is managed by a peer-to-peer network,

where all nodes adhere to a communication protocol and based on it, they validate new blocks. Blockchains can be considered

secure in a way that they offer a distributed computing system with a high Byzantine fault tolerance, meaning that at least the two

thirds of the system is functioning properly [23]. The blockchain can be stored as a plain file but also in a database. For example

bitcoin’s blockchain is stored in a levelDB. If we flip the blockchain vertically, we can see that it has a “height” marking the

distance from the first block, a “top” to refer to the latest block added. So, each block is identified by it’s hash and contains a hash

of the previous one (parent). But what about the first block’s parent? Well, the first block does not have a parent and it is called the

genesis block.

Now, in blockchain, branching is a very common phenomenon. That means that a block can lead to more then one blocks, or have

multiple children. That happens when the blockchain is “forked”, meaning that more than one blocks were “mined” simultaneously.

This is a temporary situation though as eventually only one block stays in the chain. As it is understood a reverse situation where a

block has multiple parents cannot happen as each block  contains a hash of the previous one and cannot contain multiple hashes aka

multiple parenting situation does not exist.

Another great property of a blockchain is that it cannot be tampered. If let’s say an intermediate block is tampered then the next

block would immediately contain an invalid pointer of the previous one so from there and on, the blockchain gets to be invalid and

so it cannot be changed.

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 11



Postgraduate thesis: Blockchain-Based Decentralized Public Key Infrastructure (PKI) using Smart Contracts

History

1982

Computer scientist  and Cryptographer David L.  Chaum is the “thread of Ariadne” aka the beginning of everything regarding

blockchain  technology,  as  he  first  proposed  a  blockchain-like  protocol  in  his  dissertaion  “  Computer  Systems  Established,

Maintained, and Trusted by Mutually Suspicious Groups ”. There, he visions: “a number of organizations who do not trust one

another can build and maintain a highly-secured computer system that they can all trust (if they can agree on a workable design). ”

as he mentions [24].

1991

Stuart Haber and physicist W. Scott Stornetta use cryptographic techniques to provide digital timestamping and to secure digital

documents  from  data  tampering.  They  produced  a  primitive  immutable  ledger.  That  is,  an  autonomous  system  of  blocks

cryptographically chained together. In other words they did create a primitive kind of blockchain technology [26, 30].

1992

S.  Haber  and  W.S.  Stornetta  upgrade  their  system  proposed  in  1991  so  as  to  make  use  of  Merkle  trees  

in order to be able to include whole document collections in just a single block [27, 30].

1996

Computer scientist Nick Szabo proposes “bit gold”, a decentralised digital currency which has an “unforgeable  chain of digital

signatures” that dictates each user’s bit gold holdings and transactions. He also intoduces for the fist time in computer science the

consept of smart contracts and their uses [30].

1997

D. Bayer, S. Haber and W.S. Stornetta in [28] describe for the first time a chain of hashed blocks of data. In their paper back then

they mention: “a method that provides a cryptographically verifiable  label  for any bit-string  (for example,  the content,  in  a

particular format, of the document)” and also “naming a bit-string according to  its position in a growing, directed acyclic graph of

one-way hash values”.

1998

Computer engineer W. Dai, a specialist in cryptocurrencies and cryptography, proposes  a decentalized money idea known as B-

Money. Users can remain anonymous using digital pseudonyms and perform transactions with each other. Dai described a database

protocol that would have a complete account of each pseudonym's money, enabling everyone on the network  to know the money's

ownership collectively [30].

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 12



Postgraduate thesis: Blockchain-Based Decentralized Public Key Infrastructure (PKI) using Smart Contracts

2000

Stefan Konst publishes his theory of cryptographic secured chains, plus ideas for implementation.

2000

Satoshi Nakamoto releases a white paper which establishes the model for a blockchain structure and architecture.

2009

Nakamoto implements the first blockchain as the public ledger for transactions made using bitcoin.

2014

Blockchain technology is  separated from the currency and its  potential  for  other  financial,  interorganisational  transactions is

explored. Blockchain 2.0 is born, referring to applications beyond currency. The bitcoin blockchain file size, containing records of

all transactions that have occurred on the network, reached 20 GB (gigabytes).

2015

Under  the  guidance  of  developer  Vitalik  Buterin,  Ethereum  public  blockchain  is  lunched,  having  more  functionality  when

compared to Bitcoin.  The most innovative one is that Etherium introduces computer programs into the blocks to be used as

financial bonds (aka smart contracts). At the same year, the Linux Foundation unveiled the open-source project Hyperledger, which

is  a  collaborative  development  of  distributed  ledgers.  Hyperledger  seeks  to  advance  cross-industry  collaboration  for  the

development of blockchain and distributed ledgers. Hyperledger is the first to initiate the concept of a private blockchain. It focuses

on encouraging the use of blockchain technology to improve the performance and reliability of current systems to support global

business transactions. Hyperledger has been mostly used by companies that want to run their business with the help of a distributed

ledger, that is also private, in a way that no one can get inside withought the company’s permission, thus giving the company an

insurance that sensitive data such us client data or any other sensitive information won’t go out in public [33].

2017

EOSIO is a leading open-source platform that is about blockchain innovation and performance.  It is  used from businesses to

developers around the world so as to create secure, transparent, and deterministic digital infrastructures. It is one of the most

performant,  scalable,  configurable  and  secure  blockchain  platforms.  It  offers  great  solutions  regarding  the  development  of

blockchain applications and has a wide range of capabilities. It offers great tools to develop private, public and permissioned

blockchains [34].

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 13
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Block Structure

As we briefly mentioned earlier, a blockchain is a decentralized, distributed, and often public, digital ledger that consists of blocks

that are used to record transactions. A block is a data structure that contains mostly transaction data. The block follows a certain

structure and that is made of : a 4 bytes field called block size that dictates the size of each block, an 80 bytes header that contains

all the block’s metadata. That is, the previous block’s hash, root’s transaction hash (called merkle root), a nonce value (we will talk

about that later on), a timestamp and more. Also, there is a transactions counter filed if 1-9 bytes of size, that is no more than an

integer  that  contains  the  number  of  transactions  that  current  block  contains.  Last  but  not  least,  the  block  contains  a  list  of

transactions that make up most of its size. Now, the average transaction is about 250 bytes and the average block contains more

than 500 transactions. That make an average block to be more than 125000 bytes in size [20].

Figure 1: The structure of a block.

Block Header

The block header contains the most important information about a block [35]. Following there is the description of it’s parts:

Version: a number to track which software version the miner of the block used and so which set of block validation rules were

followed.

Previous block hash: A field that contains the previous block’s header hash and so it establishes an order throughout the chain of

blocks and ensures that the blockchain cannot be tampered.

Merkle Root Hash: the last hash of current block’s transactions, as the root of the merkle tree of the block’s transactions. It is an

aggregation of all previous transaction hashes. We will dig more into how the transactions are stored in merkle trees later on.

Timestamp: the Unix epoch time as the creation time of this block, aka the time that the miner started hashing the header.

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 14
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Bits or nBits: represent the current difficulty of finding a new block.

Nonce - or number used once: the variable that miners change to modify the block headers hash for its value to meet the

difficulty. We will analyze that later on in the mining chapter.

    

       

Figure 2: Block header structure [20]

Block Identifiers

The identifier of a block is its cryptographic hash, made by hashing the block header [20]. This is called block header hash and it is

32 bytes. The block hash is it’s unique identifier and derived by any node by simply hashing the block’s header. Block hash is not

included inside each block’s data structure, instead, the it is computed by each node as the block is received from the network. It

could be saved in a seperate database though so that someone could easily navigate through the blockchain’s blocks. Another

identifier of a blocks position is the height, meaning the distance between the genesis block (zero height) and the i-th block (i

height).  Of course,  height  is  not  a  unique identifier  like the block’s  hash,  as  two blocks can have the same height,  at  least

temporary. That is, when two blocks are mined simultaneously, as we discussed in the introduction and as we will analyze more

later on.
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    Figure 3: Blockchain in action [20].
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Genesis

Like everything in this world, from a tree, to a human, to an idea or to a whole universe, they all start with a genesis. Of course

blockchain could not have escaped of that rule. So, blockchain’s genesis is nothing more that a block, called the genesis block.

From that time and after, that block is the “mother” of all preceding blocks in the blockchain, in a way that if we follow the line of

blocks by their previous block hashes, we will always end up arriving at the genesis block. It is initially created from within each

blockchain’s  code  and represents  a  secure “root”  whose  details  each  block  “knows” and  can always use  as  a  starting point

reference.  Regarding bitcoin,  Satoshi Nakamoto embedded a hidden text inside bitcoin’s genesis block that said: “The Times

03/Jan/2009 Chancellor on brink of second bailout for banks”. This message provides proof of the earliest date this block was

created, as it is referencing the headline of the British newspaper: The Times [20].

Figure 4: An intermediary blockchain part [36]

Consensus & Mining

Consensus is all about a common ruleset followed respectively by all blockchain nodes. In a decentralized system where all nodes

are equal and there are no authorities present, achieving consensus is a difficult thing. So, the majority of nodes must agree on what

is true, reaching consensus at regular intervals. As it is expected, some nodes will fail, misbehave or disagree with the consensus of

the other nodes so the system must be designed in such a way that deals with this [49]. C onsensus protocols currently used in most

blockchain systems can be divided into two categories:  

 Probabilistic-finality: Guarantee a consistency eventually

 Absolute-finality:  Guarantee a common state between nodes and that they take consistent actions in each round of

consensus

Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 17
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Figure 5: Consensus protocols comparison [51].

PoW (Proof of Work)

PoW is a well known and widely used consensus protocol. It selects one node to create a new block in each round of consensus

based  on  the  computational  power  competition  [51].  In  the  competition,  the  participating  nodes  gather  so  as  to  solve  a

cryptographic puzzle. The first one to solve it can start creating a new block. A PoW puzzle is nothing more than finding a nonce

for which the hash of the block has a certain number of leading zeros. This can only be done via trial and error, so there is the

difficulty of the puzzle and that is why it is called proof of work. This process is also called mining. So, in PoW protocol a

malicious attacker can overthrow one block in a chain,  but since eventually the longest chain wins,  the attacker has to have

enormous computational power.  PoW is adopted by Bitcoin,  Ethereum etc and belongs to the probabilistic-finality consensus

protocols since it guarantees eventual consistency.

PBFT (Practical Byzantine Fault Tolerance)

PBFT is a Byzantine Fault Tolerance protocol with low algorithmic complexity and is highly practical in distributed systems [51].

There are five phases in PBFT: request, pre-prepare, prepare, commit, reply. The primary node forwards the message sent by the

client to a number of nodes. These nodes reply to the client to complete a round of consensus. PBFT guarantees that nodes have a

common state. PBFT achieves the goal of strong consistency, so it is an absolute-finality consensus protocol.

Public versus Private blockchains

Public blockchains are open to the public and anyone can join without specific permission. All people who join the network can

read,  write,  and  participate  in  this  network  that  is  not  controlled  by  anyone  [50].  Public  blockchains  are  immutable  and

decentralized and no one can change an entry once it has been validated. Bitcoin, Litecoin, Ethereum use public blockchains and

get the most attention. But they can be also used by governments for a voting platform or keeping the healthcare records. In these

platforms anonymity and transparency are the key features. Public blockchain is more a Business to Consumer solution.

Private blockchains are invitation-only and so permission from the governing body is needed so as to get access.  They have

different levels of access that define who can write, read or audit the blockchain. Private blockchains do not offer same levels of

decentralized security as the public ones. They also require each user to have a verified identity that defines the type of access.

Transactions are faster and more energy-efficient to maintain. In other words, private blockchains are best for business to business

implementations.
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Simultaneous Blocks

Branching is a common phenomenon in blockchain. That happens when a block leads to more than one paths. We then say that the

blockchain is “forked” and we mean that more that one blocks were “mined” simultaneously. However, this is a temporary situation

at last only one block will stay. The question here would be what happens with the rest of the blocks and which miner gets to have

the PoW reward [22]. 

The thing is that although more than one miners have mined legitimate blocks, they will be different as each miner would have

chosen different transactions to add to the block. So each miner would solve  it’s own block with the nonce found by Proof of Work

so as to pass the difficulty threshold set.

So we have two legitimate blocks waiting to be added to the chain. The decision on which block will be chosen depends on all of

the rest miners in the network. And how will this happen? By internal announcements of the mined blocks of course. Both blocks

will be spread over the network and the  first one received by the miners will be added to their copy of the blockchain.

This means that for a short time, there will be two different, yet valid versions of the blockchain and so the validity of each

blockchain will be diverse amongst miners. Each version of the blockchain will keep on growing differently for each mining

circles. Now, depending on the mining speed one chain will grow larger than the other and by the time the longest chain is spread

across the network, miners who had kept the smaller one will have to discard the one they were working on.

At that point, transactions that were in the discarded blocks will be dropped and if they were not included in the new blocks they

will be dropped for good.

    Figure 6: A blockchain fork.
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Merkle Trees

As we discussed earlier, blocks in a blockchain contain transactions that are hashed and encoded into a Merkle Tree [18]. A Merkle

tree or a binary hash tree, is a tree is “a data structure used for efficiently summarizing and verifying the integrity of large sets of

data” [20]. Every node of such a tree contains the hash of it’s children, in a way that: assuming that the leafs contain the data, the

first-level nodes contain the hash of each leaf, the next-level ones the hash of the two previous nodes etc. Merkle trees are used in

blockchain to summarize all block transactions and also provide a very efficient process to verify if a transaction is included in a

block. Based on the aforementioned basic property, we can see if a transaction belongs to a block just by performing successive

hashes from the transaction’s position in some leaf up to the root. If a hash does not match the one that the block states, then the

transaction is invalid and does not belong to the block. Now for a set of N transactions, the complexity of that will be log 2(N) aka

O(log(N)) [37]. The concept of hash trees is named after Ralph Merkle, who patented it in 1979. A graphic representation of a

Merkle Tree is shown bellow [19]:

Figure 7: A representation of an encoded blockchain into a Merkle tree.

In the example above, we have transactions A, B, C and D whose hash values are stored as leaves of the Merkle Tree. To construct

the root node HABCD, we first need to perform Hash(HA + HB) and Hash(HC + HD), store the values in the intermediary nodes,

and then perform Hash(HAB + HCD) and save this value as the Merkle root.
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3 Public Key Infrastructure

Introduction

The problem: Public key cryptography on its own is not enough to ensure the security of online transactions. Organizations need a

framework that provides policies to generate and distribute keys [38].

Public Key Infrastructure (PKI) is a framework that solves the above. PKI contains security policies,  encryption mechanisms and

applications that generate, store, distribute, utilize and manage keys and certificates. It also describes the policies, standards and

software that are used to regulate certificates, public keys, and private keys.

But what Is PKI?

A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures that can be used to create, manage,

distribute,  store  and revoke digital  certificates  and manage public-key encryption [40].  It’s  purpose is  to facilitate the secure

electronic  transfer  of  information between entities  inside a  network.  Where simple passwords are  inadequate,  for  example a

banking  application,  it  is  required  to  confirm the  identity  of  the  parties  involved  in  the  communication  and  to  validate  the

information being transferred. There comes PKI to give the solution by providing the guarantees that an entity is the one it claims it

is.  In  cryptography,  PKI is  an arrangement  that  binds public  keys with respective identities  of  entities.  This  is  achieved via

certificates that are signed by a trusted authority, from now on CA. Communication is based in trust. In physical communication,

face identification works as the source of truth. However, in case of electronic communication, this trust is quite difficult as the

identity of the other entity remains concealed. Here, trust cannot be established unless both entities are sure about each others

identities and that the information they are exchanging over a network is completely secure. When someone for example conducts a

transaction over the Internet, is not sure about the legitimacy of the company, the product or identity of the owner. PKI addresses

these underlying problems of trust, authentication and security in general over the network. 

Setting up and running a PKI in the real world is not that simple. Issues such as identifying users for certificate issuing and trusted

distribution of CA keys arise and have to be solved. There are also many more others and among the most complex are the

existence of many different CAs and revocation of certificates [39].
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         Figure 8: A PKI topology as a use case [41].

PKI Components

As we mentioned before PKI is a combination of hardware/software components, policies and different procedures. It’s structural

objects are called certificates and work as digital identifications. Certificates associate users to their public keys [42].

PKI consists of the following components:

■ Certification Authority (CA): PKI’s trust basis. CA is the creator of certificates.

■  Registration Authority (RA): An interface between user and CA. Authenticates each  user’s identity and forwards

requests for certificate issuing to the CA.

■ Digital certificates: Digital entities that associate users to their public keys.

■  Certificate distribution/management system (CDS/CMS): Distribution can be performed by users or a directory

server such as LDAP. That is something that depends on the PKI environment.

■ Security Policy:  Defines the level of security, the processes and the use of cryptography. It also includes information

on how to handle keys and valuable information.

■ PKI applications: Every communication between server and browser.

Each PKI component mentioned above has a specific role to perform. Bellow we analyze further about each component.
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Certification Authority

A certificate authority (CA) or certification authority, is an organization whose purpose is to issue, revoke and validate the identities

of  entities.  These,  can be websites,  email  addresses,  companies,  individuals.  In  other  words,  CA is a trusted third party that

authenticates  entities.  To authenticate  an entity,  the CA issues a  digital  certificate.  This  is  a  digital  document  that  binds the

credentials  of  the entities.  The certificates  issued,  contain information such as  the name of  the subscriber,  the  cryptographic

keys of the subscriber and the CA’s public key. Note that depending on the policy of the issuing organization this information

changes. Before issuing a digital certificate, the CA ought to verify the certificate request with a Registration Authority (RA).

There, other organization rules apply. If the rules are met, then the certificate gets to be issued [38]. Now, during the authentication

process, these identities are matched with their corresponding cryptographic keys through their digital certificates [43].

Registration Authority

A Registration Authority (RA) is responsible for receiving certificate signing or revoking requests and forwarding them to the CA

for account of entities that need certifications [44]. A Registration Authority as a component entity, is usually separated from the

Certificate Authority for accessibility and security reasons as the two components should communicate in order to process each

request separately. Usually an RA is accessed via a user interface or an API. RAs are useful for scaling PKI applications, as a CA

can delegate its responsibilities to multiple RAs and assign an area of operation to each RA. Last but not least, RA is used as a first

filter as apart from it’s other duties it performs all needed checks on the entity requesting the certificate so as to confirm their

identity [45].

Digital Certificates

The security of a public key is important so as to avoid security breaches like impersonation and (key) tampering [38]. Here comes

integrity. Integrity is needed so as tampered keys are detected and rejected immediately. Integrity mechanisms though are not

enough so that it is guaranteed that the public key belongs to the claimed owner. So, somehow the identity of a public key should

be validated and matched to an identity. There is the role of third party services, who at first ensure that the public key is valid and

also they bind it some user’s identity. Thus, the third party service that holds the user certificates, works as a middleware in each

communication that shall be secured and can ensure that only the public key for a certificate authenticated by a CA matches with

the private key possessed by the entity. This makes impersonation attacks useless in such channels. A digital certificate contains a

serial number, the digital signature of the CA, the owner’s public key, an expiration date, the CA name.

It provides:

 Authentication as it matches the identity with the public key.

 Encryption via the use of the user’s public key.

 Integrity of the certificate-signed documents.
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An entity can use a digital certificate so as to make communications as follows:

 Send digitally signed (with it’s private key) messages so that integrity and authenticity are achieved.

 Digital signature verification capability through the use of the entity’s public key. This is achieved by using the CA’s

public key, which lies inside the entity’s digital certificate.

 There lies a global directory database which verifies if a digital certificate is valid or not. If not, then the action does not

get to the next step so as to be executed.

Note  that  after  a  certificate  has  been  issued,  users  and  organizations  get  notified  by  a  central  mechanism called  Certificate

Distribution System.

       

              Figure 9: A digital certificate – visually [46].

Classes of Certificates

Digital certificates are divided into four classes [45]:

Class 1: Obtained by supplying an email address.

Class 2: Additional personal information needed so as to be supplied.

Class 3: Purchased after checks have been made about the requestor’s identity.

Class 4: Used mostly by governments and financial organizations and need high level guarantees.

Certificate Management/Distribution System (CMS/CDS)

CMS is responsible for the publishing, suspending, renewing and revoking of certificates [45]. It distributes certificates to users and

organizations.  Depending on implementation of PKI in the organization,  there are to ways to distribute certificates.  By users
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themselves or they can be distributed by a directory server that uses LDAP so as to query the user information stored in an X.500

compliant database [38]. The distribution system is used for the following tasks:

 Generate and issue key pairs

 Validate public keys

 Revoke expired/lost keys

 Publish public keys in the directory service server

Policies
PKI policies are set of rules that are configured by each organization. These, are mainly security principles that each organization

needs to follow. Like how the organization manages public and private keys, the access rights of each user role etc [38].

PKI Clients
”The entities which request CAs or RAs to issue certificates are commonly referred to as PKI Clients” [38]. A PKI client in order to

get a certificate from a CA first needs to perform these actions:

 Request a key pair from the CA.

 Request a CA certificate from the RA.

 Client can use the certificate so as to get authenticated.

Client – CA communications are encrypted. As it is understood the private key is kept at the client side, so the client needs to keep

it safe and secure. A private key’s safety can be ensured by the use of hardware components like smart cards.
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Figure 10: PKI authentication scheme by using smart cards [47].
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Decentralized Public Key Infrastructure (DPKI)

As we discussed before, third-parties are central points of failure, each capable of compromising the integrity and security of the
entire Internet. That requires designing a decentralized infrastructure where every identity is controlled not by a trusted third-party,
but by its principal owner [3]. The main way to secure online communications is from the usage of public keys. Keys are used to
verify the users identities. The entity these identities represent, called the principal, uses a corresponding secret private key to both
decrypt messages sent to them, and to prove the authenticity of their sent messages. Traditionally, PKI systems are based on third
party  services  for  the  secure  delivery  of  public  keys.  So  here  comes  DPKI  to  remove  these  third-parties  that  controls  the
communications. Production and the management of the keys that are necessary for the procedure is to complex to be left in the
hands of users that don’t have encryption skills, so the companies do this themselves. This means two things: Firstly that all keys
are gathered in a central point of failure and above that, anyone with access to these servers can compromise their security and stay
undetectable. As a result of conventional PKI’s usability challenges, much of Web traffic today is unsigned and unencrypted. This
is  particularly  evident  on  social  networks.  Because  of  PKI’s  complexity,  social  networks  do  not  encrypt  their  user’s
communications in any way, other than relying on PKIX by sending them over HTTPS. So messages are not signed aka there is no
way to be sure that a user really said what they said, or whether the text displayed is the result of a database compromise. This is
where  the  DPKI  systems come to  introduce  themselves  as  a  solution  to  the  problems above.  The  decentralized  public  key
infrastructure uses technologies from which it is possible for disparate entities to reach consensus on the state of a shared database
via decentralized key-value datastores which are called blockchains. In these systems validators still exist but their role is limited
and mainly their role is to ensure for the integrity of the blockchain as a whole system and not for each transaction as a disparate
entity.With DPKI  any user of the system can sign each other's public key certificate and keys are by design intended to have
multiple signatures. If one signer is compromised and the signer's key is revoked, the impact on the trust network is limited.

Figure 11: Decentralized Public Key Infrastructure scheme [52].

DPKI Core

The core of DPKI are decentralized key-value datastores that can serve as identifier registries, allowing a principal’s public keys to
become securely associated with their identifier. As long as registration remains valid and the principal is able to maintain control
of it’s private key, no third-party can take ownership of that identifier. A DPKI system must have some standard properties, such as
the right to give  permissionless writes. That means that the system can sign a confirmation form without the permission of a
specific party. DPKI registration is different from that of DNS.  Private keys must be generated in a decentralized manner so that
principal control is ensured. Obviously private keys must never be stored or transmitted in an insecure way. So, whenever  a user
asks permission to contact with another user the system asks for a digital signing of the user’s request. Then it uses the public key
in order to confirm if that the private key was used without knowing the private key. Then everyone in the blockchain system will
know that the user was approved by someone in the system without giving away his private key.
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Registration

User’s private key is used by the user to register and update the data which are associated with them and the public key for the
communication process. The former is saved locally on user’s machine, whereas public key can be stored directly or indirectly in
the datastore. When a public key is stored indirectly on the DPKI system that means that a pointer is stored that contains the finger
print of the public key. This is done so as to gain a noticable space in the datastore.

Security

In DPKI, the most common things that can go wrong are two. Either an outdated value for a lookup key is sent so as to identify a
user or if the use case that someone sends wrong information in attempt to take control of the chain itself by overpowering the
“honest” nodes of the system. However this problem is not a users problem because it is based in a larger security concern which
the members of the system will have to solve in order to keep the control of the chain. The last one is the most heavy-waited.
However, this can be surpassed with more disentralization. As much more decentralized a chain is, so much more secure it is. A
user can understand the level of decentralization of a blockchain system by counting the number of parties that control the behavior
of the chain which are called “Devs” and the number of the blockchain replicas that exist  in the system. Every node in the
blockchain has a replica of the current situation of the systems chain. Also there is another group, the validators  which are the
miners  that  create  the  new blocks.  So  we can understand  that  the  more  Nodes and  Devs and  Validators  we  have the more
decentralized a system is, the more secure. Another concerns is the secure access of the blockchain data. Here come the thin-client
protocols which download smaller portions of the blockchain, sufficient to provide security guarantees stronger than those provided
by trusted intermediaries, but small enough to be used by any modern device.
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4 System Architecture & 

Implementation

System Architecture - Hyperledger Fabric

“Hyperledger Fabric is an open source enterprise-grade permissioned distributed ledger technology (DLT) platform, designed for

use in enterprise contexts, that delivers some key differentiating capabilities over other popular distributed ledger or blockchain

platforms” [48].
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Hyperledger was established under the Linux Foundation and is maintained by a diverse set of people from multiple organizations.

It’s architecture is modular and configurable and enables innovation, versatility and optimization for a full set of industries. Fabric

is the first distributed ledger platform that supports smart contracts which can be written in programming languages like Go. The

platform is  also permissioned,  meaning that  the participants  are  known to each other,  rather  than anonymous and untrusted.

Pluggable consensus protocols are also supported and enable customization so as to fit particular use cases and trust models.

Key features:

Modularity

Fabric’s platform has been designed so as to meet the most enterprise requirements.

It is comprised of the following modular components:

 Pluggable ordering service: Establishes consensus on the order of transactions and broadcasts blocks to peers.

 Pluggable membership service provider: Association of entities with cryptographic identities.

 Peer-to-peer gossip service (optional): Disseminates the blocks output by ordering service to other peers.

 Smart contracts (“chaincode”): Written in standard programming languages having no direct access to the ledger state.

 Wide range of DBMS support.

 Pluggable endorsement and validation policy enforcement: Can be independently configured per application.

Smart Contracts

Smart contracts or “chaincode” is a blockchain’s application business logic.

There are three key points that apply to smart contracts:

 They run concurrently

 Can deployed dynamically

 Should be treated as untrusted
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Privacy and Confidentiality

In a public blockchain network that runs a PoW consensus, transactions are executed on every node.  As a result,  there is no

confidentiality of the contracts, nor of the transaction data, so every transaction is visible to every node in the network.

Confidentiality is enabled through Fabric’s channel architecture and private data feature. In channels, participants establish a sub-

network where every member has visibility to a specific transactions subset. So, only participant nodes have access to the smart

contract and transaction data, preserving the privacy and confidentiality of both. Now, the private data feature allows collections

between members on a channel. That allows the same protection as channels more or less without the maintenance overhead of

channels.

Pluggable Consensus

The consensus component, responsible for the transactions ordering, is decoupled from the peers that execute transactions and

maintain  the  ledger.  Since  consensus  is  modular,  it’s  implementation  can  be  tailored  to  a  particular  solution.  This  modular

architecture allows the platform to be flexible and rely on well-established toolkits for CFT (crash fault-tolerant) or BFT (byzantine

fault-tolerant) ordering.

Performance and Scalability

Performance can be affected by limitations like transaction size, block size, network size, hardware etc. Fabric’s Performance and

Scale working group is currently working on a benchmarking framework called Hyperledger Caliper so as to increase performance

capabilities. The latest Fabric’s version is capable of making 20,000 transactions per second.
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Implementation

In this part of this dissertation we will describe the implementation of the decentralized public key infrastructure system created

and also how to set up the Hyperledger Fabric on a local Debian machine and run the implementation. Following you will see

screenshots of the execution of each chaincode call performed. The use case that we examine is that of the initialization of the

blockchain, the addition, registration and successful login of a user via issuing a user’s certificate that is binded with the user’s

identity, as well as the revocation of the user’s certificate, validation that the user cannot login to our system anymore and as a last

step the re-enable of user’s certificate and a final validation of a user’s successful login.

We will firstly run an instance of the Fabric test network by using the following commands [6]:

cd fabric-samples/test-network: navigate to the test-network’s path

./network.sh down: kill any active or stale docker containers and remove previously generated artifacts.

./network.sh up createChannel: start the test network

createChannel command: Creates a channel with two channel members.
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We then need to package the chaincode. Before we do this, we need to install the chaincode dependencies.

cd fabric-samples/asset-transfer-basic/chaincode-go:  navigate to the folder that contains the Go version of the asset-transfer

(basic) chaincode

GO111MODULE=on go mod vendor: install the dependencies

On success, the go packages will be installed inside a vendor folder.

Now we can create the chaincode package.

cd ../../../test-network: navigate back to our working directory in the test-network folder
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We can use the peer CLI to create a chaincode package in the required format. Peer binaries are located in the bin folder of the

fabric-samples repository.

export PATH=${PWD}/../bin:$PATH: add peer binaries to CLI Path.

export FABRIC_CFG_PATH=$PWD/../config/: set the FABRIC_CFG_PATH to point to the core.yaml file in the fabric-samples

repository.

peer version: confirm that we are able to use the peer CLI and check the version of the binaries.

peer lifecycle chaincode package dpki.tar.gz --path ../asset-transfer-basic/dpki/ --lang golang --label dpki_0.07:  create the

chaincode package in a tar.gz format.

Now that we created the chaincode package, we can install the chaincode on the peers.
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Install the chaincode package

The chaincode needs to be installed on every peer of the test network. First we install the chaincode on the Org1 peer. For this

purpose,  we  set  the  following  environment  variables.  The  CORE_PEER_ADDRESS will  be  set  to  point  to  the  Org1  peer,

peer0.org1.example.com.

export CORE_PEER_TLS_ENABLED=true

export CORE_PEER_LOCALMSPID="Org1MSP"

export CORE_PEER_TLS_ROOTCERT_FILE=${PWD}/organizations/peerOrganizations/org1.example.com/peers/

peer0.org1.example.com/tls/ca.crt

export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganizations/org1.example.com/users/

Admin@org1.example.com/msp

export CORE_PEER_ADDRESS=localhost:7051

peer lifecycle chaincode install dpki.tar.gz: issue the peer lifecycle chaincode install command so that chaincode is installed on

the peer. If the command is successful, the peer will generate and return the package identifier. 

Likewise, we can install the chaincode on the Org2 peer as shown bellow:

export CORE_PEER_LOCALMSPID="Org2MSP"

export CORE_PEER_TLS_ROOTCERT_FILE=${PWD}/organizations/peerOrganizations/org2.example.com/peers/

peer0.org2.example.com/tls/ca.crt

export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganizations/org2.example.com/users/

Admin@org2.example.com/msp

export CORE_PEER_ADDRESS=localhost:9051

peer lifecycle chaincode install dpki.tar.gz: install the chaincode to the org2 peer.
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Approve a chaincode definition

Now we need to  approve the chaincode definition for  our  organization.  The definition includes the important  parameters  of

chaincode governance such as the name, version, and the chaincode endorsement policy.

For this purpose, the majority of channel members need to approve the chaincode before it can be used on our channel. Because we

have only two organizations on the channel both org1 and org2 should approve it.

If  an organization has installed the chaincode on their  peer,  they need to  include the packageID in the chaincode definition

approved by their organization.

peer lifecycle chaincode queryinstalled: this command will return the package id needed so as to approve the chaincode. 

export  CC_PACKAGE_ID=dpki_0.07:69fafd2435aee9198c6ec5b28e2b73d05fda818a994351200b4dead2f4dd2b55:  we  then

save it as an environment variable.

peer lifecycle chaincode approveformyorg -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --

channelID mychannel --name dpki --version 0.07 --package-id $CC_PACKAGE_ID --sequence 1 --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem": now we approve the chaincode definition using the peer lifecycle chaincode approveformyorg 

command.

The command above uses the --package-id flag to include the package identifier in the chaincode definition.  The --sequence

parameter is an integer that keeps track of the number of times a chaincode has been defined or updated.

Now we can approve the chaincode definition as Org1. So we set the following environment variables:

export CORE_PEER_LOCALMSPID="Org1MSP"

export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganizations/org1.example.com/users/

Admin@org1.example.com/msp

export CORE_PEER_TLS_ROOTCERT_FILE=${PWD}/organizations/peerOrganizations/org1.example.com/peers/

peer0.org1.example.com/tls/ca.crt

export CORE_PEER_ADDRESS=localhost:7051
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peer lifecycle chaincode approveformyorg -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --

channelID mychannel --name dpki --version 0.07 --package-id $CC_PACKAGE_ID --sequence 1 --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem": now approve the chaincode definition as Org1.

Same applies for org2.

Committing the chaincode definition to the channel

After a sufficient number of organizations have approved a chaincode definition, one organization can commit the chaincode

definition to the channel.

For that purpose we can use the peer lifecycle chaincode checkcommitreadiness command so as to check whether channel members

have approved the same chaincode definition as follows:

peer lifecycle chaincode checkcommitreadiness --channelID mychannel --name dpki --version 0.07 --sequence 1 --tls --cafile

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" --output json

The above command will produce a JSON map that displays if a channel member has approved the parameters that were specified

in the checkcommitreadiness command:

   {

            "Approvals": {

                    "Org1MSP": true,

                    "Org2MSP": true

            }

    }
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Now the chaincode definition is ready to be committed to the channel. So, we use the peer lifecycle chaincode commit command to

commit the chaincode definition to the channel.

peer lifecycle chaincode commit -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --channelID 

mychannel --name dpki --version 0.07 --sequence 1 --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt"

peer lifecycle chaincode querycommitted --channelID mychannel --name dpki --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem": use the peer lifecycle chaincode querycommitted command to confirm that the chaincode 

definition has been committed to the channel.

If the chaincode was successfully committed to the channel, the querycommitted command will return the sequence and version of 

the chaincode definition as shown bellow:
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Invoking the chaincode

After the chaincode definition has been committed to a channel, the chaincode will be up and running on the peers joined to the

channel where the chaincode was installed. The chaincode is now ready to be invoked by client applications.

At first we initialize our ledger by calling  InitDPKILedger which will publish a genesis record.

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"InitDPKILedger","Args":[]}'

Then by using  GetAllDPKIAssets we can retrieve our newly created dpki asset.

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"GetAllDPKIAssets","Args":[]}'

Now, we are ready to start  our dpki proof of concept.  We start  by creating our client’s dpki asset.  Here,  we make a call  to

CreateDPKIAsset as follows:

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"CreateDPKIAsset","Args":["z4398rw0rwvr34jv743", "icsdAegean", "-----BEGIN PUBLIC KEY-----\

nMIICIjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAsOwZWhPHn8AzYRK7nvoQ\

n5dZQ5XtRDEW0KjbJbEYnXwKjmyD1aMid1ud+PmsRbSYfGh+DC5zDWnwL/MBaF742\

n7VASCNmZZ1CDyJTB32dGf1Hghn2bnwQUjOJeWIttFfCz7K3G1DwRVAwwqw3yR1oq\
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nUYjIhVJkRk2/1Tp7DvTJKCMGvo+CB/EbVBNC00FSSNiLxPp+nCPHQdLGHut9Q7z5\

nD9IIRBlanMNswohHiH79HPIyHxS9K+dJ/jEQyIWFJGLNLCo58GXxSK+Sr5uG5gOk\

nJ+qNI9UjFRdzE1oBSbQ3K+gz/wGl9TxXVqBhkhcTXpOUCixtcakdSTE0ctIVEnOu\

ndIyBpUnMCkhHwzDBP7vHh8qyFq5QPDpZpfEI8VaVfzl20Vl7YyuhisKHzDeWrVGX\

nNMRU60Qk01vC4DrvITIantgrJGltdivclEO1H5MceTi7oov60nH26Dx8HlAxOGZb\

ntW8/9RklZYTM87OULypUHLadSfWGdl8ZywWruUg8U8zGxV5DKQfELmUHeKh9ZMKK\

nux6HsOYUNx67MOUEBNiBvOYKCXLqD0eJib5aQwVTzGfWZ1OkW3iGEQFa3cPTJjSk\

nSj3MUf7JPNAiyRzr3Wuo+NAmbF1o4sVx0HaDXcDR1EOX4Tc4Wd/JHSLEJQdjoOtT\

nWEPgL3wfIlndPaVXlehHfaUCAwEAAQ==\n-----END PUBLIC KEY-----\n"]}'

Please notice the three arguments used here: id, username and publicKey. The id is a random alphanumeric value, username is our

client’s username and then our client’s publicKey given as a one line format having new lines as \n characters.

Then by calling GetAllDPKIAssets we can again retrieve all dpki assets in our ledger:

And we can also retrieve only our newly created dpki asset by calling ReadDPKIAsset as follows:

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"ReadDPKIAsset","Args":["z4398rw0rwvr34jv743"]}'

Now that we have saved our client’s dpki asset having it’s public key we can make an authorization request so as to update our dpki

asset with a challenge string from the system for it to sign it later on with it’s private key. We then retrieve again the dpki asset so to

see the update in the challenge field.
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As a final step for our client’s dpki registration a call to LoginDPKIAsset should be performed. Note that this call takes three

arguments: id (already known), challenge (value given at the previous step) and signature. The signature here is the string value of

the digital signature of the challenge value with our client’s dpki asset. If the signature is correct, then login function will return a

code of 200 and finelly our client would be registered and successfully loged in to the system:

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/

tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"LoginDPKIAsset","Args":["z4398rw0rwvr34jv743", "36kf94md93jnmgf84jd96j03u48t948yu4k5804yujb", 

"egFDCxet6OZ5ZObfH6YXCDSB1LkrUL2gAuVvVsJai8Ix7cTknMQX74QU17nhAsdzkPdSWr0ia5hsij62e3Pej+N2NRH

YGeGqVuWLW2y1zCfk/xeD3bzWrFjoA2iOD6MF25l2vjJTzZkl/

UTHUMF6Du0Bu6KsLoohUGK80iTYcM2JKRmQp+jQpvKbYtVH1igoY8drSs9KuvGK8KkJNdLgPiSmPUfBZWYhgtcy

ZfV0GgE9dxLs3DdXUL7b69iT6WHZ3UuqmrItHSkORGgHdr4QtpclFWykS/

qbQzLzxKGuxCaDBejHRGS3UT303BJwi+rg1L3VhtG3wnaQjTHwgszk+xLDUD7/3soYaPfxxDmrE3+q12TX2NlV3Df2Ni

Zn3QmhzJszx5CZ616UcgF5OUeM9SxNSRZcAIye4U3mzfOL4b2XQBRncL9ImyRl7orxAwS7nUgBmuPlcEgWScryH7rRx

apusEFgJiHNHAWavbaprTFYjLM2+ZeXeON+oXmvHr4uh1SMvnxa/Vf/

2gw3Sbr1PnYrQy1cKPB6RZtKMPnkBteOEQnzfGS3Ki6qRBoIakTNMBz5enqfvWtwcCu+WV55jQcXEBtfEo5zGPMsoF

0K0ZDDFvXxKWLfFUZ39L2qGK6xzDSl66W8EjHXhBQ3Sf+rBoZR80Kc+hKEU4cUx0/6d7M="]}'

Now, in order to simulate a full functional pki alternative with ou proposed dpki solution we have to be able to revoke client

certifications as well. For this purpose, we have the UpdateDPKIAsset function in which we can give a revoked value of true so to

denote that this dpki asset is no longer valid. Then, the system marks also to the dpki asset the revoked date as we can see later on

by calling ReadDPKIAsset function again.

peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride orderer.example.com --tls --cafile 

"${PWD}/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/
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tlsca.example.com-cert.pem" -C mychannel -n dpki --peerAddresses localhost:7051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt" --peerAddresses 

localhost:9051 --tlsRootCertFiles 

"${PWD}/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt" -c 

'{"function":"UpdateDPKIAsset","Args":["z4398rw0rwvr34jv743", 

"36kf94md93jnmgf84jd96j03u48t948yu4k5804yujb", "true"]}'

Now, if we try to login with our client’s dpki asset we can see that the system does not let us anymore as it’s certificate is revoked.

As a final step we revert our client’s dpki asset revocation and then login again to the system.
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4 Conclusions & Future Work

This dissertation addressed the design and implementation of a Blockchain Based Decentralized Public Key Infrastructure solution,

based on a private blockchain platform Hyperledger Fabric (HLF) Blockchain platform. In our proposed solution for the DPKI 

solution, users access to the system is managed  via the use of X.509v3 digital certificates. The smart contract executed by the 

DPKI peers dictates the issuance, authentication and revocation of users access in the system created. The system is a proof of 

concept for a DPKI implementation in HLF. We have implemented the proposed solution by producing an available prototype and 

that can be used for research and experimental studies by interested researchers and developers. The prototype implements the 

design assumptions and all the components discussed in the dissertation. As a future work we would further expand current smart 

contract implementation so as to include more functionality. We would also deploy current implementation in a cloud based 

environment where the blockchain peers can run in different virtual or dedicated machines from different service providers. Last 

but not least, after the testing in the virtual machines was performed we could also implement this to an Internet of Things network 

and run all the necessary performance testing evaluations and benchmarks to compare the two testbeds (cloud-based vs physical) 

make our observations and any optimizations needed.
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Appendix A

Chaincode:

1. Main function

/*
SPDX-License-Identifier: Apache-2.0
*/

package main

import (
"log"

"dpki/chaincode"

"github.com/hyperledger/fabric-contract-api-go/contractapi"
)

func main() {
dPKIAssetChaincode, err := contractapi.NewChaincode(&chaincode.DPKISmartContract{})
if err != nil {

log.Panicf("Error creating dPKI chaincode: %v", err)
}

if err := dPKIAssetChaincode.Start(); err != nil {
log.Panicf("Error starting dPKI chaincode: %v", err)

}
}
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2. Main implementation code

package chaincode

import (
"crypto"
"crypto/rsa"
"crypto/sha256"
"crypto/x509"
"encoding/base64"
"encoding/json"
"encoding/pem"
"fmt"
"io"
"log"
"os"
"time"

"github.com/hyperledger/fabric-contract-api-go/contractapi"
)

// SmartContract provides functions for managing an Asset
type DPKISmartContract struct {

contractapi.Contract
}

// Asset describes basic details of what makes up a simple asset
type DPKIAsset struct {

ID        string `json:"id"`
Username  string `json:"username"`
PublicKey string `json:"public_key"`
Challenge string `json:"challenge"`
IssuedOn  string `json:"issued_on"`
RevokedOn string `json:"revoked_on"`
Revoked   bool   `json:"revoked"`

}

// DPKIInitLedger adds a base set of dpki assets to the ledger.
func (s *DPKISmartContract) InitDPKILedger(ctx contractapi.TransactionContextInterface) error {

// Create and populate values to dPKIAssets slice.
dPKIAssets := []DPKIAsset{

{ID:  "GenesisDPKIAsset",  Username:  "NaN",  PublicKey:  "NaN",  Challenge:  "NaN",  IssuedOn:
time.Now().UTC().Format("2006-01-02")},

}

// Iterate through dPKIAssets slice and perform a PutState action for each dPKI asset.
for _, dPKIAsset := range dPKIAssets {

dPKIAssetJSON, err := json.Marshal(dPKIAsset)
if err != nil {

return err
}

err = ctx.GetStub().PutState(dPKIAsset.ID, dPKIAssetJSON)
if err != nil {

return fmt.Errorf("failed to put to world state. %v", err)
}

}

return nil
}

// DPKIAssetExists returns true when asset with given ID exists in world state
func (s *DPKISmartContract) DPKIAssetExists(ctx contractapi.TransactionContextInterface, id string) (bool, error) {

DPKIAssetJSON, err := ctx.GetStub().GetState(id)
if err != nil {
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return false, fmt.Errorf("failed to read from world state: %v", err)
}

return DPKIAssetJSON != nil, nil
}

// CreateDPKIAsset issues the client's dPKI asset so that this is later used as a login token.
func (s *DPKISmartContract) CreateDPKIAsset(ctx contractapi.TransactionContextInterface, id string, username string, publicKey
string) error {

// Enable logging.
log.SetOutput(io.MultiWriter(os.Stdout))

// Check if the generated id is already used.
exists, err := s.DPKIAssetExists(ctx, id)
if err != nil {

return err
} else if exists {

fmt.Errorf("dPKI Asset id given is already used. Please try again with a new id.")
}

// Parse and validate client's public key.
block, _ := pem.Decode([]byte(publicKey))
if block == nil {

return fmt.Errorf("Invalid PEM format given.")
}

// Create the dPKI Asset model.
dPKIAsset := DPKIAsset{

ID:        id,
Username:  username,
PublicKey: publicKey,
IssuedOn:  time.Now().UTC().Format("2006-01-02"),

}

// Marshal the afore mentioned asset to it's json form.
dPKIAssetJSON, err := json.Marshal(dPKIAsset)
fmt.Println("dPKIAssetJSON")
fmt.Println(dPKIAssetJSON)
if err != nil {

return err
}

return ctx.GetStub().PutState(id, dPKIAssetJSON)
}

// ReadDPKIAsset returns the dPKI asset stored in the world state with given id.
func (s *DPKISmartContract) ReadDPKIAsset(ctx contractapi.TransactionContextInterface, id string) (*DPKIAsset, error) {

// Enable logging.
log.SetOutput(io.MultiWriter(os.Stdout))

// Retrieve dPKI asset.
dPKIAssetJSON, err := ctx.GetStub().GetState(id)
if err != nil {

return nil, fmt.Errorf("failed to read from world state: %v", err)
}
if dPKIAssetJSON == nil {

return nil, fmt.Errorf("the dPKI asset %s does not exist", id)
}
log.Println("Found dPKI asset:\n", dPKIAssetJSON)

var dPKIAsset DPKIAsset
// Marshal the afore mentioned asset to it's json form.
err = json.Unmarshal(dPKIAssetJSON, &dPKIAsset)
if err != nil {
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return nil, err
}

return &dPKIAsset, nil
}

// GetAllDPKIAssets returns all dpki assets found in world state.
func (s *DPKISmartContract) GetAllDPKIAssets(ctx contractapi.TransactionContextInterface) ([]*DPKIAsset, error) {

// range query with empty string for startKey and endKey does an
// open-ended query of all assets in the chaincode namespace.
resultsIterator, err := ctx.GetStub().GetStateByRange("", "")
if err != nil {

return nil, err
}
defer resultsIterator.Close()

var dPKIAssets []*DPKIAsset
for resultsIterator.HasNext() {

queryResponse, err := resultsIterator.Next()
if err != nil {

return nil, err
}

var dPKIAsset DPKIAsset
err = json.Unmarshal(queryResponse.Value, &dPKIAsset)
if err != nil {

return nil, err
}
dPKIAssets = append(dPKIAssets, &dPKIAsset)

}

return dPKIAssets, nil
}

// UpdateDPKIAsset updates an existing asset in the world state with provided parameters.
func (s *DPKISmartContract) UpdateDPKIAsset(ctx contractapi.TransactionContextInterface, id string, challenge string, revoked
bool) error {

// Enable logging.
log.SetOutput(io.MultiWriter(os.Stdout))
var revokedOn string

// Validate dPKI asset's existance.
exists, err := s.DPKIAssetExists(ctx, id)
if err != nil {

return err
}
if !exists {

return fmt.Errorf("the asset %s does not exist", id)
}

// Find client's dPKI asset.
dPKIAsset, err := s.ReadDPKIAsset(ctx, id)

if revoked {
revokedOn = time.Now().UTC().Format("2006-01-02")

}

// Overwriting original asset with new asset.
dPKIAssetNew := DPKIAsset{

ID:        dPKIAsset.ID,
Username:  dPKIAsset.Username,
PublicKey: dPKIAsset.PublicKey,
Challenge: challenge,
IssuedOn:  dPKIAsset.IssuedOn,
RevokedOn: revokedOn,
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Revoked:   revoked,
}
dPKIAssetNewJSON, err := json.Marshal(dPKIAssetNew)
if err != nil {

return err
}

return ctx.GetStub().PutState(id, dPKIAssetNewJSON)
}

// AuthorizeDPKIAsset set's the challenge attribute of the client's dPKI asset.
// This is later signed with the client's private key and id fed to the login function so that the client gets to be authenticated.
func (s *DPKISmartContract) AuthorizeDPKIAsset(ctx contractapi.TransactionContextInterface, id string) error {

// Enable logging.
log.SetOutput(io.MultiWriter(os.Stdout))

// Find client's dPKI asset.
dPKIAsset, err := s.ReadDPKIAsset(ctx, id)
if dPKIAsset.Revoked {

return  fmt.Errorf("Sorry,  your  dPKI  asset's  certificate  has  already  been  revoked  on  %v",
dPKIAsset.RevokedOn)

}

// Parse and validate client's public key.
block, _ := pem.Decode([]byte(dPKIAsset.PublicKey))
if block == nil {

return fmt.Errorf("Invalid PEM format given.")
}

// Parse the client's public RSA key given.
_, err = x509.ParsePKIXPublicKey(block.Bytes)
if err != nil {

return fmt.Errorf("Invalid x509 public key format found while parsing dPKI asset: ", err)
}

// Set a hardcoded challenge so as to avoid peers response diversity. For testing purposes.
challenge := "36kf94md93jnmgf84jd96j03u48t948yu4k5804yujb"

// Update client's dPKI asset with the challenge attribute.
err = s.UpdateDPKIAsset(ctx, id, challenge, false)
if err != nil {

return fmt.Errorf("An error occured while updating the client's dPKI asset: ", err)
}

return nil
}

// LoginDPKIAsset is the last step so as to validate that the client is registered to the system, by succesfully logging in.
func (s *DPKISmartContract) LoginDPKIAsset(ctx contractapi.TransactionContextInterface, id string, challenge string, signature
string) error {

// Enable logging.
log.SetOutput(io.MultiWriter(os.Stdout))

// Find client's dPKI asset.
dPKIAsset, err := s.ReadDPKIAsset(ctx, id)
if dPKIAsset.Revoked {

return  fmt.Errorf("Sorry,  your  dPKI  asset's  certificate  has  already  been  revoked  on  %v",
dPKIAsset.RevokedOn)

}

// Check that the challenge given matches the one in client's dPKI asset.
if challenge != dPKIAsset.Challenge {

return fmt.Errorf("Challenge given does not match the one in client's dPKI asset.")
}
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// Parse and validate client's public key.
block, _ := pem.Decode([]byte(dPKIAsset.PublicKey))
if block == nil {

return fmt.Errorf("Invalid PEM format given.")
}

// Parse the client's public RSA key given.
publicKey, err := x509.ParsePKIXPublicKey(block.Bytes)
if err != nil {

return fmt.Errorf("Invalid x509 public key format found while parsing dPKI asset: ", err)
}

// Decode client's signature.
signatureDecoded, err := base64.StdEncoding.DecodeString(signature)
if err != nil {

return fmt.Errorf("An error occured while parsing client's signature: ", err)
}

// Verify client's signature.
hash := sha256.Sum256([]byte(challenge))
err = rsa.VerifyPKCS1v15(publicKey.(*rsa.PublicKey), crypto.SHA256, hash[:], signatureDecoded)
if err != nil {

return fmt.Errorf("An error occured while verifying client's signature: ", err)
}

log.Println("Congratulations! You have succesfully logged in to the system!")

return nil
}
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3. Client’s public key:

-----BEGIN  PUBLIC  KEY-----\nMIICIjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAsOwZWhPHn8AzYRK7nvoQ\
n5dZQ5XtRDEW0KjbJbEYnXwKjmyD1aMid1ud+PmsRbSYfGh+DC5zDWnwL/MBaF742\
n7VASCNmZZ1CDyJTB32dGf1Hghn2bnwQUjOJeWIttFfCz7K3G1DwRVAwwqw3yR1oq\
nUYjIhVJkRk2/1Tp7DvTJKCMGvo+CB/EbVBNC00FSSNiLxPp+nCPHQdLGHut9Q7z5\
nD9IIRBlanMNswohHiH79HPIyHxS9K+dJ/jEQyIWFJGLNLCo58GXxSK+Sr5uG5gOk\nJ+qNI9UjFRdzE1oBSbQ3K+gz/
wGl9TxXVqBhkhcTXpOUCixtcakdSTE0ctIVEnOu\
ndIyBpUnMCkhHwzDBP7vHh8qyFq5QPDpZpfEI8VaVfzl20Vl7YyuhisKHzDeWrVGX\
nNMRU60Qk01vC4DrvITIantgrJGltdivclEO1H5MceTi7oov60nH26Dx8HlAxOGZb\
ntW8/9RklZYTM87OULypUHLadSfWGdl8ZywWruUg8U8zGxV5DKQfELmUHeKh9ZMKK\
nux6HsOYUNx67MOUEBNiBvOYKCXLqD0eJib5aQwVTzGfWZ1OkW3iGEQFa3cPTJjSk\
nSj3MUf7JPNAiyRzr3Wuo+NAmbF1o4sVx0HaDXcDR1EOX4Tc4Wd/JHSLEJQdjoOtT\
nWEPgL3wfIlndPaVXlehHfaUCAwEAAQ==\n-----END PUBLIC KEY-----\n

4. Client’s private key:

-----BEGIN OPENSSH PRIVATE KEY-----Vasileios Zagoras, University of The Aegean, Dpt. Engineering I.C.S. 58



Postgraduate thesis: Blockchain-Based Decentralized Public Key Infrastructure (PKI) using Smart Contracts

WHe9s8ldsZ0AAAAaaWNzZG0xMTcwMDVAaWNzZC5hZWdlYW4uZ3IB
-----END OPENSSH PRIVATE KEY-----

5. Client’s  signature

egFDCxet6OZ5ZObfH6YXCDSB1LkrUL2gAuVvVsJai8Ix7cTknMQX74QU17nhAsdzkPdSWr0ia5hsij62e3Pej+N2NRHYGeGq
VuWLW2y1zCfk/xeD3bzWrFjoA2iOD6MF25l2vjJTzZkl/
UTHUMF6Du0Bu6KsLoohUGK80iTYcM2JKRmQp+jQpvKbYtVH1igoY8drSs9KuvGK8KkJNdLgPiSmPUfBZWYhgtcyZfV0G
gE9dxLs3DdXUL7b69iT6WHZ3UuqmrItHSkORGgHdr4QtpclFWykS/
qbQzLzxKGuxCaDBejHRGS3UT303BJwi+rg1L3VhtG3wnaQjTHwgszk+xLDUD7/3soYaPfxxDmrE3+q12TX2NlV3Df2NiZn3Q
mhzJszx5CZ616UcgF5OUeM9SxNSRZcAIye4U3mzfOL4b2XQBRncL9ImyRl7orxAwS7nUgBmuPlcEgWScryH7rRxapusEFgJi
HNHAWavbaprTFYjLM2+ZeXeON+oXmvHr4uh1SMvnxa/Vf/
2gw3Sbr1PnYrQy1cKPB6RZtKMPnkBteOEQnzfGS3Ki6qRBoIakTNMBz5enqfvWtwcCu+WV55jQcXEBtfEo5zGPMsoF0K0Z
DDFvXxKWLfFUZ39L2qGK6xzDSl66W8EjHXhBQ3Sf+rBoZR80Kc+hKEU4cUx0/6d7M=
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6. Client’s Go code so as to create the digital signature:

package main

import (
"fmt"
"crypto"
"crypto/rand"
"crypto/rsa"
"crypto/sha256"
"crypto/x509"
"encoding/base64"
"encoding/pem"

)

func main() {
// Create signature
hashed := sha256.Sum256([]byte("36kf94md93jnmgf84jd96j03u48t948yu4k5804yujb"))
block, _ := pem.Decode([]byte(`-----BEGIN RSA PRIVATE KEY-----
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zcAYlCaQFECYmFawK2JA08hwAPcBywG9M3eO55nbLjriQMqeGJ+2T4CldS+C39Yh
rkLGLVEesRXqwz2nDga34qYfPJ5eb2CskkIxnF071eddclx1ddtwXu/m4Fw=
-----END RSA PRIVATE KEY-----
`))
fmt.Println("block.Bytes")
fmt.Println(block.Bytes)

if block == nil {
fmt.Println("Invalid PEM format given.")

}
privateKey, err := x509.ParsePKCS1PrivateKey(block.Bytes)

        if err != nil {
          fmt.Println(err)
        }
fmt.Println("privateKey")
fmt.Println(privateKey)

signature, _ := rsa.SignPKCS1v15(rand.Reader, privateKey, crypto.SHA256, hashed[:])

// Encode signature
signatureBase64 := base64.StdEncoding.EncodeToString(signature)

fmt.Println(signatureBase64)
}
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