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Hepiinyn

H mopodoa dumlopatikny epyacio gpevvd ) mbavy dvvatdomro tov Meydlov Nocoikov
Movtéhowv (LLMs) va Peitidocovv ™ MéEBodo Impostors omnv emoAnbevon cuyypagikng
tavtottag. H MéBodog Impostors ypnotponotet keipevo-amopipicels (impostors) yio vo, SOKILAGEL
™V KavOTNTU €VOC LOVTEAOL Vo SLoKPIveL HETAED aVOEVTIKOV KOl U1 GVOEVTIKOV GUYYPOPIKOV
épyov. Tapadootakd, to impostors TPoEPyoviay amd UN OYETKEG TNYEG, OAAG glyav Kdmolo
KAvOTNTO VO OTOTUTAOVOLV TIG AENTE GTIMOTIKA YOPUKTINPIOTIKE GUYKEKPEVAOV GLYYPAPEWV,
laitepa 6e SloPopeTIKA £10M Kot Oepatoroyiec.

Me mv a&omoinon LLMs, 6nmg to GPT, n épeuva e€etalel ™ ypnion prompt, EpOTNGEOV
ONAadn 0TA YAWOOUKA LOVTELQ KOL TV UNYOVIKT GLTOV, Y10, T dNHLovpyio impostors wov HovvTol
0G0 TO SLVOTOV KOAVTEPA, TO CTIMGTIKG LOTIP TV YVOGTOV KEWWEVOV, SLOTNPOVTOS TOPAAANAL
T0 TTEPLEYOLEVO Olapopomotnpevo. Ta mepdpata Tpaypotonombnkay 6to chvoro dedopévov PAN
2015, ®ote vo a&oroynbel av ta impostors mov omutovpyovvror and LLMs Beitiovovv v
axpifeln cOTOD GLOYETIGHOV HETAED TOL YVOOTOD Kol CyVMOGTOL KEWEVOL GE GUYKPLON LE
TPONYOVUEVES TPOGEYYIGELS.

Ta amoteléopata delyvouv Ot T impostors Tov dnpovpyovvtat pécm Meydromv Nhoooikdv
Movtédwv moapovcstalovy dvvaTOTNTEG, TOVAAYLOTOV Vo, UHETOPAAAOLY pe BeTKO TPOMO TNV
amodoTIKOTNTO TOV HOVIEA®V, Wloitepa o€ gpyaciec emoAndevong HETOED  SLOPOPETIKMOV
Ospatoloyldv, av kol omouteitor mepaitépm Epgvva. Ilapovoidomnkav TPOKANGES, On®S TO
VTOAOYIOTIKO KOGTOG, 1| OMOTEAECUOTIKN OYeOiaom prompts Kol 1) EQPUPUOYY] O UEYOAVTEPT
KMpoko. Ta eoppaTo AVAOEIKVOOUY TV TPOOTTIKY] EVOMOUATOONG TNG TOPOYMYIKNG TEXVNTAG
vonpoovvng (Generative Al) oe mhaiclo enaAnfeuons cLYYPAPIKNG TOVTOTNTAG, AVOLYOVTOS TOV
OpOUO Y10 O TPOCAPUOCTIKEG Kol aSldmoteg HefOO0VE GE AKAOTUOIKA, EYKANUOTOAOYIKE Ko
ynoeaka cepPaiiova.

A&Eerg Khewowa: Impostors Method, Authorship Analysis, Authorship Verification, Large
Language Models
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Abstract

This thesis investigates the potential of Large Language Models (LLMs) to enhance the Impostors
Method for authorship verification. The Impostors Method introduces distractor texts to test a
system's ability to differentiate between genuine and inauthentic authorial works. Typically, these
impostors came from unrelated backgrounds but had some ability to capture the subtle stylistic
nuances of specific authors, especially across different genres and topics.

Leveraging LLMs such as GPT, this research explores the use of prompt-engineered generative
techniques to create impostors that closely mimic stylistic patterns of known texts while introducing
distinct content. Experiments were conducted on the PAN 2015 dataset to evaluate whether LLM-
generated impostors improve verification accuracy compared to traditional approaches.

Results suggest that LLM-generated impostors show promise in differentiating and enhancing
model robustness among other studies, especially in cross-domain verification tasks, although
further research is necessary. Challenges such as computational cost, effective prompt design, and
scalability remain significant. The findings underscore the promise of integrating generative Al into
authorship verification frameworks, paving the way for more adaptable and reliable methods in
academic, forensic, and cybersecurity applications.

Keywords: Impostors Method, Authorship Analysis, Authorship Verification, Large Language
Models
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Introduction

1.1 Introduction

Authorship analysis is a field that investigates written texts to identify the linguistic features of their
authors. This field is important when it comes to forensic linguistics, academic integrity, and online
identity confirmation. A writer’s distinctive linguistic style can often be identified through their
word choices, sentence structures, writing patterns, and overall style (Elmanarelbouanani & Kassou,
2013). Such features help experts establish authorship of disputed documents or associate
anonymous texts with particular individuals, assisting law enforcement and legal professionals.

In recent years, this field shifted from traditional methods such as stylometry, which is based
on statistics of writing style, to more advanced techniques that involve machine learning or neural
networks (Stamatatos E. , 2009). Stylometric techniques analyze elements such as word frequencies,
sentence lengths, and function word usage, offering a foundation for identifying consistent authorial
traits. However, these techniques struggle with genre and literary differences between authors (He,
Lashkari, Vombatkere, & Sharma, 2024)

The rise of large, readily available datasets and the evolution of computational resources are
now allowing models to capture complex stylistic patterns at scale in an easier and more resourceful
manner. Recent techniques utilize deep learning to detect and learn these subtle features with no
significant input or feature extraction, leading to better performance in tasks such as cross-genre
and cross-topic authorship verification (Stamatatos E. , Authorship Verification: A Review of
Recent Advances, 2016). This shift has led to more adaptable methods better suited for real-world
applications where text types and domains often vary (Elmanarelbouanani & Kassou, 2013)
(Stamatatos, 2020).

Authorship analysis covers a diverse set of sub-fields, each providing a solution to one or more
problems concerning the recognition and characterization of authorship:

e Authorship Identification: Focused on determining the author of a text, including:

o Authorship Attribution (AA4): Selecting an author from a set of candidates.

o Authorship Verification (AV): Deciding if a specific author wrote a particular text.

o Authorship Discrimination (AD): Assessing whether two texts share the same author.
o Authorship Profiling: Estimating the demographic features of the author, such as:

o Authorship Characterization (AC): lIdentifying traits like age, gender, and
occupation.

o Authorship De-Identification (ADI): Removing stylistic traces to anonymize texts.

Kaiserlis Alexandros, University of Aegean, Dep. Of ICSE 11
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o Plagiarism and Forensic Analysis: Addressing the reuse and identification of content,
including:
o Plagiarism Detection (PD): Detecting copied or paraphrased passages.

o Code Authorship Attribution: 1dentifying authorship in software and programming
for forensic purposes.

e Content and Misinformation Analysis: Applications in identifying misinformation or
managing text collections, such as:

o Disinformation Analysis: Uncovering false identities and fake news sources.

o Text Indexing and Segmentation (TIS): Structuring mixed-author content in global
documents or forums.

From traditional methods to neural models, each area takes advantage of different written or
coded language patterns. Potential uses include fighting cyber-attacks, improving digital forensics,
and protecting intellectual property.

Authorship verification (AV) has evolved from traditional to advanced computational
methods. Approaches like Burrows' Delta, which measure distances between text styles derived
from word frequencies, work well on limited datasets but have difficulty with cross-genre variation
when content changes and can mislead models. More recent methods, such as BERT and GPT,
employed neural networks and transformers to extract text documents' deeper syntactic and
semantic properties. They can discover complex patterns in how an author writes, especially when
dealing with different domains in tasks such as cross-domain verification.

A method in this field deployed for this reason is the Impostors Method, which improves
robustness by incorporating distractor texts, offering an extrinsic method that tests the model’s skill
in distinguishing between authentic and inauthentic samples. This approach urges models to
concentrate on more profound stylistic details instead of just surface characteristics by analyzing
the similarities between a disputed text and both authentic samples and impostor texts.

The PAN (Plagiarism, Authorship, and Social Software Analysis) competitions have been
incredibly important for pushing the boundaries of research in authorship verification. Almost every
year, by providing standardized datasets, these competitions offer a rich mix of genres and languages
that reflect real-world challenges faced by verification models. The PAN datasets are made in such
a way that they can test how well models can manage texts from different domains and diverse
writing styles, which is crucial for ensuring their reliability. Additionally, these competitions inspire
new ideas and advancements in traditional methods and cutting-edge neural network approaches to
authorship verification. The competition drives innovations in traditional and neural network-based
verification methods.

1.2 Research Problem

In the world of Generative Al, large language models (LLMs) like GPT and BERT are really making
an impact. These models can generate text that feels natural and flows well, making them useful in
various ways. Their ability to do that is taken from being trained on vast amounts of data, which
helps them understand complex patterns in language. This technology allows people to tackle tasks

Kaiserlis Alexandros, University of Aegean, Dep. Of ICSE 12
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such as writing, translating, and summarizing with a deeper level of complexity, unlocking new
chances that we never thought possible before.

But the effects of these large language models go way beyond just practical uses in daily life.
Researchers are tapping into the power of Al tools to ignite innovation across different fields,
changing the way we approach everything; from scientific inquiries to creative problem-solving,
inspiring us to think differently and explore new possibilities. (Bevendorff, et al., 2023)

One of the features of LLMs, is their ability to replicate different writing styles and tones.
Because they have learned linguistic patterns from various sources, they are effective at maintaining
a stylistic consistency and thus replicating crucial characteristics in certain contexts. They can
generate text that reflects specific patterns taken from a given text, making them perfect for
producing writing that echoes the styles of particular authors. This ability can be fine-tuned through
prompt engineering, where specific written or spoken instructions help direct the LLM to capture
the stylistic features of a certain writing style, as instructed. This way, we can create synthetic texts
resembling an author's established voice.

The Impostors Method has become a noteworthy strategy for verifying authorship, particularly
useful when data is scarce or when multiple potential authors are unavailable for comparison
(Koppel, Schler, & Argamon, 2009) (Stamatatos E. , 2009). This method works by introducing
distraction texts—impostors—that put the verification system to the test in its ability to differentiate
between genuine and non-genuine authorial works. Traditionally, these impostor texts were pulled
from unrelated sources and relied on patterns like n-grams or other stylistic features to create a
credible challenge for the system. However, this older approach often struggled to capture the subtle
nuances of an author’s unique style across various genres.

These interesting aspects of impostors lead us to the potential to use Large Language Models
(LLMs) within the Impostors Method. By generating impostor texts that closely resemble the
stylistic patterns of known or unknown texts, we can make the verification process even more
intricate—and accurate. LLMs can be directed to produce writings that mimic the structure and tone
of the target author's work while presenting different content. This makes the model focus on more
profound stylistic details rather than surface similarities. As a result, we create a more varied and
contextually relevant set of impostors, which theoretically makes it easier for the model to
differentiate between genuine authorship and impostors accurately.

This research explores ways to exploit the relationship between LLMs and the Impostors
Method in Authorship Verification. With the use of LLMs to craft customized impostor texts with
specific prompts, we want to determine if these Al-generated impostors can enhance the efficiency
and precision of authorship verification models. We will test this approach using datasets from the
PAN competitions to see whether the LLM-generated impostors can present a more formidable
challenge for verification models compared to traditionally selected texts while examining their
impact on various tasks.

1.3 Objectives

This thesis investigates the role of Generative Al (Gen Al) in enhancing the Impostors Method for
authorship verification. The central question guiding this research is whether Al-generated impostor
texts closely mimic a known or unknown author's writing style and can significantly improve
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models' ability to identify a text’s authorship. By generating impostor texts that are stylistically
aligned with the target documents in various ways, we explore how Large Language Models (LLMs)
can be effectively prompted to create these more convincing impostors, challenging the capabilities
of existing verification methods.

To assess the effectiveness of these LLM-generated impostors, the study employs the PAN
dataset from 2015. This dataset features a diverse range of genres and complexities that are essential
for authorship verification analysis. We aim to explore whether fine-tuning prompts can generate
impostors that closely mimic known texts, while also aligning in what makes a good impostor. By
using prompt-based generation, we're looking to raise the difficulty level of these impostors for
existing models. Ultimately, we want to examine how this approach can influence and be applied in
cross-domain verification tasks.

By contacting this thesis, we aim to make a noteworthy contribution to the field of Authorship
Analysis by exploring how Gen-Al can be integrated into authorship verification frameworks. Our
findings may offer innovative and reliable solutions in forensic and academic contexts, enhancing
the accuracy and adaptability of authorship verification methods.

1.4 Research Questions

This thesis explores several important research questions related to using Generative Al (Gen Al)
in enhancing the Impostors Method for authorship verification. The guiding questions for this
research are:

e C(Can texts generated by Generative Al, specifically through Large Language Models
(LLMs), improve the accuracy of authorship verification models compared to traditional
impostors that are selected manually?

e In what ways can LLM-generated impostors be fine-tuned through prompt engineering
to more closely resemble the stylistic features of both known and unknown texts across
various genres and topics, thereby achieving better outcomes, and what is the role of n-
grams, that the stylistic features are taken by?

e Do LLM-generated impostors contribute to improved performance in cross-domain
verification tasks, where the texts may differ significantly in genre and subject matter?

e How might this approach be applied to real-world datasets, such as those from 2015,
and what measurable improvements can we observe regarding model generalization and
accuracy?

e How will integrating the Impostors Model with Generative Al differ from the latest
models in the field, and what additional ways can Gen Al enhance traditional impostor-
based verification methods?

1.5 Thesis Structure

This thesis is divided into 6 Sections. The structure is as follows:

1. Introduction
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This section provides an overview of Authorship Analysis, and its importance in various real-
world applications, including forensic linguistics and plagiarism detection. We will set the stage for
the study by discussing the broader context of authorship verification and introducing the Impostors
Method, detailing its significance in confirming authorship. Additionally, we will delve into the rise
of Generative Al, particularly focusing on Large Language Models (LLMs), and explore how these
advancements can bolster the Impostors Method.

2. Literature Review

This chapter will examine the literature surrounding authorship verification, particularly
emphasizing the Impostors Method and its evolution over the past decade. We will also look at
recent developments in Generative Al, especially regarding text generation and authorship-related
tasks.

3. Methodology

In this chapter, we will outline the experimental design to assess the effectiveness of Al-generated
impostors in authorship verification. This will include a comprehensive description of the 2015 PAN
dataset utilized in this research. We will explain the process of prompt engineering to craft high-
quality impostor texts, as well as the methods used to compare the performance of traditional
impostors against those generated by LLMs. Additionally, we will present the evaluation metrics
and testing processes implemented during cross-domain verification tasks.

4. Experiments and Results

In this chapter, we will present the experimental findings, through a comparative performance of
data between models that utilize traditional impostors and our model that incorporates LLM-
generated impostors while explaining the methods used.

5. Discussion

This chapter will assess the practical advantages of integrating Generative Al with the Impostors
Method and identify any limitations encountered during the study. Potential paths for future research
will be examined, while comparing our approach with existing models, evaluating whether the use
of LLMs can lead to notable improvements in authorship verification.

6. Conclusion

A summary of the thesis's key contributions reaffirm how Generative Al can play a part in the
Impostors Method for authorship verification. It will offer insights into how these findings can be
applied to forensic investigations, academic integrity, and cybersecurity and suggest directions for
further research in the field of authorship analysis using advanced Al techniques.
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Literature Review

2.1 Authorship Verification Overview

Authorship Analysis, that focuses on determining whether a particular author wrote a given text.
Considered as a binary classification task, it operates by examining the linguistic and stylistic
features of the text to produce a yes/no answer. Unlike authorship attribution, which seeks to identify
the most likely author from a set of candidates, authorship verification aims to answer a narrower
question: Does this text match the writing style of the given author? (Stamatatos E., 2016)

The importance of Authorship Verification is clear in many real-world applications, especially
in areas like forensic linguistics. It is very important to determine who wrote legal documents,
contracts, or texts without names in these situations. One big challenge in this work is to differentiate
between the real writing style of an author and forgeries or anonymous writings. This task needs
models to pay attention to consistent linguistic signs, like the way words are used, sentence
structures, and habits in punctuation; these are like unique fingerprints of a writing style. These
markers help the model to understand an author’s typical writing behavior, even when dealing with
texts that might be misleading or changed (Stamatatos E. , 2009).

A big challenge in verifying authorship, is when there is variation in genre or domain. The
writing style of an author can change a lot depending on the context. For example, it can be very
different when they write scientific papers compared to when they write blog posts, or when they
write fiction versus non-fiction. This genre variation makes it difficult for models to rely on
superficial linguistic traits, requiring a more nuanced approach that can detect deeper stylistic
features. Research has shown that accounting for genre variation significantly improves the
performance of verification models, as ignoring these shifts in style can lead to high error rates,
mainly when the model is tested on texts from unseen genres (Stamatatos E. 2013).

A big challenge in verifying authorship, is when there is variation in genre or domain. The
writing style of an author can change a lot depending on the context. For example, it can be very
different when they write scientific papers compared to when they write blog posts, or when they
write fiction versus non-fiction. This genre variation makes it difficult for models to rely on
superficial linguistic traits, requiring a more nuanced approach that can detect deeper stylistic
features. Research has shown that accounting for genre variation significantly improves the
performance of verification models, as ignoring these shifts in style can lead to high error rates,
mainly when the model is tested on texts from unseen genres. (Stamatatos E., 2016)

In addition to genre variation, authorship verification often faces the challenge of open-set vs.
closed-set classification. In closed-set verification, the model works with a predefined set of authors,
and the task is to verify whether a given text belongs to one of them. However, real-world scenarios
typically fall under open-set verification, where the text may have been written by an unknown
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author who is not present in the training data. Open-set verification makes the task much more
difficult, because the model must verify not only the authors that are known but also mark out texts
that do not fit any known profile (Stamatatos E. , Authorship Verification: A Review of Recent
Advances, 2016). This open-set characteristic shows how unpredictable real-world situations can
be, where anonymous or forged texts might present new authors that were not considered in the
original training.

Another critical difficulty is the data scarcity typical in many authorship verification tasks.
Often, only a few texts from an author are available for model training, making the task suitable for
few-shot or one-shot learning approaches. In such cases, models must generalize effectively from
minimal examples, requiring methods to extract meaningful stylistic features from limited data.
Recent advancements in transfer learning and meta-learning techniques have shown good potential,
allowing models to perform well even when there are only a few known samples from an author
(Stamatatos, Kestemont, & & Manjavacas, 2020). These methods are very useful in practical
situations where it is not possible to collect a large amount of labeled data.

In addition, the problem of class imbalance is a big challenge in verification of authorship.
Usually, the dataset has many more negative examples (where authorship is not confirmed) than
positive examples (where authorship is validated). This imbalance can create bias in the models,
leaning more towards negative classifications, which leads to higher rates of false negatives. To fix
this problem, new research shows some techniques like balancing the training data with sampling
methods or changing the loss functions to make positive examples more important. These methods
help to lessen the models’ habit of preferring negative predictions, which improves the overall
performance. (Stamatatos E. 2016)

2.1.1 Traditional Methods

In early stages, approaches to verifying authorship relied a lot on stylometry, which is the statistical
analysis of writing style. Stylometric methods concentrate on finding consistent patterns in how an
author writes, no matter what the content or subject is. Some of the most commonly studied features
in these early methods include distributions of word frequency, sentence length, and the use of
function words like prepositions and conjunctions. These features are considered stylistically
important because they are not easily altered by the author, making them more reliable indicators of
an individual writing style. (Stamatatos E. , 2009)

One well-known example is Burrows’ Delta, which measures the difference in word
frequencies between texts, and this method works well across various genres and languages.
(Burrows, 2002). Another basic technique in traditional stylometry is n-gram analysis, where
sequences of words or characters (such as bigrams and trigrams) are extracted and compared among
texts. N-grams are useful because they capture patterns of vocabulary and syntax, showing an
author’s word choices and sentence structures (Stamatatos E. , 2009). For instance, character-level
n-grams can show consistent use of punctuation, spelling differences, or common letter
combinations that are often unique to a specific author. This method is particularly effective in
situations where there is limited text for analysis, like in forensic investigations or when verifying
short pieces of writing online (Koppel, Schler, & Argamon, 2009).
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Function words, in particular, play a significant role in traditional authorship verification
because they are content-independent and are used unconsciously. Unlike content words (nouns,
verbs, adjectives), function words are used by all authors but in stylistically distinctive ways. For
example, one author might prefer shorter, more direct sentences with frequent use of conjunctions,
while another might favor more complex sentence structures with more significant variation in
prepositions. These subtle but persistent patterns provide a robust basis for verification, even when
dealing with short or genre-diverse texts (Kestemont, 2014).

Traditional methods have also explored syntactic patterns, focusing on sentence structure rather
than word usage. Analyzing how an author constructs sentences—whether they favor complex,
nested clauses or simpler, declarative statements—provides insight into their unique style. While
syntactic features tend to be noisier and more complicated to extract accurately (especially in earlier
models without sophisticated natural language processing tools), they nonetheless offer valuable
complementary information.

Based on traditional methods in verifying authorship, new research presents a different
viewpoint by including cognitive linguistics in the exploration of authorship. Although
computational techniques have improved greatly, they often lack clarity and do not fully consider
the cognitive elements of language processing; an important idea that is introduced is the concept
of linguistic individuality. This means that every person has a unique way of using language, which
is affected by their own experiences and how they think. This individuality shows in the choice of
words and also in the deeper structures of language, such as how different language elements are
combined and arranged. This point of view suggests that understanding these cognitive factors gives
us a better insight into why certain stylometric features, like function words and n-grams, are useful
in proving who the author is. By linking computational methods with knowledge from cognitive
linguistics, this approach encourages a more complete way to analyze who wrote a text. (Nini, 2023)

2.1.2  Analysis of Traditional Methods

Traditional methods for stylometry, like analyzing word frequency, using n-grams, and looking at
function words, are effective for verifying authorship, but they have some limits. First, these
methods depend a lot on features that are created by hand, meaning they need someone to manually
find the stylistic markers and cannot easily adapt to new or unseen styles of writing. This lack of
flexibility can be a problem, especially when trying to verify authorship across different genres or
topics, where an author's writing can change a lot depending on the subject.

Moreover, traditional methods can be easily vulnerable to content leakage. This happens when
the model mixes up stylistic similarity with similarity in themes or topics. For instance, if two
authors talk about the same subject, they might use similar vocabulary that is specific to that area.
This can lead to mistakes, resulting in false positives during verification tasks. As a result, these
approaches may struggle when the content of the texts being compared is highly related, even if the
authorship is different. (Stamatatos E. , 2009) (Stamatatos E. , 2016)

Another challenge is the limited scope of text that traditional methods can handle. Many early
models perform well when a significant amount of text is available from known and questioned
authors, but they may struggle with concise texts. This limitation is particularly relevant in modern
contexts like social media, where posts are brief, and the variability between texts is high. Also, the
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traditional methods are mostly dependent on the language, needing special changes for different
languages and writing systems.

Even with these difficulties, traditional stylometric methods have created a base for more
advanced techniques by showing that style—different from the content—can be measured and used
well for analyzing authorship. The rise of machine learning and neural network approaches has
sought to overcome many limitations by automating the feature extraction process and allowing
models to learn more complex patterns in writing. However, even as newer models gain prominence,
stylometric techniques remain an essential part of the authorship verification toolbox, often serving
as a baseline against which newer methods are tested.

2.1.3 Algorithms for Authorship Verification

While traditional stylometric approaches laid the foundation for authorship verification, introducing
real-life challenges, such as dealing with cross-genre variation, handling open-set verification, and
addressing data scarcity, has driven the development of more advanced algorithms. These
challenges show how complex it is to verify authorship in real situations, where the models need to
work well in different writing styles and manage situations when the real author is not in the dataset.
Several state-of-the-art models have emerged to address these issues, particularly those showcased
in PAN competitions, where authorship verification tasks are a central focus. These competitions
have pushed for new ideas and methods, creating techniques such as meta-learning and few-shot
learning. They also worked on better ways to handle class imbalance and improve how models can
generalize across different writing styles.

2.1.3.1 Support Vector Machines (SVM)

One of the most widely used algorithms in earlier authorship verification tasks is the Support Vector
Machine (SVM). This supervised learning model is particularly effective in binary classification
problems like authorship verification. SVMs work by finding the optimal hyperplane that separates
data points from two classes—in this case, determining whether a text belongs to a particular author.
Using feature sets like n-grams, function words, and stylistic markers, SVMs have performed well
in distinguishing between authors based on textual features. (Stamatatos E. , 2009)

In PAN competitions, SVMs have been used extensively as baseline models due to their ability
to handle high-dimensional data efficiently and their robustness across different datasets
(Stamatatos E., 2016). SVMs were especially prominent in the early 2010s PAN competitions,
where they were combined with feature engineering techniques such as TF-IDF (Term Frequency-
Inverse Document Frequency) to improve their discriminative power in authorship verification tasks
(Halvani, Winter, & & Pflug, 2013 ). These techniques allowed SVMs to capture important textual
patterns crucial for distinguishing between different writing styles.

2.1.3.2 Ensemble Methods

Ensemble models have also become popular in authorship verification, as they combine the
strengths of multiple classifiers to achieve better results. One prominent example from the PAN
competitions is the use of Random Forests, which build multiple decision trees and aggregate their
predictions to improve accuracy. By averaging the results from several trees, Random Forests
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reduce overfitting and are capable of capturing a wider variety of stylistic features from text.
(Stamatatos E., 2016)

Ensemble approaches also include boosting algorithms like Gradient Boosting Machines
(GBMs) andXGBoost, which iteratively build models by focusing on errors made by previous
iterations. These methods have shown strong performance in PAN evaluations due to their ability
to handle imbalanced data and noisy text samples (Halvani et al., 2013). In particular, ensemble
models are valuable when working with cross-genreor cross-domain tasks, where the diversity of
text samples requires more nuanced classification techniques (Potthast, Stein, & Hagen, 2016).

2.1.3.3 Siamese Neural Networks

Siamese Neural Networks have gained significant traction in authorship verification in recent years.
These networks are designed to compare two input texts and determine whether the same author
wrote them. The architecture consists of two identical neural networks that share weights,
processing two input texts simultaneously. The network then learns a similarity function to compare
the texts' stylistic and linguistic features. This method has been highly influential in one-shot
learning scenarios, where only a few samples are available for comparison. (Reimers & &
Gurevych, 2019)

The use of Siamese Networks was particularly prominent in the PAN 2016 and 2017
competitions, where they achieved high accuracy in challenging tasks involving short texts and
diverse writing styles (Potthast, Stein, & & Hagen, 2016). These networks are well-suited for the
PAN competitions' binary authorship verification tasks, where the system must decide whether a
given text belongs to a known author (Potthast, Stein, & Hagen, 2016).

2.1.3.4 Transformer-Based Models

Models using transformers, like BERT and GPT, have really changed how we verify who wrote
something by offering deep insights into the structure and meaning of texts. Unlike older techniques
that depend on features created manually, BERT can learn complex relationships in the text on its
own, which makes it very good at understanding how an author has their own unique style.
(Manolache, et al., 2021)

These models did better than previous methods in the PAN 2020 and 2021 competitions,
especially in cross-domain verification, where texts come from different topics or genres (Ibrahim
et al., 2023). BERT’s ability to be fine-tuned allowed it to handle various types of data, such as
fanfiction, adjusting to many different styles and content variations (Tyo, Dhingra, & Lipton, 2021).
This has set a new standard in authorship verification, offering better accuracy and flexibility.

2.1.3.5 Graph-Based Approaches

Graph-based methods have attracted much interest in the field of authorship verification,
particularly in PAN competitions. In these approaches, texts are represented as nodes in a graph,
with edges indicating the relationships formed by shared stylistic or content traits. By analyzing the
resulting graph, models can identify clusters of texts that likely belong to the same author, making
this method effective for cross-document analysis and linking multiple texts to a joint author
(Ibrahim, et al., 2023), Improving authorship verification with sentence-transformers. This method
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is especially helpful in complicated situations where direct comparisons may not work well, offering
a deeper insight into the stylistic relationships between different documents.

2.1.3.6 Impostors Method

Lastly, the Impostors Method, which is the main focus of this thesis, pushes the boundaries of the
verification model by introducing unrelated texts (impostors) to imitate possible false positives. The
model then needs to differentiate between authentic author texts and these impostors. Over the years,
the impostor's method has developed, combining with advanced machine learning techniques, like
neural networks and ensemble models, to build more strong and effective authorship verification
systems.

2.2 Impostors Method

The Impostors Method is a well-known approach for verifying authorship that has received a lot of
attention in recent years. It was first developed to enhance the strength and dependability of
authorship classifiers by showing them a set of unrelated and distracting texts, called impostors,
during the verification process. Unlike traditional methods that compare a questioned text only to
samples from the author, the Impostors Method evaluates how well an authorship model can
differentiate between genuine samples and unrelated texts, thus creating a more challenging and
rigorous evaluation framework. (Stamatatos E. , 2016)

2.2.1 Core Concept of the Impostors Method

The core idea behind the Impostors Method is to simulate potential false positives by introducing
texts from authors other than the target author during the verification process. These impostor texts
do not belong to the actual author. However, they are used to test whether the verification system
can accurately identify a given text's authorship or is susceptible to mistaking an impostor text for
a genuine one. The method is framed as a binary classification problem: the model must determine
whether a specific individual authored a new text, even in the presence of challenging impostor
texts.

In practice, the process consists of taking a selection of documents that are known to be written
by the author in question and then comparing them to the text that is being analyzed. Additionally,
texts from other authors, which we call impostor texts, are included in this comparison. The system
for verification then calculates how similar the questioned text is to each of the known documents
as well as to the impostor texts. If the similarity score between the questioned text and the known
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documents is higher than that with the impostor texts, the conclusion is that the text was likely
written by the same author.

CREATE N-GRAM

FEATURES APPLY TF-IDF SELECT RANDOM
FEATURES -

SELECTED NUMBER CREATE CENTROID IMPOSTORS
OF FEATURES

COMPARE USING MIN-
MAX DISTANCE

EVALUATION

RESULTS

Figure 1: The Authorship Verification process using impostors, simplified into a diagrammatic

representation.
2.2.2 Advantages of the Impostors Method

The Impostors Method presents several benefits when compared to more straightforward methods
of comparison. One significant advantage is that it compels the verification model to concentrate on
stylistic features that tend to remain consistent across an author’s body of work. This approach is
particularly useful when dealing with texts that might differ in genre or subject matter, which is
common in fields like forensic linguistics and plagiarism detection.

Furthermore, the Impostors Method proves to be very helpful in situations where there shortage
of material from the author, making it particularly suitable for cases with only a few known samples.
Using a set of fake texts, this approach helps to avoid overfitting.

Overfitting happens when the model becomes too focused on the familiar samples, which
complicates its ability to deal with new, unseen texts. In this way, the impostor texts serve as a type
of regularization, enabling the model to test its ability to tell the difference between real and fake
texts in a more diverse environment. (Stamatatos E., 2016)

2.2.3 Implementation in PAN Competitions

The method known as the Impostors Method is frequently utilized in PAN competitions and is seen
as a standard for assessing various techniques in Authorship Verification. For instance, in the 2013
and 204 PAN authorship analysis, participants were given the task to verify authorship across
various genres and languages using this method. It showed especially good results in cross-genre
verification, where the known and questioned texts were from different writing styles, like essays
and novels. The advantage of this approach is that it emphasizes style instead of content, which
helps prevent any misleading conclusions that might come from similarities in content. (Stamatatos
E., 2016)

In these competitions, the approach usually uses a distance metric to measure how similar or
different the writing styles are between texts. This can include methods like cosine similarity or the
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Jaccard index, or even more advanced techniques such as kernel-based methods. By comparing the
distances among texts from known authors, texts by impostors, and the text in question, the system
can make a more precise decision about who the true author is. Some more sophisticated versions
of this method even combine ensemble learning with what’s called the Impostors Method, adding
different similarity measures together to improve accuracy.

2.2.4 Evolution and Modern Adaptations

The Impostors Method has been improved over the last years, using more advanced techniques from
current machine learning. The new developments now make use of neural network embeddings,
which help to capture the stylistic features of texts more effectively. This allows for more precise
comparisons between known documents and those under question. These embeddings are capable
of recognizing complex patterns in style and usage, going beyond the traditional methods like n-
grams or simple lexical features.

Additionally, the Impostors Method has started using transformer models like BERT and GPT-
based systems. These models can analyze bigger portions of text and detect more complex patterns
in writing styles. By employing fine-tuned transformer models, researchers can create comparisons
that are very similar to the individual style of a specific author, which makes the process of
verification harder.This approach prevents simple false positives since it pushes models to
distinguish between subtle stylistic differences rather than just looking at surface features. These
modern adaptations make the Impostors Method especially relevant today, as Generative Al is
increasingly involved in producing both genuine and synthetic texts. (Manolache, et al., 2021)

2.2.5 Challenges and Considerations

Despite its strengths, the Impostors Method also faces particular challenges. Selecting the right
impostor texts is critical to the method’s success; using texts that are too dissimilar to the author’s
style may not provide a meaningful challenge to the verification model while selecting texts that are
too similar could artificially inflate error rates. Balancing the diversity of impostors with their
stylistic resemblance to the genuine author is an ongoing area of research, especially as models
become more sophisticated.

Moreover, comparing multiple impostor texts can be computationally complex, particularly
when using neural network-based methods, which require significant processing power. The trade-
off between computational cost and the robustness of the verification system is a key consideration
in the practical implementation of the Impostor Method.

2.3 Character-Level N-Grams in Authorship Verification

Character-level n-grams are sequences of characters, typically ranging from two to five
characters in length (e.g., bigrams, trigrams, four-grams, five-grams). In authorship verification
(AV), character-level n-grams provide vectorized representations of text by capturing specific
sequences and patterns of characters, which contribute to an author’s stylistic fingerprint
(Manolache, et al., 2021) (Kestemont, 2014). This approach emphasizes structural and stylistic
elements of writing—such as punctuation, syntax, and word formation—that often remain
consistent across an author’s work, regardless of content (Stamatatos E. , 2009)
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2.3.1

Stylistic Features Captured by Character-Level N-Grams

Character-level n-grams effectively capture nuanced stylistic markers that characterize an

author’s writing style. Key features include:

1.

Punctuation Patterns: Character-level n-grams capture punctuation usage, such as the
frequency and placement of commas, periods, colons, and dashes, which contribute to an
author’s rhythm, sentence flow, and stylistic pauses (Stamatatos E. , 2009)

Syntax and Grammar Structure: By focusing on characters, n-grams can capture repeated
syntactic patterns, such as common prefixes, suffixes, and specific word formations. These
elements reveal an author’s preferred sentence structures, contractions, and grammar
choices. (Stamatatos E. , 2009)

Word Morphology and Function Word Usage: Character n-grams capture the structure
of function words (e.g., “and,” “the,” “of”’) and morphological aspects, such as common
suffixes or prefixes, which contribute to an author’s unique linguistic style (Juola, 2015).

Special Characters and Formatting: N-grams capture idiosyncratic stylistic markers, such
as the use of special characters (e.g., “&,” “@”) or unique spelling conventions, that often
distinguish an author’s style (Manolache, et al., 2021).

Idiosyncrasies and Typographical Patterns: Character n-grams reflect an author’s
recurring typographical choices, such as spelling preferences (e.g., “realize” vs. “realize”),
which may be influenced by regional language use or personal style (Kestemont, 2014)
(Stamatatos E. , 2009).

The n-gram size chosen—whether lower or higher—impacts the specificity and detail of the
stylistic information captured.

Lower n-gram Sizes (e.g., 2-grams, 3-grams)

Lower-order n-grams, such as bigrams and trigrams, effectively capture broad, frequent
patterns. These include:

Basic Stylistic Markers: Lower n-grams capture standard features such as short words,
basic punctuation, and prefixes or suffixes (Stamatatos E. , 2009).

General Representation: Because these patterns are widespread, they tend to reflect
general stylistic tendencies rather than individual nuances, making them less effective for
distinguishing between specific authors but useful for recognizing language or genre-wide
patterns (Peng, Schuurmans, Keselj, & Wang, 2003)

Reduced Uniqueness: Shorter sequences often overlap across authors, limiting their utility
for capturing author-specific traits and making them best suited for identifying broader
linguistic characteristics.

Higher n-gram Sizes (e.g., 4-grams, 5-grams)

Higher-order n-grams provide a more detailed, nuanced view of an author’s style, capturing:

Complex Stylistic Patterns: Longer n-grams encompass more unique phrase patterns,
specific punctuation sequences, and distinctive word collocations, providing a deeper
stylistic fingerprint unique to individual authors (Sapkota, Bethard, Montes-y-Gomez, &
Solorio, 2010)
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Increased Author-Specificity: As n-gram length increases, these patterns become more
unique, distinguishing specific authors based on their habitual phrase structure, syntax, and
word combinations (Stamatatos E. , 2009)

Enhanced Differentiation: Higher n-grams are particularly useful for identifying unique
linguistic habits, but they are computationally intensive, which can challenge scalability
across large datasets (Stamatatos E. , 2009)

Trade-offs and Choice of n-gram Size

2.3.2

2.3.3

Lower n-grams: These are computationally lighter and effective for general pattern
recognition but may lack the depth needed to capture specific authorial nuances ( (Peng,
Schuurmans, Keselj, & Wang, 2003)

Higher n-grams: Although computationally heavier, they capture detailed stylistic patterns
unique to individual authors, which is beneficial for tasks requiring precise authorship
attribution. (Sidorov, 2019)

Advantages of Character-Level N-Grams in Authorship Verification

Content-Independent Analysis: Character-level n-grams emphasize style over content,
allowing AV models to remain effective across genres and topics, making them especially
useful for cross-genre AV tasks

Robustness in Short and Noisy Texts: Character n-grams work well with shorter or more
informal texts, such as tweets, as they capture essential stylistic markers without requiring
large samples. This makes them suitable for AV in social media and other informal settings.
(Stamatatos E, 2013)

Resistance to Synonym Variation: Since character n-grams capture form rather than
meaning, AV models are effective even when different words or synonyms are used. This
allows models to focus on structural patterns instead of vocabulary choice, which may vary
by topic (Stamatatos E. , 2009)

Language Independence: Character n-grams can be applied across different languages,
capturing consistent stylistic markers, such as punctuation and syntactic patterns, regardless
of language (Stamatatos E., 2013)

Disadvantages of Character-Level N-Grams in Authorship Verification

High Dimensionality: Character n-gram models often create large feature spaces, especially
with longer n-grams, which can increase computational requirements and complexity
(Manolache, et al., 2021)

Potential for Overfitting: Shorter n-grams may capture superficial stylistic patterns that are
not representative of an author’s core style, increasing the risk of overfitting if the model
emphasizes incidental patterns rather than consistent markers (Stamatatos E. , 2009)

Sensitivity to Typographical Errors: Character-level n-grams may inadvertently capture
typographical errors or inconsistent spacing, introducing noise, particularly in informal texts
(Sari et al., 2017) (Koppel et al., 2011).
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4. Limited Semantic Insight: Character-level n-grams do not capture the semantic content of
a text, which can limit their effectiveness in AV applications where an understanding of
meaning or context is essential (Kestemont, 2014)

5. Influence of Genre Compatibility: Although they are more genre-agnostic, character n-
grams’ accuracy can decrease when applied across widely differing genres (Nini et al.,
2024). For example, stylistic markers in casual chats might differ significantly from those in
academic writing, which affects the verification model’s performance.

2.3.4 Performance in Cross-Genre and Cross-Topic Texts

Character-level n-grams are highly effective in cross-genre and cross-topic AV tasks due to their
focus on style rather than content. Since n-grams capture stylistic elements that remain stable
regardless of genre or topic, AV models use them to generalize well across different thematic
contexts (Koppel et al., 2011) (Neal et al., 2018). For example, whether an author is writing a formal
academic paper or an informal blog post, character-level n-grams capture consistent syntax,
punctuation, and morphology patterns, making them well-suited for cross-genre AV tasks where
content shifts are standard (Stamatatos E. , 2009)

In cross-topic AV, where authors address varied subjects, character-level n-grams allow models
to emphasize style over vocabulary, reducing the risk of false positives due to topic-specific words.
For instance, an author’s preference for certain sentence structures or specific contractions may
persist across topics, allowing models to identify an author based on style alone (Kestemont, 2014);
Sari et al., 2017).

2.4 Generative Al in Authorship

Generative Al has substantially impacted authorship analysis, particularly with the rise of Large
Language Models like GPT and BERT. These models have shown they can create text that makes
sense in context, often imitating human writing styles with impressive accuracy.

The effect of generative Al on confirming who the author is has an impact on the field. It brings
several benefits, shows recent progress, and also presents challenges for the traditional ways of
analyzing authorship. This impact will be significant for how this field develops in the future.

2.4.1 The Rise of LLMs in Authorship Analysis

Based on the transformer architecture, LLMs have enabled these models to outperform earlier neural
network architectures in various natural language processing (NLP) tasks, including authorship
verification and attribution. GPT-3 and its successors are part of the GPT series developed by
OpenAl, while BERT, introduced by Google, represents a bidirectional approach to understanding
the context of words within sentences. (Kumar, Musharaf, Musharaf, & Sagar, 2023)

The capabilities of LLMs like GPT-3 and BERT stem from their training on massive datasets,
often encompassing hundreds of gigabytes of diverse text from sources like books, articles, and
websites. For example, GPT-3 is trained on over 175 billion parameters, allowing it to generate
coherent and contextually appropriate text based on the learned patterns (Bengesi, et al., 2023 ).
This training is done through unsupervised learning, where the model forecasts the next word in a
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sequence by looking at the words that come before it. This approach allows it to create responses
that sound human and to adjust its replies according to different prompts, which makes it flexible
for various types and styles. (Yenduri, et al., 2024)

BERT works a bit differently. It looks at all the words in a sentence simultaneously instead of
just the words that come before. This way of training, which goes in both directions, helps BERT
understand how words relate to each other much better. Because of this, it is good at tasks like
classifying text, answering questions, and analyzing who wrote something. This understanding of
context allows BERT to analyze stylistic elements in writing more accurately than previous models.
(Bengesi, et al., 2023 ). The core innovation that has enabled the rise of LLMs like GPT and BERT
is using self-attention mechanisms within the transformer architecture. Introduced by, the
transformer architecture allows models to focus on different parts of a sentence when making
predictions, thereby capturing long-range dependencies between words and phrases. (Bengesi, et
al., 2023 ). This ability to attend to different parts of the input text means that LLMs can understand
the contextual relationships within a text, making their generation more nuanced and sophisticated.

For example, when generating a passage continuation, a model like GPT-3 can keep track of
entities, tone, and writing style across multiple sentences, ensuring a coherent narrative flow. This
makes LLMs particularly effective at mimicking the stylistic elements of a given author when
generating text. In authorship verification, this ability to capture style over longer stretches of text
means that models can better detect subtle variations that distinguish one author’s writing from
another, a critical requirement for creating challenging impostor texts. (Yenduri, et al., 2024)

2.4.2 Generating Convincing Texts with LLMs

One significant advancement in the field of Generative Al is the ability of large language models
(LLMs), such as GPT-3 and GPT-4, to create text based on user-provided prompts. This process
begins with an initial input, ranging from a brief statement to a comprehensive directive, enabling
the model to generate a follow-up that aligns with the given context and tone. The prompt serves as
a guide that shapes what and how the response is created. For example, if the prompt asks for a
formal scientific explanation, the answer will be organized and detailed. Conversely, a prompt that
adopts a more casual tone can result in a conversational and relaxed style. This ability to adapt
allows LLMs to move quickly between various fields, whether for creative writing or technical
documents. This quality makes them very useful in situations where keeping the right style is
essential (Yenduri, et al., 2024)

This versatility is possible due to their training on extensive, diverse datasets that include literary
texts, scientific articles, and web content. This allows them to move between various language styles
quickly. The ability of Generative Al to adjust to different styles has been shown commonly:

e In creative writing, models like GPT-3 can craft poetry, short stories, and dialogues that
replicate specific genres or emulate the stylistic nuances of famous authors. These models
can maintain narrative consistency across longer passages, reflecting the stylistic cues
provided in the prompts (Kumar, Musharaf, Musharaf, & Sagar, 2023)

e In academic and technical writing, LLMs have been used to summarize complex research,
provide lay explanations of technical topics, and even simulate peer review feedback. For
example, given a prompt to simplify a scientific concept for a general audience, the models
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produce content that is detailed yet accessible, leveraging their training on a wide array of
scientific texts. (Bengesi, et al., 2023 )

One of the most powerful features of (LLMs), is their ability to generate text that closely mimics
the stylistic patterns of various writing styles.

Not only can they accept commands that can give them the tone, stylistic pattern, and structure
of the response, allowing the model to capture long-range dependencies and contextual relationships
between words, LLMs can replicate subtle stylistic patterns, such as an author’s tendency to use
certain phrases, idiomatic expressions, or specific syntactic structures from given texts. For instance,
a model might learn that a particular given author frequently uses parenthetical statements or
elliptical constructions and can replicate these patterns in its output. This ability to internalize and
reproduce nuanced elements of style makes LLMs particularly effective for generating text that can
convincingly emulate any given human writing. (Bengesi, et al., 2023 )

As texts generated by large language models improve at mimicking an author’s distinct style,
it raises a big challenge in figuring out how we can use these abilities for verifying authorship,
especially when it comes to creating fake texts. The challenge lies in using LLMs to generate
impostor texts—synthetic samples similar to the known or unknown documents to effectively test a
verification model’s robustness. Here, the relationship between the impostor text and the original
samples is critical; the impostors must be stylistically close enough to create a challenge but distinct
enough to not merely replicate the content.

Additionally, the effectiveness of this approach depends on the ability of LLMs to create
suitable impostors that properly simulate the target author's style. This includes looking into the
right ways to create prompts—discovering the exact instructions that help the model produce the
most realistic and challenging imposter texts.

2.5 Challenges and Gaps in Current Research

Significant challenges remain while substantial progress has been made in authorship verification
through machine learning and neural networks. Traditional methods, such as stylometric analysis,
which rely on features like word frequency, function words, and sentence structure (Stamatatos E. ,
2009), often strive when applied to texts that vary significantly in genre or topic. These techniques
might accidentally emphasize patterns related to the content rather than purely focusing on stylistic
characteristics. This can lead to wrong classifications when you're comparing texts that discuss
similar topics but are authored by different people. Such challenges have often been highlighted in
assessments like the PAN competitions, where models that excel in tasks specific to a genre tend to
struggle with texts from different domains (Ayele, et al., 2024).

A significant challenge in verifying authorship is to ensure that the evaluation is independent
of the content while still being attentive to the unique style of the writer. This issue becomes even
more evident with the use of transformer models such as BERT and GPT, which are very good at
grasping context but might unintentionally include semantic content in their evaluations. For
instance, PAN competitions have shown that when models analyze texts with overlapping domain-
specific language, they may incorrectly attribute authorship due to shared vocabulary despite
differences in underlying style (Stamatatos et al., 2020). Research continues into adversarial training
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and domain adaptation methods to mitigate this issue, though achieving a consistent focus on style
remains challenging, particularly across diverse types of text (Ayele, et al., 2024)

Cross-domain and cross-genre verification remain significant hurdles in the field, as authors
may vary their writing style depending on the context, such as technical versus creative writing.
Models trained on one genre often struggle when confronted with texts from different contexts, as
highlighted by PAN competitions like those in 2020 and 2021, where models that excelled with in-
domain data failed to generalize well to out-of-domain cases (Stamatatos E., 2016) (Bevendorff, et
al., 2023). The challenge is for the models to adjust their style while not being too swayed by the
themes present in the texts. (Ayele, et al., 2024)

Data scarcity is a recurring problem in authorship verification, particularly when only limited
samples are available for a given author. This is in contrast to authorship attribution, which often
benefits from access to larger corpora. Verification tasks, especially those in forensic linguistics or
cybersecurity, frequently involve only a few documents, making it challenging to build robust
models (Stamatatos, Kestemont, & & Manjavacas, 2020). Additionally, the imbalance between
positive and negative examples—where non-matching text pairs are far more common—
complicates training. Although oversampling and few-shot learning techniques are being tested to
address these issues, they often introduce their own set of biases and challenges. (Ayele, et al., 2024)

The advent of Generative Al models, has opened up new possibilities for creating synthetic
texts that can challenge verification models. However, integrating these models effectively remains
complex. Also, the computational cost of using LLMs for generating and approximating stylistically
nuanced texts is another challenge, as it requires considerable processing power and can be resource-
Intensive.

The ability of LLMs to closely mimic human writing styles raises ethical concerns, particularly
regarding their misuse to create misleading or forged content. This challenge has been highlighted
in recent PAN competitions, where the focus has shifted to developing more resilient models
capable of distinguishing between genuine texts and sophisticated Al-generated outputs. These
competitions emphasize the need for verification systems that can adapt to the rapidly advancing
capabilities of Generative Al in producing stylistically convincing content.

2.6 The PAN competition

The PAN competition (Plagiarism Analysis, Authorship Identification, and Near-Duplicate
Detection) has played a pivotal role in advancing research in authorship analysis, including
authorship verification, attribution, and profiling. Since its inception, PAN has become a critical
platform for benchmarking state-of-the-art methods in digital text forensics, bringing together
researchers from around the world to tackle various challenges associated with authorship analysis.
The competition, organized annually as part of the CLEF (Conference and Labs of the Evaluation
Forum), provides standardized datasets, evaluation metrics, and a competitive environment that
drives innovation in the field. (Ayele, et al., 2024)
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2.6.1 The Role of PAN in Authorship Verification Research

PAN competitions have played their role in setting standards for authorship verification by
providing carefully curated datasets and well-defined tasks that mimic real-world scenarios. Each
year, the competition organizers introduce new challenges that reflect emerging trends and
complexities in the field, such as cross-genre authorship verification or multilingual authorship
verification. This has allowed researchers to explore how their models perform not just in ideal
conditions, but also in more practical, challenging situations where textual variations like style shifts
and domain differences play a critical role.

One of the major contributions of PAN is the focus on content-independent verification—the
ability to distinguish authors based on stylistic features rather than relying on the content of their
texts. This focus has pushed participants to develop methods that can differentiate writing styles
even when the topics or domains differ greatly. For example, tasks frequently include analyzing a
scientific article alongside a blog post that was written by the same author. This underscores the
importance of having models that can identify delicate stylistic differences, rather than just focusing
on shared vocabulary. (Ayele, et al., 2024)

2.6.2 The Impact of PAN on Future Directions

The PAN competition has not only shaped the methodologies used in authorship verification but
has also influenced the broader research agenda in digital text forensics. By regularly introducing
new challenges like analyzing styles from multiple authors and verifying authorship across different
languages, PAN has pushed for the creation of models that are flexible and able to manage various
linguistic scenarios. Moreover, the competition has highlighted the significance of having
explainable verification models, as researchers are placing greater emphasis on models that can
explain their decision-making processes. This is especially important when these models are used
in areas such as forensic linguistics.

As we look ahead, PAN remains a pioneer in authorship analysis research, promoting
partnerships, and encouraging innovation. It functions as a practical environment for testing the
most recent methods, providing an authentic view of the difficulties involved in authorship
verification, especially as Generative Al and transformer-based models become increasingly
common. The competition functions as an essential platform for creating solutions that enhance the
technical abilities of authorship verification models. At the same time, it also tackles the ethical
predicaments associated with the growing complexity of texts generated by artificial intelligence.

2.6.3 PAN Datasets and Their Evolution

Over the years, the nature and complexity of PAN datasets have evolved significantly to reflect the
growing challenges and the need for more realistic and diverse strategies in authorship analysis.

Initially, PAN datasets were relatively straightforward, focusing on monolingual texts and
single-genre tasks. For instance, early editions featured collections of literary texts or short essays,
where the verification tasks rotated around distinguishing between a limited number of known
writers. This setup helped establish baseline methodologies like n-gram analysis and stylometric
qualities.
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However, as the field matured, the competition introduced datasets that involved cross-genre
and multilingual tasks to better simulate real-world challenges. By incorporating texts from different
genres, such as blogs, reviews, scientific papers, and social media posts, the PAN organizers aimed
to address the difficulty of maintaining content independence in authorship verification. This shift
required models to adapt their features and focus on deeper stylistic features rather than just topic-
specific vocabulary.

In recent years, the datasets have become even more complicated, especially with the
emergence of Generative Al models. The PAN competitions in 2022 and 2023, for example,
featured a variety of texts that combined real and machine-made samples. This highlights the
increasing need to tell apart content created by humans from that generated by machines. This
change was prompted by the rise of LLMs, which can produce highly convincing synthetic texts.
The datasets have been modified to incorporate a variety of language characteristics and differences
across various fields, making them tougher and more appropriate for testing how strong modern
verification systems really are.
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Methodology

3.1 Research Objective and Hypothesis

The objective of this thesis is to explore how Generative Al can enhance the Impostors Method in
authorship verification (AV) by creating Al-based impostor texts that closely mimic the writing
style of both known and unknown authors. This research aims to determine whether Large Language
Model (LLM)- generated impostors, created through detailed prompt-based generation, can offer a
more rugged and challenging external texts, alternative to traditional manually selected impostors.
By focusing on stylistic mimicry—while ensuring that impostor texts differ in various ways in
content - this study seeks to test whether such an approach improves the accuracy and adaptability
of AV models, particularly in cross-domain and cross-genre applications.

To assess this method's effectiveness, we will employ datasets from PAN competitions (2015)
which enclose a mixed range of genres. These datasets provide a general testing ground to assess
whether LLM-generated impostors improve AV model performance in detecting stylistic
consistency across various genres and domains, improving cross-genre generalization. Additionally,
this research will explore how prompt engineering can be fine-tuned to generate impostors that more
closely match the target author's stylistic features. This fine-tuning is expected to make LLM-
generated impostors an even more effective challenge for AV models in practical applications, such
as forensic linguistics and plagiarism detection.

Ultimately, this research aims to demonstrate if and how context-specific, Al-generated
impostors can improve the robustness of authorship verification models. Success in this area could
reveal new methods for using Generative Al to address complex verification tasks across diverse
textual landscapes.

3.2 Hypothesis

For the Impostors Method to be effective in authorship verification, impostor texts must strike a
careful balance between stylistic similarity to the target author and diversity to ensure robust model
performance. This study researches if proposed impostor texts, with this kind of qualities, can
directly improve the effectiveness of authorship verification models. The possible features of an
impostor text are outlined as follows:

1. Stylistic Similarity: Impostor texts should closely mimic the core linguistic markers of the target
author, including syntax, punctuation, and sentence structure. These subtle stylistic features are
often consistent across an author’s works, challenging AV models to recognize deeper stylistic
patterns rather than relying on superficial content-based traits like vocabulary or topic.
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2. Controlled Stylistic Variation: Impostors should resemble the author’s style while incorporating
controlled variations to prevent the model from overfitting to repetitive structures. Variation in
sentence length, punctuation use, and vocabulary within impostor texts promotes model robustness,
ensuring that the model learns to verify authorship across a variety of stylistic patterns.

3. Cross-Genre and Cross-Domain Flexibility: Effective impostor texts should be adaptable
across different genres and domains. Authors often modify their style when writing in varied
contexts, such as moving from formal research papers to informal blog posts (genre change) or from
technical subjects to creative narratives (domain change). Impostors that adapt to these shifts help
the model generalize and maintain accuracy across such changes.

4. Challenging the Model to Focus on Stylistic Features: Effective impostor texts encourage the
model to focus on consistent stylistic markers rather than content-based similarities like shared
vocabulary or topics. This approach reduces false positives, where the model might otherwise
mistake impostor texts for genuine ones based on overlapping content. By keeping content distinct
while preserving stylistic similarity, impostors enhance the model’s ability to detect subtle authorial
traits, thereby improving both accuracy and generalization across tasks.

3.2.1 How LLM-Based Impostors can make a more Effective Impostor Model

The use of Large Language Models (LLMs) for generating impostor texts offers unique advantages
in addressing the challenges summarized above. By leveraging LLMs' vast language generation
capabilities, this study aims to generate impostor texts that better balance stylistic similarity with
diversity, supporting a more robust authorship verification process.

1. Achieving Stylistic Similarity: LLMs can generate impostor texts that closely resemble the
target author's key linguistic characteristics. With carefully crafted prompts, LLMs can produce
texts that replicate an author’s syntax, punctuation, and sentence structure, capturing the author’s
unique voice while varying content. For example, LLMs can be instructed to generate texts with
specific syntactic structures or characteristic punctuation patterns, while making sure that impostor
texts maintain stylistic resemblance while introducing novel content. This approach helps AV
models focus on nuanced stylistic features, rather than superficial content traits like vocabulary or
topical similarity.

2. Implementing Controlled Stylistic Variation: LLMs offer the flexibility to introduce controlled
variations within generated texts, an essential feature for effective impostors. By adjusting
generation parameters and prompt details, LLMs can vary linguistic elements such as sentence
length, punctuation, and vocabulary diversity, maintaining stylistic resemblance while stopping
overfitting. This variation helps AV models remain engaged with a range of stylistic features,
promoting better generalization across different text types.

3. Ensuring Cross-Genre and Cross-Domain Adaptability: LLMs can generate texts suited to
different genres and domains, essential for cross-genre and cross-domain AV tasks. For instance,
LLMs can mimic the style of an author’s formal academic writing while adapting to more
conversational styles as needed, reflecting natural shifts in an author’s style based on genre.
Additionally, LLMs can maintain a given author’s stylistic markers across content domains (e.g.,
technical to creative). This adaptability enables AV models to detect the author’s stylistic signature
even amid varied content and genre shifts.
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4. Enhancing Model Focus on Stylistic Features: The power of LLM-generated impostors lies in
their ability to produce content that diverges from the target author’s known topics while closely
mimicking the style. This separation of content and style prevents the AV model from relying on
content-based similarities (such as vocabulary or subject matter) and pushes it to identify more
challenging stylistic features, like sentence structure, phrasing, and punctuation. Through prompt
engineering, LLM-generated impostors can be fine-tuned to reflect stylistic traits without
overlapping in content. This process enables the verification model to focus on subtle authorial
markers, decreasing false positives and enabling accurate differentiation between genuine and
impostor texts. Additionally, by maintaining stylistic consistency while diversifying content, these
impostors offer a more rigorous test for the verification model, fostering generalization across
various authorship tasks.

3.3 The Datasets

The research is focused on testing the Model using PAN’s datasets, from competitions of 2015,
These datasets are widely regarded as benchmarks for authorship verification tasks and provide a
rich and diverse set of texts across multiple languages and genres. They are some of the most
extensive and varied corpora used for authorship analysis, including authorship verification (AV),
attribution, and profiling. Each year, PAN releases a new dataset designed to reflect real-world
complexities in text analysis, such as cross-genre variation, domain shifts, and multilingualism. This
research utilizes the datasets from PAN 2015 that include a variety of text types that challenge
authorship verification models.

e PAN 2015: The focus was primarily on cross-genre authorship verification, testing models'
ability to handle significant style shifts between genres (e.g., between formal essays and
informal social media posts). The dataset highlighted the challenge of distinguishing
authorship when the writing style changes due to the context, while still maintaining some
stylistic consistency.

3.3.1 Text Genres

The PAN datasets encompass a variety of text genres, each of which presents unique challenges for
authorship verification. The task of authorship verification is not simply about identifying the author
of a text; it involves recognizing stylistic patterns and linguistic features that remain consistent
across different writing contexts. However, authors often shift their style depending on the genre or
domain, which complicates the verification process. Here are some key genres included in the PAN
datasets and the challenges they present:

e Blogs: Blog posts typically feature informal, conversational writing, with varying sentence
structures, tone, and grammar. The challenge with blog texts is that they often blend personal
narratives with informational content, making it difficult for models to rely on traditional
stylistic markers. Blogs can also vary in length and complexity, adding to the challenge of
verifying authorship across different posts.

e Reviews: User reviews are generally short, opinion-based texts, often written in an informal
style. The shortness of reviews makes it harder for authorship verification models to identify
consistent stylistic patterns. Additionally, reviews tend to focus on specific outcomes or
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services, meaning that the content may vary widely across different domains, but the author's
underlying style must still be caught.

e Scientific Papers: Formal academic texts, such as scientific papers, provide a more structured
and disciplined form of writing. Complex sentence structures, technical vocabulary, and
rigid grammar rules characterize these texts. Authorship verification in this genre requires
models to recognize the formal writing style of the author, even when dealing with highly
specialized language and a focus on factual content.

e Social Media Posts: Social media posts, such as tweets or Facebook updates, are usually
brief, fragmented, and often include abbreviations, emojis, and slang. This genre poses a
significant challenge for authorship verification because of the highly informal and
inconsistent nature of the writing. Social media posts can also shift tone and topic rapidly,
making it difficult for models to identify a consistent authorial voice.

3.4 Modeling Approaches

The Impostors Model in this study is a customized authorship verification approach that leverages
character-based n-gram TF-IDF vectorization and a MinMax distance metric to assess stylistic
similarity between a target author’s known texts and a set of generated impostor texts. The model
utilizes character-level n-grams to capture detailed stylistic markers effectively, such as punctuation
patterns, syntax structure, word morphology, and function word usage, which are distinct for each
author and contribute to their unique writing style. The model creates a stylistic “centroid” by
averaging the TF-IDF vectors of the target author’s known texts, providing a reference point for
evaluating new texts. Impostors are iteratively selected and refined through random feature
sampling and MinMax distance calculations, which allow each impostor text to introduce controlled
stylistic variations while remaining similar to the target author’s writing style. This method pushes
the AV model to focus on deep stylistic patterns, rather than content-based traits, thereby enhancing
its ability to generalize across genres and domains.

CREATE N-GRAM
SELECT RANDOM EVALUATION

FEATURES COMPARE USING MIN-

CREATE CENTROID FEATURES -
SELECTED NUMBER IMPOSTORS
OF FEATURES

MAX DISTANCE

RESULTS

fm—————

CREATE

IMPOSTORS

Figure 2: The Authorship Verification process using impostors, illustrated in a diagrammatic representation,

with an additional step for generating impostors using prompt engineering when none are available.
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3.4.1 The Impostors Model with Character-Level N-Grams and MinMax Distance

The Impostors Model used in this study is a customized approach for AV that employs character-
based n-gram TF-IDF vectorization and a MinMax distance metric to assess stylistic similarity
between a target author’s known texts and a set of impostor texts. The model is designed to focus
on stylistic markers, which are unique to each author and persist across their various texts, rather
than content-based cues.

1. Character-Level N-Grams: The model begins by transforming texts into TF-IDF vectors using
character-level n-grams, with each n-gram representing a sequence of characters of a specified
length (e.g., 3-4 characters). Character-based n-grams capture a range of stylistic features, including
punctuation patterns, syntax structures, morphological patterns, and function word usage. These
elements offer a more consistent reflection of an author's unique writing style compared to content-
specific words, making character-level n-grams particularly suitable for AV tasks where content
varies but style remains consistent.

2. MinMax Distance for Stylistic Similarity: To assess similarity, the model uses a MinMax
distance metric, which calculates the distance between the TF-IDF vectors of the target text and
each impostor, as well as between the target text and a centroid vector created from the target
author’s known texts. This centroid represents the averaged stylistic traits across the author’s texts.
The MinMax distance prioritizes stylistic over semantic similarity, allowing the model to focus on
the underlying writing style and bypass false positives due to content overlap.

3. Iterative Impostor Selection: The Impostors Model iteratively selects and refines a set of
impostor texts. The process starts by selecting A wide range of potential impostors, which are
filtered down based on their MinMax distance to the target text. Impostors that closely match the
stylistic centroid are retained, and only those that introduce controlled variations (e.g., minor shifts
in sentence structure or punctuation use) are finalized. This selection guarantees that each impostor
challenges the AV model to detect deeper stylistic patterns, rather than repetitive or superficial
features.

4. Probabilistic Scoring and Classification: Finally, the model computes a probability score for
each text, indicating whether it matches the target author’s style. This score is derived from the
distance metrics, with a threshold-based classification deciding whether a text is attributed to the
target author. This probabilistic approach allows flexibility in changing sensitivity based on the
specific AV task.

3.4.2  Suitability of the Impostors Model for Authorship Verification

The Impostors Model is particularly suitable for AV due to its ability to prioritize stylistic markers
over content. By concentrating on character-based n-grams, the model can capture fine-grained
stylistic details that are more difficult to replicate and are less influenced by topic changes, thus
reducing the risk of false positives. Key advantages include:
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Content-Independent Verification: By leveraging stylistic features, the model minimizes
reliance on content overlapping, enabling it to distinguish between genuine and impostor
texts even when topics differ significantly.

Adaptability Across Genres and Domains: The model’s flexible impostor sampling
process supports cross-genre verification, where authors may adjust their writing style based
on context (e.g., academic articles vs. informal blog posts).

Robustness to Short and Noisy Texts: Character-level n-grams allow the model to
maintain effectiveness across texts of varying lengths and quality, making it robust in
handling social media posts or short reviews.

3.4.3 Potential Research Directions

The Impostors Method can be further enhanced by exploring several potential research directions
to expand the scope and utility of impostor generation in authorship verification:

1.

Generating Impostors for Unknown Texts: Currently, impostor texts are generated
primarily as stylistic comparisons for the known texts attributed to the target author. A
compelling area for research is the creation of impostor texts specifically for the unknown
text in each AV problem. By generating impostors that are stylistically similar to the
unknown text but differ in content, the model could perform more nuanced comparisons,
especially if the style of the unknown text varies from the target author’s typical writing.
This process could deepen the AV model’s effectiveness by challenging it to identify
stylistic consistency across both known and unknown text dimensions, allowing for a more
layered and detailed verification process.

Expanding Impostor Pools by Combining Impostors Across Problems: Another possible
improvement is to create a larger collection of impostor texts by combining impostors
generated for multiple problems within the same language. This approach would provide a
broader selection of impostor texts, giving the AV model access to a diverse set of stylistic
variations when analyzing each new text. A larger created text pool would improve the
model’s robustness, as it could draw from a richer array of stylistic features, which in turn
could improve its generalization capabilities and adaptability across various genres and
contexts within the same language.

These research directions highlight opportunities to further refine the Impostors Method by
expanding its focus on stylistic complexity and diversity. By producing impostors for unknown texts

and pooling impostors across problems, the research will try to improve the robustness and

versatility of authorship verification models across varied textual and linguistic landscapes.

3.5 Generating AI Impostors

The generation of Al-based impostor texts in this study used GPT-4-mini through API call

functions, focusing on prompt design and stylistic adjustments to create texts that mimic an author’s
writing style while varying in content. This approach is based on the hypothesis that impostors

which closely reflect the features of known texts in various ways, would challenge in the best
possible way, the authorship verification (AV) model to identify an author’s unique stylistic
markers.
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In generating these impostors, we used known texts attributed to each target author, with
random selection of a text when numerous known samples were available. This permitted for
stylistic consistency without relying on a single text for all impostor generations, thereby adding
diversity to the impostor set. Each prompt aimed to capture stylistic characteristics specific to the
selected text while presenting differences in content or theme.

3.5.1 Prompt Design for Impostor Generation

Several approaches were explored in designing prompts to ensure stylistic mimicry with topic
independence. The following strategies highlight different ways we guided GPT-4-mini to maintain
a balance between stylistic consistency and content variation:

1. Style Imitation with Distinct Content:

o For each impostor generation cycle, a known text was randomly selected and used
as the stylistic foundation for the new impostor text. The prompt guided the model
to match the writing style, tone, vocabulary, and length of the original text but
required a different topic or theme. This approach was intended to produce impostors
that felt convincing as the author’s writing while ranging in content, ensuring the AV
model focused on stylistic elements rather than specific content overlaps.

2. Thematic Consistency with Stylistic Rephrasing:

o In cases where we wanted the impostor text to retain some thematic elements from
the selected known text without direct content replication, the prompt instructed
GPT-4-mini to write on a similar topic. The model was guided to rephrase ideas and
vary sentence structures while maintaining the tone and vocabulary of the original,
creating an impostor that stylistically aligned with the original but maintained
content independence. This approach aimed to emphasize style without direct topical
continuity, adding an additional layer of complexity for the AV model.

3. General Stylistic Similarity without Content Overlap:

o Another prompt variation instructed the model to create a text that closely matched
the general tone, sentence structure, and level of formality of the original text, while
varying in vocabulary and function word usage. The model was prompted to use a
similar level of sentence complexity without directly copying expressions unique to
the original author. This prompt allowed the creation of impostors that closely
matched the stylistic “fingerprint” of the target author without thematic or topical
resemblance, pushing the AV model to focus on authorial style alone.

3.5.2 API Implementation and Workflow

Using the OpenAl API, GPT-4-mini was accessed with specific API call functions configured to
iterate through each of these prompt designs. The API workflow involved systematic random
selection of known texts and multiple cycles of prompt-based impostor generation to create a diverse
impostor set across style and content:

o Random Text Selection: For each impostor creation, a known text was randomly chosen,
assuring diversity within the set of generated impostors.

Kaiserlis Alexandros, University of Aegean, Dep. Of ICSE 38



Master Thesis: Authorship Verification: Impostors Method Using Impostors Generated by Large Language Models

o Iteration for Stylistic Diversity: Each prompt type was repeated across multiple iterations,
improving the stylistic variation within the generated impostor texts.

e Role Specification: A system role of “Expert in stylometry and impostor text generation”
was given to guide GPT-4-mini’s focus on stylistic, rather than content-based, similarities.

3.5.3 Challenges and Observations

Throughout the impostor generation process, achieving the correct balance between stylistic
mimicry and content variation required careful prompt adjustments. Observations included:

1. Ensuring Topic Divergence: Creating impostors that differed sufficiently from the original
topic sometimes required rephrasing the prompt to prevent topic overlap, particularly when
the known text was short or highly specific.

2. Length Consistency: While prompts were designed to request impostors of similar length
to the known text, minor variations occasionally occurred. This was managed by refining
prompt instructions and re-running prompts when necessary.

3. Maintaining Stylistic Consistency: Achieving a balance where the impostor text imitated
style without replicating exact phrases or sentence structures required nuanced prompt
wording. By focusing on higher-level stylistic elements like tone, vocabulary, and sentence
complexity, the prompts effectively generated texts that captured the original style without
content replication.

By implementing this structured approach to prompt design and API configuration, we
generated a varied set of Al-based impostors that encouraged the AV model to focus on identifying
authorial style across different topics. This diversity in stylistic representation provided a robust test
for the AV model, challenging it to detect an author’s unique stylistic markers independently of
content similarity.

3.6 Experimental Setup

In this section, we outline the setup used to evaluate the effectiveness of our authorship verification
(AV) model with Al-generated impostors. Our model is a lazy (non-parametric) model, meaning
it performs verification without requiring traditional training. Unlike most trained models, our AV
model does not create a generalized representation through training data; instead, it directly
compares new texts against known impostors and genuine samples each time. This lazy approach
makes it flexible and adaptable to varied datasets and styles, and it avoids the risks of overfitting
and threshold sensitivity associated with traditional training.

3.6.1 Evaluation Metrics and the Importance of AUC

The primary evaluation metric in this study is the Area Under the Curve (AUC) score, which is
valuable in several ways for authorship verification tasks. AUC is threshold-free, indicating it does
not rely on a precise decision threshold. This is important in AV because texts and stylistic variations
are highly diverse across authors, genres, and even individual samples within the same dataset. By
evaluating the model across all possible classification thresholds, AUC provides a more
comprehensive view of model performance than threshold-dependent metrics such as accuracy or
F1 score.
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3.6.2 Experimental Parameters and Variations

To rigorously assess the AV model’s robustness, we performed experiments on impostors generated
from different prompt designs, each prompting the Al to mimic style while ranging in content. For
each prompt, we tested several parameter configurations that influence the model’s sensitivity to
stylistic features. Key parameters include:

e n-gram Size: Different character-level n-gram sizes were tested, with values such as 3, 4,
and 5. By adjusting the n-gram size, we evaluated the model’s ability to capture various
stylistic features from broader structural patterns with 3-grams to finer-grained details with
longer n-grams, which can emphasize unique authorial choices in syntax, punctuation, and
function word usage.

o Iterations: The number of iterations used in the impostor selection process was modified to
examine its impact on performance. The iteration count determines how many times the
model refines its impostor set, with higher iterations presenting more diversity among the
impostors. Iterating enables the model to engage with a wider stylistic range within the
generated impostors, which helps prevent overfitting to specific stylistic markers

o Feature Sampling (Dropout): Feature sampling was adjusted by varying the dropout rate,
which controls the percentage of features retained during each iteration. More increased
dropout rates increase feature sparsity, potentially focusing the model on essential stylistic
features rather than overemphasizing distinctive features that might not generalize across
samples. This parameter was tested to observe how different levels of feature retention
affected AUC scores.

Each parameter combination was tested empirically, and results were documented to evaluate
which configurations provided optimal AUC scores across different prompts and language settings.
This approach allowed us to analyze the sensitivity of each parameter and to identify robust
configurations for AV tasks with Al-generated impostors.

3.6.3 Cross-Language and Multi-Model AUC Comparison

To contextualize the performance of our AV model, we compared its AUC scores with other models
evaluated on the PAN 2015 dataset, including Support Vector Machines (SVM), neural networks,
and transformer-based models, as reported in previous research. The AUC scores are segmented by
language to illustrate the model’s cross-linguistic robustness. PAN 2015 provides data in multiple
languages, including English, Dutch, Spanish, and Greek, each presenting unique linguistic
challenges for AV.
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Experiments & Results

4.1 Overview of the Experiments

The experiments in this study aim to evaluate the effectiveness of the Impostors Method for
authorship verification, leveraging the PAN 15 dataset as the primary benchmark tool. We tweaked
the Impostors Method, so that involves generating impostor texts to simulate alternative authors, for
every given problem. This subchapter outlines the key objectives, datasets, experimental design,
and parameters considered in the evaluation process.

4.1.1 Objective

The main objective of these experiments, is to evaluate the Impostors Method's effectiveness in
distinguishing between texts written by the same person and those by different authors, with a focus
on utilizing large language models (LLMs) for generating impostors. This study specifically
investigates whether impostors, crafted to resemble the stylistic nuances of the original known texts
closely, can improve the performance of the authorship verification task.

Through targeted prompt engineering, the experiments aim to extract and replicate various
stylistic features from the original texts, creating impostors tailored to each specific verification
problem. The hypothesis is that high-quality impostors, designed to question the verification model
by simulating realistic stylistic variations, will enhance the method's overall effectiveness.

Additionally, the experiments explore the impact of tweaking prompts on the quality of
generated impostors. This involves analyzing how specific modifications to the prompt influence
the stylistic precision and variety of the impostors. Furthermore, the role of hyperparameter
tuning—such as adjustments to impostor count, learning rates, and similarity thresholds—is
examined to determine their contributions to model performance.

By addressing these objectives, the study aims to offer a deeper understanding of the
interactions between prompt design, impostor quality, and hyperparameter optimization in the
context of LLM-powered authorship verification.

Experimental Setup

The experiments in this study are designed to explore the effectiveness of the Impostors Method
under varying conditions. Due to limited resources and the necessity to evaluate the feasibility of
various configurations, some languages and prompts were prioritized. For example, the DU subset
was chosen for initial experiments due to its diverse stylistic and topical characteristics, which offer
a challenging test case for the method. Likewise, fewer impostors were generated in certain cases
to counteract computational costs with the need for exploratory insights. These decisions reflect an
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iterative research approach, and future experiments will aim to include all languages and prompts
comprehensively.

We initiated the experiments by first using the training datasets to find the appropriate
hyperparameters, different for every language, using impostors created by LLM, through vigorous
testing. This was also done to better understand the behavior of the Impostors Method under
different configurations and to determine the impact of parametrization. After identifying the
optimal configurations, we applied them to the evaluation dataset, modifying only the impostors in
each case. This iterative process allowed for a more efficient investigation of the method's potential
while ensuring robust evaluation.

Finally, the number of impostors determined by the parameters is used in each iteration, where
proportional to those of the initial pool of impostors in the folder.
Dataset
The PAN 15 dataset serves as the foundation for the experiment, utilizing the training dataset along

with the evaluation dataset to test the method. The PAN 15 dataset is well-suited for this study due
to its rich and diverse set of texts, allowing for robust assessment across different genres and topics.

Different Prompts for Generating Impostors

The experiments explore the effect of using different prompts to generate impostors. Prompts guide
the creation of synthetic texts that emulate potential alternative authors. The diversity of prompts
provides insights into their influence on performance metrics such as the Area Under the Curve
(AUC).
1. Comparing Paraphrased Impostors Vs. Refined Prompts
Two distinct strategies for generating impostors were compared:

e Paraphrased Impostors: Derived from the known text through paraphrasing technique to
retain core content but introduce stylistic variations.
2. Refined Prompts: Designed to generate impostors with distinct stylistic characteristics
that better mimic alternative authors while maintaining contextual relevance.
3. The comparison helps evaluate which approach produces impostors that challenge the

verification algorithm more effectively.

4. Testing the Effect of Hyperparameter Tuning and Increased Impostor Counts
Hyperparameter settings and the number of generated impostors were adjusted to
optimize performance. This included:

1. Tuning number of impostors, number of iterations and vocabulary size.

2. Gradually increasing the number of impostors to assess the trade-off between
computational cost and verification accuracy.

4.1.2 Tuning the model

Using the PAN 15 training dataset, we identified the potential parameters for each language. The
training dataset consists of 100 problems for each language, while the evaluation dataset does not
have an equal number of problems for each language. Given a pool of 100 impostors - created
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through prompt engineering - for every language, we determined the best possible combination in
hyperparameter tuning.

Impostor Generation

After making a combination of the known texts, wherever the known texts were more than one,
while combining them but also keeping the number of letters below 5000, impostors were
generated using the following prompt:

prompt = Create an impostor text that shares a similar tone, general sentence structure, and
level of formality with the original text but varies in specific vocabulary choices, function word
usage, and unique stylistic markers. The impostor should feel similar overall style but not directly
mimic the original's unique characteristics."”

Ensure the following:

- Use a similar level of complexity in sentence structure and tone without directly copying
unique expressions or phrasing.

- Avoid using distinctive patterns in function word usage or punctuation that are highly
characteristic of the original author.

- Maintain a general similarity in topic to align with the original text without reproducing
exact thematic details.

Original text:
"foriginal text}
1. The prompt was executed using the GPT-4 Mini model.
2. Role assigned: " Expert in stylometry and impostor text generation."

3. 100 Impostors were created for each problem

English Language

=4

jaa|

a

5
¢ 2 2
S > Z S
N = m o O &

S > S e g S O o @
= 2 S = & 2 = 2 =
Prompt 4 5 5000 400 0.3 100 100/70/45 0.508 <0.2
Prompt 4 5 1000 400 0.3 100 100/70/45 0.537 <0.2
Prompt 4 5 700 400 0.3 100 100/70/45 0.478 <0.2
Prompt 4 5 900 400 0.3 100 100/70/45 0.468 0.23
Prompt 4 5 1000 400 0.5 100 100/70/45 0.479 0.26
Prompt 4 5 1000 400 0.2 100 100/70/45 0.490 0.18
Prompt 4 5 1000 1000 0.2 100 100/70/45 0.513 0.33
Prompt 4 5 1000 600 0.2 100 100/70/45 0.466 0.23
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Prompt 4 4 1000 400 0.2 100 100/70/45 0.548 0.18
Prompt 4 4 1000 400 0.3 100 100/70/45 0.504 0.18
Prompt 4 4 1000 400 0.15 100 100/70/45 0.564 0.17
Prompt 4 4 1000 400 0.12 100 100/70/45 0.599 0.16
Prompt 4 4 1000 400 0.1 100 100/70/45 0.599 0.16
Prompt 4 4 1000 400 0.08 100 100/70/45 0.594 0.16
Prompt 4 4 800 400 0.1 100 100/70/45 0.566 0.15
Prompt 4 4 2000 400 0.1 100 100/70/45 0.599 0.16
Prompt 4 3 1000 400 0.1 100 100/70/45 0.567 0.14
Prompt 4 3 1000 400 0.3 100 100/70/45 0.561 0.21
Prompt 4 3 1000 400 0.2 100 100/70/45 0.79 0.18
Prompt 4 3 1000 400 0.15 100 100/70/45 0.584 0.16
Prompt 4 3 1000 400 0.15 100 100/50/35 0.580 0.15
Table 1Hyperparameter Tuning for English Language Dataset: Optimal Values Highlighted
Dutch Language
&
. -
: : : E
2 2 3 - - .
Prompt 5 5 5000 400 0.5 100 100/40/15 0.603 0:43
Prompt 5 5 5000 400 0.34 100 100/40/15 0.653 0:33
Prompt 5 5 10000 400 0.34 100 100/40/15 0.638 0:34
Prompt 5 5 4000 400 0.34 100 100/40/15 0.641 0:31
Prompt 5 5 6000 400 0.34 100 100/40/15 0.627 0:31
Prompt 5 5 5000 400 04 100 100/40/15 0.640 0:34
Prompt 5 5 5000 400 0.7 100 100/40/15 0.573 0:49
Prompt 5 5 5000 400 0.3 100 100/40/15 0.622 0:29
Prompt 5 5 5000 400  0.30 100 100/40/15 0.622 0:29
Prompt 5 5 5000 400 0.30 100 100/70/45 0.673 0:29
Prompt 5 5 5000 400 0.34 100 100/90/65 0.598 0:36
Prompt 5 5 5000 400 0.34 100 100/90/40 0.650 0:35
Prompt 5 5 5000 400 0.34 100 100/60/40 0.641 0:32
Prompt 5 5 5000 400 0.34 100 100/70/30 0.657 0:34
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Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5

Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5
Prompt 5

Prompt 5
Prompt 5
Prompt 5
Prompt 5

LN O L b L b b b e W e WD

W W W kA~ B~ b DDA DA B~ A

3

5000
5000
5000
5000
5000
5000
5000
5000
5000
5000
5000
5000

5000
5000
5000
5000
5000
5000
8000
3000
3000

5000
5000
5000
5000

400
400
400
400
400
400
400
400
600
200
300
380

400
400
400
400
400
400
400
400
400

400
400
400
400

0.34
0.34
0.34
0.34
0.34
0.34
0.34
0.34
0.3
0.3
0.3
0.3

0.30
0.6
0.2
0.1
0.08
0.15
0.15
0.15
0.15

0.1
0.3
0.08
0.08

100
100
100
100
100
100
100
100
100
100
100
100

100
100
100
100
100
100
100
100
100

100
100
100
100

100/70/50
100/70/40
80/40/20
50/25/10
50/25/14
50/25/7
50/30/10
50/35/15
100/70/45
100/70/45
100/70/45
100/70/45

100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/50/20

100/70/45
100/70/45
100/70/45
80/40/30

Table 21Hyperparameter Tuning for Dutch Language Dataset: Optimal Values Highlighted

IMPOSTORS

Prompt 4

5

NGRAM

VOCAB

5000

ITER

400

Greek Language
~
jaa|
@)
—
o

= &
=) Z
g =
S e
S
0.5 100

IMPOSTORS

0.624
0.636
0.605
0.643
0.637
0.639
0.640
0.617
0.595
0.599
0.651
0. 669

0.572
0.565
0.622
0.666
0.658
0. 638
0.626
0.615
0.643

0.553
0.512
0.571
0.555

O
=)
<

0:33
0:33
0:29
0:21
0:31
0:21
0:21
0:22
0:46
0:21
0:36
0:38
0:42
0:46
0:46
0:19
0:19
0:23
0:19
0:19
0:18
0:15
0:23
0:15
0:14

TIME

100/40/15 0.634 <1
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Prompt 4 5 4000 400 0.3 100 100/70/45 0.645 1.4

Prompt 4 5 4000 400 0.1 100 100/70/45 0.647 0.36
Prompt 4 5 3000 400 0.1 100 100/70/45 0.647 0.34
Prompt 4 5 400 400 0.1 100 100/70/45 0.687 0.38
Prompt 4 5 1000 400 0.1 100 100/70/45 0.722 0.43
Prompt 4 5 1500 400 0.1 100 100/70/45 0.695 0.28
Prompt 4 5 1100 400 0.1 100 100/70/45 0.713  0.27
Prompt 4 5 1000 400 0.08 100 100/70/45 0.728 0.22
Prompt 4 5 1000 400 0.06 100 100/70/45 0.746 0.22
Prompt 4 5 1000 400 0.2 100 100/70/45 0.703 0.22
Prompt 4 5 1000 600 0.06 100 100/70/45 0.743  0.24
Prompt 4 5 1000 300 0.06 100 100/70/45 0.698 0.24
Prompt 4 5 1000 300 0.06 100 100/70/45 0.698 0.24
Prompt4 4 1000 400 0.06 100 100/70/45 0.720 0.24
Prompt4 4 1000 400 0.12 100 100/70/45 0.723 0.23
Prompt4 4 1000 400 0.1 100 100/70/45 0.724 0.23
Prompt4 4 600 400 0.1 100 100/70/45 0.730 0.23
Prompt4 4 800 400 0.1 100 100/70/45 0.727 0.21
Prompt4 4 600 600 0.1 100 100/70/45 0.739 0.25
Prompt4 4 200 800 0.1 100 100/70/45 0.721 0.25
Prompt4 4 1000 400 0.1 100 100/70/45 0.724 0.22
Prompt4 4 4000 400 0.5 100 100/70/45 0.676 1.22
Prompt4 4 4000 400 0.3 100 100/70/45 0.686 1.10
Prompt4 4 4000 400 0.06 100 100/70/45 0.720 0.29
Prompt4 4 2000 400 0.1 100 100/70/45 0.708 0.27
Prompt 4 3 600 600 0.1 100 100/70/45 0.724 0.23
Prompt 4 3 1200 600 0.1 100 100/70/45 0.712 0.28
Prompt 4 3 600 600 0.06 100 100/70/45 0.726  0.22

Table 31Hyperparameter Tuning for Greek Language Dataset: Optimal Values Highlighted
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IMPOSTORS

Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4
Prompt 4

LN L L U b b b i i i i b i i i b i b i b i i e i b W i W

NGRAM

VOCAB

5000
5000
5000
5000
5000
5000
5000
5000
3000
2000
1000
800
500
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

ITER

400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
400
600
800
1200
1000
200
300
800
800
800
800
800
800

Spanish Language

2

2

2 &
0.5 100
0.3 100
0.8 100
0.2 100
0.1 100
0.4 100
0.13 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.2 100
0.12 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100
0.08 100

IMPOSTORS

100/40/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/70/45
100/60/35
100/60/25
100/60/40
100/85/35
100/85/30
100/85/45

0.603
0.615
0.562
0.626
0.639
0.607
0.636
0.644
0.647
0.666
0.709
0.709
0.731
0.743
0.722
0.731
0.756
0.757
0.753
0.754
0.753
0.749
0.761
0.756
0.750
0.766
0.736
0.758

TIME

1.10
1.15
2.27
0.59
0.46
1.30
1.9

0.42
0.40
0.32
0.29
0.21
0.25
0.25
0.24
0.24
0.30
0.30
0.34
0.31
0.22
0.23
0.28
0.29
0.29
0.29
0.30
0.30
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Prompt4 5 200 800 0.08 100 100/95/35 0.760  0.30
Prompt4 5 200 800 0.08 100 100/90/35 0.762  0.29
Prompt4 4 200 800 0.08 100 100/90/35 0.742  0.29
Prompt4 4 200 800 02 100 100/90/35 0.733  0.31
Prompt4 4 200 800 0.08 100 100/85/35 0.741  0.29
Prompt4 4 200 600 0.08 100 100/85/35 0.753  0.26
Prompt4 4 200 400 0.08 100 100/85/35 0.756  0.24
Prompt4 4 6000 400 0.08 100 100/85/35 0.719  0.46
Prompt4 4 2000 400 0.08 100 100/85/35 0.727 031
Prompt4 4 400 400 0.08 100 100/85/35 0.770  0.25
Prompt4 4 800 400 0.08 100 100/85/35 0.723  0.26
Prompt4 4 600 400 0.08 100 100/85/35 0.746  0.25
Prompt4 4 400 400 0.06 100 100/85/35 0.772 025
Prompt4 3 400 400 0.06 100 100/85/35 0.746  0.23
Prompt4 3 400 400 0.1 100 100/85/35 0.815 0.23
Prompt4 3 400 400 0.15 100 100/85/35 0.812 0.24
Prompt4 3 600 400 0.1 100 100/85/35 0.800 0.25
Prompt4 3 300 400 0.1 100 100/85/35 0.797 0.22
Prompt4 3 400 600 0.1 100 100/85/35 0.811  0.26
Prompt4 3 400 400 0.1 100 100/70/40 0.808 0.23

Table 41Hyperparameter Tuning for Spanish Language Dataset: Optimal Values Highlighted

4.2 Experiment 1: Results

The experiments were conducted using the DU, GR, and SP datasets of the PAN 15 evaluation
dataset. We present the results of the datasets using the best possible parameters for each dataset.

Impostor Generation

After making a combination of the known texts, wherever the known texts were more than one,
while combining them but also keeping the number of letters below 5000, impostors were
generated using the following prompt:

prompt = “Summarize the following cross-genre, cross-topic texts into a coherent summary,
that maintains the writing style, the vocabulary, and the length as the known texts above, in the
same language as the originals: {combined_text}”

1. The prompt was executed using the GPT-4 Mini model.
2. Role assigned: "Expert in linguistics and authorship attribution and creating impostors."
3. 30 Impostors for each language were created

Observations - Findings

o Increasing the number of impostors consistently improved AUC scores.
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o A relation between the number of impostors and the number of grams?

o

EVALUATION SET - PAN 15

DU EN GR SP
Original GI 0.667 0.803 0.656 0.785
Potha 2017 0.709 0.798 0.844 0.851
Proposed 0.579 - 0.637 0.669

Table 5Prompt 1 Results

4.3 Experiment 2: Results

The experiments were conducted using the DU dataset of the PAN 15 evaluation dataset. We present

the results of the dataset using the best possible parameters.

Impostor Generation

Here, the selection of the known text for the impostor production was random for every new
prompt. Impostors were generated using the following prompt:

prompt = “You are an expert in **linguistics and authorship verification**. Your task is to

Write a text on the same general topic as the original, capturing a similar vocabulary and stylistic
tone, but avoid copying any specific content, unique phrases, or personal expressions. Vary sentence
structures and rephrase ideas to create a text that reads stylistically close to the original but without

replicating exact details or unique idiosyncrasies. Ensure the following:
- The new text is the same language as the known text.

Maintain approximately the same **length** as the original text.”

4. The prompt was executed using the GPT-4 Mini model.

5. Role assigned: "Expert in linguistics and authorship attribution and creating impostors."

6. 110 Impostors were created

Observations - Findings

o Increasing the number of impostors consistently improved AUC scores.

o A relation between the number of impostors and the number of grams?

EVALUATION SET - PAN 15

DU

EN

GR

SP

Original GI

0.667

0.803

0.656

0.785

Potha 2017

0.709

0.798

0.844

0.851

Proposed

(110/75/40) —
0.652

(30/15/7) -
0.666

Table 6 Prompt 2 results
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4.4 Experiment 3: Results

The experiments were conducted using the DU dataset of the PAN 15 evaluation dataset. We present
the results of the dataset using the best possible parameters.

Impostor Generation
Again, the selection of the known text for the impostor production was random for every new
prompt. Impostors were generated using the following prompt:

prompt = “You are an expert in **linguistics and authorship verification™**. Your task is to
write a text capturing the genre and topic of the unknown text but capturing a similar vocabulary
and stylistic tone. Avoid copying specific content, unique phrases, or personal expressions of the
known text. Vary sentence structures and rephrase ideas to create a text that reads stylistically close
to the known but without replicating exact details or unique idiosyncrasies.

Ensure the following:
- The new text is the same language as the known text.
- Maintain approximately the same **length** as the known text.
Known text:
"fknown_text}"
Unknown text:
"Yunknown_text}"

Now, produce only the new text, without including the original " ")

The prompt was executed using the GPT-4 Mini model.

Role assigned: "Expert in linguistics and authorship attribution and creating
impostors."

6. 30 Impostors were created
Observations - Findings
o Increasing the number of impostors consistently improved AUC scores.

o A relation between the number of impostors and the number of grams?

EVALUATION SET - PAN 15
DU EN GR SP
Original GI 0.667 0.803 0.656 0.785
Potha 2017 0.709 0.798 0.844 0.851
Proposed 0.488 - - -

Table 7Prompt 3 Results
4.5 Experiment 4: Results

The experiments were conducted using the DU, GR SP, and EN datasets of the PAN 15 evaluation
dataset. We present the results of the datasets using the best possible parameters.
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Impostor Generation
Again, the selection of the known text for the impostor production was random for every new
prompt. Impostors were generated using the following prompt:

Prompt = Create an impostor text that shares a similar tone, general sentence structure, and
level of formality with the original text but varies in specific vocabulary choices, function word
usage, and unique stylistic markers. The impostor should feel similar overall style but not directly
mimic the original's unique characteristics.”

Ensure the following:

- Use a similar level of complexity in sentence structure and tone without directly copying
unique expressions or phrasing.

- Avoid using distinctive patterns in function word usage or punctuation that are highly
characteristic of the original author.

- Maintain a general similarity in topic to align with the original text without reproducing
exact thematic details.

Original text:
"foriginal text}
7. The prompt was executed using the GPT-4 Mini model.
8. Role assigned: " Expert in stylometry and impostor text generation."
9. 110 Impostors were created for each problem (EN with 30/problem)
Observations - Findings
o Increasing the number of impostors consistently improved AUC scores.

o A relation between the number of impostors and the number of grams?

EVALUATION SET - PAN 15
DU EN GR SP
Original GI 0.667 0.803 0.656 0.785
Potha 2017 0.709 0.798 0.844 0.851
Proposed 0.589 0.703 0.626 0.691

Table 8Prompt 4 Results

Number 5 experiment with combined impostors. And number 6 with paraphrase.

4.6 Experiment 5: Results

The experiments were conducted using the DU, GR SP, and EN datasets of the PAN 15 evaluation
dataset. We present the results of the datasets using the best possible parameters.

Impostor Generation

Again, the selection of the known text for the impostor production was random for every new
prompt. Impostors were generated and gathered from previous prompts to be used as a pool of
possible impostors:

10. The prompt was executed using the GPT-4 Mini model.
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11. Role assigned: " Expert in stylometry and impostor text generation."
12. 220 SP Impostors — 140 GR Impostors — 30 EN Impostors — 280 DU Impostors
Observations - Findings
o Increasing the number of impostors consistently improved AUC scores.

o A relation between the number of impostors and the number of grams?

EVALUATION SET - PAN 15
DU EN GR SP
Original GI 0.667 0.803 0.656 0.785
Potha 2017 0.709 0.798 0.844 0.851
Proposed 0.647 0.703 0.652 0.704

Table 9 Combined Prompts impostors Results

4.7 Experiment 6: Results

The experiments were conducted using the DU, GR SP, and EN datasets of the PAN 15 evaluation

dataset. We present the results of the datasets using the best possible parameters.

Impostor Generation
Again, the selection of the known text for the impostor production was random for every new

prompt. Impostors were generated using the following prompt:
Prompt = "Please rewrite the original text, keeping the language level and length the same.
original text:

"foriginal text}"

Now, produce only the new text, without including the original. Don't add " at the beginning

or the end."
13. The prompt was executed using the GPT-4 Mini model.
14. Role assigned: " Expert in stylometry and impostor text generation."
15. 100 Impostors were created for each problem
Observations - Findings
o Increasing the number of impostors consistently improved AUC scores.

o A relation between the number of impostors and the number of grams?

EVALUATION SET - PAN 15
DU EN GR SP
Original GI 0.667 0.803 0.656 0.785
Potha 2017 0.709 0.798 0.844 0.851
Proposed 0.565 0.634 0.613 0.672

Table 10 Paraphrase Prompt Results
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Discussion

5.1 Revisiting the Research Goals

This research aimed to evaluate the effectiveness of the Impostors Method (IM) for authorship
verification, specifically using prompts generated by large language models (LLMs). The study
sought to address critical questions, such as whether LLM-generated impostors can improve the
overall performance of IM, effectively mimic the stylistic features of known texts, and how refined
prompts enhance verification accuracy.

Experiments were conducted on the PAN 15 dataset to achieve these objectives, leveraging
multiple prompts to generate impostors under various configurations. These experiments were
designed to investigate the strengths and limitations of the Impostors Method in distinguishing
between texts written by the same author and those by different authors. By incorporating cross-
genre and cross-topic datasets, the study aimed to evaluate the approach's robustness and
generalizability.

The findings align with the initial goals, offering valuable insights into the relationship between
impostor quality and model performance. While the method exhibited some limitations, such as
achieving lower AUC scores compared to benchmark studies, it demonstrated the potential of LLMs
to enhance impostor diversity and stylistic representation. These results highlight the critical role of
prompt engineering, impostor quantity, and hyperparameter tuning in optimizing the method for
practical applications. Furthermore, the study opens up new possibilities for utilizing LLMs
innovatively, paving the way for distinct approaches to impostor creation, selection, and
implementation.

5.2 Key Insights

The experimental results revealed several important insights regarding the Impostors Method (IM)
performance and its reliance on LLM-generated impostors. These findings highlight the method’s
potential and limitations, offering a foundation for future research and refinement.

5.2.1 Performance Gaps Compared to Prior Work

The method’s performance, as measured by AUC, fell short compared to prior successful studies
(Potha, 2017). This gap underscores the need for further improvement in implementing the
Impostors Method with LLM-generated impostors. Contributing factors include the quality of
generated impostors, prompt design, the number of impostors, and the degree of similarity between
impostors and the original texts. Additionally, cross-genre and cross-topic adaptability challenges
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appear to influence the results. These findings suggest that refining both prompt engineering and
the underlying logic of the Impostors Method may help bridge this performance gap.

5.2.2 Role of Impostor Similarity

An issue warranting further investigation is the similarity of impostors to the known texts, which
may reduce their effectiveness in testing the model’s ability to distinguish between same-author and
different-author texts. This could indicate the need to modify the IM algorithm's logic to address
such overlap. Paraphrased, less stylistically diverse impostors performed worse than those generated
using more refined and varied prompts. These results emphasize the necessity of impostors that
introduce adequate stylistic variability without deviating excessively from plausible authorial
characteristics.

5.2.3 Benefits of Increasing Impostor Diversity and Quantity

The experiments demonstrated that increasing the number of impostors yielded measurable
performance improvements. Larger impostor sets provided a more challenging and comprehensive
testing framework, enhancing the method's robustness. Additionally, refined prompts that captured
nuanced stylistic features further improved results. However, limitations in computational power
and the cost associated with generating impostors using high-quality LLMs currently constrain the
feasibility of producing large impostor sets. This trade-off highlights the importance of optimizing
impostor generation for quality and cost-effectiveness.

5.2.4 Cross-Genre and Cross-Topic Limitations

The method exhibited inconsistent performance across different languages and datasets, with its
effectiveness particularly challenged in cross-genre and cross-topic contexts. While the Impostors
Method effectively captures stylistic features, its ability to generalize across diverse topics and
genres remains limited. This finding suggests that generating both stylistically representative and
content-independent impostors is critical to improving the method’s adaptability and reliability in
broader contexts.

5.2.5 The Role of N-grams

N-grams remain a widely used feature for capturing stylistic attributes in texts. However,
considering the cross-genre and cross-topic nature of the problems studied, it is essential to rethink
how stylistic data from the known text can be effectively utilized to generate impostors. While n-
grams can capture specific stylistic traits, their advantages and limitations must be carefully
balanced. On one hand, n-grams offer a straightforward mechanism for extracting patterns.
Conversely, their reliance on local text structures may overlook broader stylistic variations,
particularly in more complex or heterogeneous datasets. Addressing these trade-offs is essential for
designing prompts and algorithms that fully leverage the potential of n-grams in cross-domain
scenarios.
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5.3 Key Insights

This research presents unexplored contributions to the study of authorship verification,
concentrating on using LLM-generated impostors within the Impostors Method. By assessing the
effectiveness of this method, the study provides insights into the strengths of stylistic analysis and

highlights areas for further development.

5.3.1 Strengths of the Experimental Framework

e Focus on Stylistic Features

o

The study highlights the significance of stylistic features in distinguishing between
texts authored by the same individual and those by different authors. By leveraging
LLMs for impostor generation, this research explores how stylistic variety can
enhance the robustness of the Impostors Method.

The use of n-grams, alongside prompt-engineered impostors, delivers a structured
approach to stylistic analysis, unlocking new avenues for creating more refined and
representative impostor texts.

e Flexible Prompt-Based Setup

o

The integration of LLMs into the Impostors Method offers flexibility in generating
tailored impostors. This framework allows the creation of diverse impostors specific
to each problem, enhancing the method's adaptability to different languages, topics,
and genres.

he iterative improvement of prompts demonstrates the potential of prompt
engineering as a crucial factor in enhancing authorship verification methodologies.

5.3.2 Challenges for Cross-Topic and Cross-Genre Verification

e Generalizability Across Contexts

o

The research underscores significant challenges in applying the Impostors Method
to cross-topic and cross-genre datasets. When it comes to cross-genre and cross-topic
texts, deviations in stylistic and topical features often blur the difference between
same-author and different-author texts, reducing the method's efficacy.

These findings emphasize the need for enhanced algorithms adept of disentangling
stylistic features from content-based variations.

e Impostor Diversity and Quality

o

While using LLMs enables the generation of high-quality impostors, the similarity
between impostors and known texts emerged as a recurring limitation, and how it
affects the method’s performance is under question.

Addressing this requires further research into generating sufficiently diverse
impostors yet remaining stylistically plausible within the problem context.
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5.3.3 Advancing the Impostors Method

This research broadens the understanding of the impostor method by presenting a recurring, LLM-
driven approach to impostor creation. It delivers a foundation for future studies to refine the method
and examines innovative ways of applying LLMs in authorship verification. These contributions
show a pathway for integrating advanced natural language generation methods with traditional
stylistic analysis.

5.4 Broader Implications

The findings of this research carry broader implications for forensic linguistics, computational
stylometry, and other fields where authorship verification plays a critical role. This study highlights
new opportunities and challenges in leveraging advanced language generation models for real-world
applications by integrating LLMs into the Impostors Method.

5.4.1 Relevance to Forensic Linguistics and Computational Stylometry

1. Enhanced Methods for Authorship Verification

o The integration of LLMs into the Impostors Method reveals how advanced text
generation techniques can improve the detection of stylistic patterns. This approach
presents a new dimension to forensic linguistics by enabling the creation of
impostors that simulate realistic stylistic variations, offering more powerful testing
frameworks.

o Computational stylometry benefits from the study’s focus on extracting and utilizing
stylistic features, such as n-grams, for creating representative impostors. This has
implications for more general text classification tasks, including author profiling and
plagiarism detection.

2. Applicability in Legal and Forensic Settings

o Authorship verification is increasingly relevant in legal investigations, where
accurately attributing authorship can act as critical evidence. This research paves the
way for deploying LLM-enhanced methods in forensic contexts, potentially
enhancing the reliability of linguistic evidence.

o The scalability of LLMs for generating impostors provides an opportunity for

handling large-scale, multilingual forensic datasets, a common requirement in global
investigations.

5.4.2 Potential Real-World Applications and Constraints

1. Resource Constraints and Accessibility

o While the research indicates the potential of LLMs, the computational cost of
generating high-quality impostors remains a significant limitation. This limitation
restricts the method’s accessibility for less organizations or resource-limited
environments.
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o Addressing these constraints requires exploring more efficient LLMs, cost-effective
approaches to prompt engineering, and scalable implementations of the Impostors
Method.

2. Ethical Considerations

o Using LLMs to generate impostors raises questions about potential misuse, such as
the creation of effective but deceptive texts. Providing that these methods are applied
ethically, with safeguards to prevent misusage, is critical for their broader adoption,

5.5 Open Questions

While this research has demonstrated the possibility of LLM-generated impostors within the
Impostors Method, several unresolved questions remain. Handling these challenges will be critical
for advancing the methodology and improving its applicability across broader contexts.

5.5.1 Refining the Impostors Method

e How can the quality of impostors be systematically improved?

o The study highlighted the importance of prompt engineering for generating high-
quality impostors. However, defining universal criteria for "quality" in impostor
generation remains challenging. Future research could explore how stylistic and
semantic features interact in creating effective impostors.

¢ What algorithmic modifications are needed to handle impostor similarity?

o Impostors too similar to known texts reduce the method's effectiveness. An important
next step is to investigate alternative logic for generating or evaluating impostors to
minimize such overlap.

e How can impostors generated based on the unknown text be implemented in the
model?

o A promising direction is to generate impostors informed by the unknown text's
characteristics, potentially creating a different kind of evaluation. The next step could
be determining how to integrate these impostors into the current framework.

5.5.2 Distinguishing Stylistic and Topical Cues

o How can algorithms better separate stylistic features from content-based variations?

o Cross-topic and cross-genre verification challenges suggest that current methods
may entangle style with content. Techniques that disentangle these features, possibly
through disentangled representation learning, could improve the method's
robustness.

5.5.3 Scalability and Efficiency

e What are the trade-offs between computational cost and performance?
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o Generating large numbers of impostors with LLMs is computationally expensive.
Future work should evaluate cost-efficient models or explore hybrid approaches that
combine pre-trained LLMs with simpler methods to balance quality and scalability.

5.5.4 Applicability Across Languages

e How can the method be optimized for multilingual datasets?

o Variations in performance across different languages suggest that the method may
need to be adapted specifically for each language. Identifying universal stylistic
markers versus language-dependent features could enhance its generalizability.

5.5.5 [Ethical Considerations

o What safeguards are necessary to prevent misuse of LL.LM-generated impostors?

o The ability to create convincing impostors poses ethical questions about potential
misuse, such as in disinformation or fraud. Exploring guidelines and safeguards for
ethical applications of the Impostors Method is critical.
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Conclusion

6.1 Summary of Findings

This thesis examined the effectiveness of incorporating Large Language Models (LLMs) into
the Impostors Method for authorship verification. The primary objective was to determine if
LLM-generated impostors could improve model performance by closely mimicking stylistic
features while maintaining content diversity. Through experiments on the PAN 2015 dataset,
the study highlighted several findings:

e Impact of LLM-Generated Impostors: LLMs demonstrated the ability to generate
stylistically varied and challenging impostors, improving model robustness. However,
results showed that the effectiveness of impostors in the impostors method depends on
prompt quality, the number of them, and hyperparameter tuning.

e Performance Across Genres: Cross-genre and cross-topic tasks revealed limitations in the
method's generalizability. While impostor diversity showed promising results, certain
configurations struggled to address genre-specific variations.

e AUC Comparisons: Although the study aimed to surpass benchmarks (Potthast, Stein, &
Hagen, 2016) (Potha & Stamatatos, 2017), the results showed a gap in achieving comparable
AUC scores, emphasizing the need for further refinement and further research on the
implementation of LLM’s for impostor creation.

These findings show the potential of integrating generative Al into authorship verification while
outlining challenges in optimizing the Impostors Method for broader applications.

6.2 Practical and Theoretical Implications

This research contributes to authorship verification by bridging traditional approaches with
advancements in generative Al. Key implications include:

e Practical Applications: The ability to craft high-quality impostors through LLMs
enhances verification models' adaptability, making them more applicable in fields like
forensic linguistics, academic integrity, and cybersecurity.

e Theoretical Contributions: By analyzing the interplay between stylistic markers and

content-independent features, this work expands understanding of how n-grams and
stylistic cues can be leveraged for improved verification.
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Methodological Insights: The experiments underscore the importance of prompt
engineering and impostor diversity in fine-tuning model performance.

6.3 Directions for Future Research

The findings open pathways for further exploration:

Refinement of Prompt Techniques: Future studies could focus on systematically
improving prompt design to generate impostors that better balance stylistic alignment
and diversity, and even engineering new methods of implementing this idea, keeping in
line with all the advancements happening in this field, along with those in the businesses
that offer the LLM’s.

Algorithmic Adaptations: Enhancing algorithms to better disentangle stylistic and
topical cues could improve cross-genre performance.

Scalability: Exploring cost-efficient alternatives for generating large-scale impostor
sets would address the computational challenges of using LLMs.

Ethical Considerations: Given the potential misuse of Al-generated impostors, further
research should establish guidelines for ethical deployment in real-world contexts.

6.4 Final Remarks

This thesis demonstrates the promise of generative Al in advancing authorship verification methods.
By integrating LLMs into the Impostors Method, the study highlights the potential for achieving
greater stylistic accuracy and identifies the need for iterative refinements to meet real-world
challenges. The results underline the iterative nature of scientific inquiry, where each discovery lays
the groundwork for continued innovation. With sustained efforts, future research can unlock the full
potential of gen Al in combination with the Impostors method in tackling complex authorship

analysis tasks.
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